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ARTICLE INFO ABSTRACT

Keywords: Nowadays Electronic Health Care System is growing to a large extent. As data retrieve from IoT devices, that data
IoT is needed to store in a database as the different patients have different data. Due to a lack of intrinsic security
Blockehain safeguards, the Internet of Things is prone to privacy and security breaches. The information gathered from IoT
;illi?al devices is mostly saved in a database This data is very important for a particular patient. If this data is altered by
Sensor any intruder, then the doctor cannot find the actual problem of the patient and also cannot give the patient

proper treatment, as a result, it causes great harm to the patient. As a result, a security mechanism for the data
contained in the database is required. Blockchain technology will help a lot in this situation. We make an IoT-
based prototype that uses Blockchain technology to get rid of this anonymous data access, in the common
word patient’s data are private through this system.

1. Introduction

Data security is one of the most concerning things for every people
nowadays [1]. Even if the data is less significant, no one wants to share it
with others. This data security is a burning question for a critical patient.
If the intruder has access to the data, he can harm the patient in any way
he wants. That is something that no one should do. If an intruder alters
the patient’s data, the doctor will be unable to provide correct therapy.
Here’s why that matters in terms of security. Let’s assume that an
intruder attempts to edit important information data. As soon as they
edit the information from the id, the block’s hash will change. The next
block in the chain will still contain the old hash, and the hacker would
need to update that block to cover their tracks. However, doing so would
change that block’s hash. And the next, and so on [2]. He has to change
that way one by one every blocks hash.

Critical patients are unable to see doctors frequently, which is a
difficulty for them; thus, if a distance patient monitoring system is
available, it will be quite beneficial to them. Also, the aged people of our
country are unable to go to the hospital to show their illness, so this
system will be much helpful to them [3].

Blockchain has made an enormous change in the security system. In
previous days we used the only database to store any kind of patient data
and other important things that were confidential to them, this data was
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not secure anymore. By hacking the database, an attacker might quickly
gain access to the data and other reports. That was the source of the
patient’s insecurity. As a result, blockchain technology has arrived.

Blockchain technology has recently acquired a lot of traction in the
health industry due to its importance in resolving the interoperability
and security issues with Electronic Health Record (EHR) systems [3].
With its decentralized (no central authority) and trustworthy character,
blockchain has shown significant potential in a variety of e-health sys-
tems, including the open interchange of electronic medical data records
and shared data management among diverse healthcare systems [4].
People have been more interested in eHealth. In terms of Medical sci-
ence, it is a new technology. The internet is used to give medical services
and patient information. This term does not just refer to the technical
element; it also has a broader meaning. There have been several efforts
in this industry to address this type of security risk. Patients’ sufferings
have been reduced as a result of blockchain technology; they no longer
need to retest their physical conditions if they visit a new doctor since
they can share their protected data with the safest platform utilizing
blockchain technology.

2. Literature review

Blockchain technology is a collection of blocks that are connected in
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an immutable and decentralized network. In IoT, blockchain works
without the help of a centralized database. Blockchain is such a tech-
nology in which data are stored block by block, whenever new blocks
are created, they are added at the end of the chain in a linear procedure.
The blockchain network must verify the validity of a transaction after it
has been certified. By giving proof of the transaction by a computer, the
transaction is linked to the blockchain as a block. Each block on the
blockchain network has a distinct hash. A hash is developed using an
algorithm and is crucial for cryptocurrency blockchain management. In
case of manipulating any information of a block, instantly it changes the
block’s hash value. However, this causes a change in the hash of the after
block also. This is a going process, so by changing or deleting any data
all other block hash changes automatically. To change a single block on
the blockchain, an intruder will have to change every single block after
that. It will take an immense amount of computational power to recal-
culate all those hashes. So, no one can change a single thing in the
blockchain network without notice.

In a blockchain system, there exist two variants of nodes: the first one
is that wants to add new blocks in the network and the other is that
receives these new blocks to create a chain of blocks. Blockchain consists
of blocks and blocks have block headers. And each block header has its
unique hash, previous block’s hash, Merkle root, nonce, timestamp [5].
Fig. 1 shows a complete idea of the block header.

Blocks in blockchain are connected one by one in a linear manner, it
looks like a chain of blocks that’s why it is named blockchain. All
transactions in a single block are converted into a hash, that’s called the
hash of the block which is unique. As the blockchain is a chain of blocks,
the previous block’s hash is also stored in the current block [6-8].
Changing a single transaction in a block without the consent of miners,
changes the hash of the block. So, the whole system breaks down.

2.1. The Pow Algorithm for mining new blocks

Proof of work is used for mining transactions. In a block, there is no
possibility to update any data. It may, however, be possible to generate
all of the block hashes and reassemble the chain in some fashion. Using a
transaction mining approach will need, if not impossible, a very high-
performance processor. In our circumstance, we use this method to
test processing power before mining transactions. The sender must mine
a transaction after it has been completed When a node creates a new
block, the receiving nodes perform a hash function on the block contents
and a nonce, which is known as mining. In cryptography, a nonce is an
arbitrary number that can only be used once in a cryptographic
communication [9]. It’s usually a randomized or quasi-random number
used in an identification scheme to prevent prior interactions from being
utilized in replay attacks [10]. The specified value must be higher than
the hash value calculated. If this requirement isn’t satisfied, the nonce is

Fig. 1. The block header.
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raised, and the hash function is redone using the new nonce. The freshly
produced block now contains its proof of work, which will be verified by
other nodes in the network when a miner completes its duty. However,
mining is not a straightforward operation since computers must execute
complicated programs to solve difficult mathematical expressions. Fig. 2
depicts the Pow algorithm.

2.2. Internet of things (IoT)

The Internet of Things (IoT) is a compact network of sensors and
other devices to communicate with one another through the internet.
Internet of Medical Things (IoMT) is a part of an IoT program that col-
lects and analyzes data for testing and monitoring [11]. It has been
deemed Smart Healthcare because it is the infrastructure that allows for
the creation of a digitized healthcare system that connects accessible
patient resources and healthcare services. Remote patient monitoring is
now thinkable only for the advancement of [oT. These health monitoring
kits can be from wearable sensors to various sophisticated devices. A
recent statistic shows that there exists around one-third of IoT devices in
the health sector and the analysts predict that it will be increased within
2025, which is the sign of becoming digitalization of our health sector
[12]. The tide of development in this sector not only makes our life
comfortable but also increases our average life expectancy. But with
time IoMT solutions are facing difficulties in security and privacy
fragility.

For security purposes, an emerging technology blockchain has been
adopted which is quite new to people. Fig. 3 depicts the data sharing
procedure through the Internet of Things, nowadays patient health data
can be easily shared among doctors, pharmacies, and other third parties
with the cooperation of cloud computing.

In [13] the authors have used blockchain for empowering cloud
eHealth. They have built the system for radiation oncology for mainly
cancer patients. The prototype is built on Hyperledger Fabric — an
open-source implementation of the permissioned blockchain technol-
ogy. Data is uploaded to the cloud here, but there is no IoT imple-
mentation in this prototype, thus all patient data must be manually
submitted. Their architecture consists of a user interface and a backend
that is composed of membership service and certification authority, the
network of nodes, a load balancer to redirect a user to any of the trusted
nodes in the network, separate cloud-based storage for patient’s data,
and certificates.

In [14] the authors have proposed a secure Electronic Health Record
(EHR) sharing of mobile cloud-based e-Health systems using blockchain,
they are employing Ethereum Blockchain platform for building e-Health
system, their prototype is mainly mobile-based patient monitoring

Fig. 2. The pow algorithm.
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Fig. 3. Internet of things (IoT).

which is different from us. Also, they have used AWS system for cloud
system that is very impressive, but if they have used private blockchain
their security system would become more secure than the present one.

In [15] the authors have done quite similar work comparing the
above two. They have built a prototype of e-Health data access man-
agement using blockchain, especially Ethereum blockchain. Ethereum is
mainly a public blockchain that is used for data access management.
They have also used solidity language for Smart contracts programming
and IPFS as a database for file storage. To complete their data collection,
they have used many sensors and Raspberry pi.

2.3. Proposed Methodology

The traditional method with IoT technology is to store all data on the
cloud. The security of this cloud data is currently a source of worry.
Users should be aware of who has access to their cloud data. We want to
store patient data on the cloud as well, but with robust security pro-
cedures in place. Some data is both influential and sensitive, and it
should be securely stored in the cloud, with patients having appropriate
control over who may access it. As a result, the security of this data on
the cloud must be maintained. We employ well-known blockchain
technology for this aspect of security. There are a variety of blockchain
systems available; we chose Ethereum because of its excellent security
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standards. The following are some of the most important reasons to use
Ethereum technology:

1. Ethereum is a big established network that has been put to the test
over many years with numerous activities and significant value. As a
result, it is safe and secure.

2. The key reason we choose Ethereum for our system is that it has
many functionalities, is excellent for employing smart contracts, and
can safely store data in a decentralized way.

3. It is extremely popular and has a strong community, which is
continually looking for new methods to improve the technology.

With all of these benefits in mind, we created an Ethereum-based
smart contract for patient-doctor communication. This smart contract
allows doctors to simply keep track of their patients. The entire process
may be broken down into numerous sections. We’ll go through each of
these items one by one in this section.

Fig. 4 depicts a visual representation of the central concept of our
system, which is divided into two parts: IoT and blockchain. Sensors
capture patient data, which is encrypted securely and saved in the cloud.
The cloud address is then added to the blockchain. As a result, the sys-
tem is far more secure than existing IoT medical solutions. Neither
storing all the sensor values in the blockchain, we store the cloud
address in the blockchain. That makes the system more cost-efficient.
This is the main novelty of our work. The proposed methodology’s
flow diagram is also shown in Fig. 5. By following this diagram anyone
can have a clear view of our proposed system (see Fig. 6).

2.4. Steps in our system

In this section, we’ll lay out our blockchain section step by step so
that everyone understands how the system works. The actions that have
been proposed are listed below.

e Step 1: Create an Ethereum account for each patient/user.
e Step 2: Create own blockchain.

e Step 3: Deploy IoT nodes on surroundings.

e Step 4: Encryption of sensor value.

e Step 5: Data Store on cloud database of Master Node.

e Step 6: Data preprocessing.

e Step 7: Upload cloud address to a certain block.

Fig. 4. The overview of blockchain-based e-health system.
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Fig. 5. The flow diagram of Proposed Methodology.

Fig. 6. System architecture.

e Step 8: Appoint a doctor.

e Step 9: Doctor decrypt the encrypted with his private key;

e Step 10: Doctor gives advice and suggestions on the patient block.
e Step 11: After a certain time, access power is over;

2.5. System model representation

In this work a system paradigm has been that allows for remote
patient monitoring while remaining secure against data breaches.
Because essential patient data may be readily altered by anybody, we
want to provide a safe and trustworthy platform for patients. The
following are the steps used to construct the platform:

2.5.1. Data collected from IoT nodes

The IoT nodes capture the patient’s sensible data. They are made up
of a variety of sensors (temperature sensor (LM35), heartbeat mea-
surement sensor, etc.) and medical equipment that are placed around
the patients. We gather data from these nodes regularly. To collect data
from the patient’s surroundings, we employ a variety of sensors (tem-
perature sensor (LM35), heartbeat measurement sensor), with Rasp-
berry Pi acting as a Master node. This master node retrieves data from
sensors. The data is then preprocessed at this node, and any garbage and
superfluous data is cleaned out of the data [16].

After that, the data is encrypted using an asymmetric encryption
approach with the doctor’s public key and the stored encrypted value in
the cloud. Only the patient and appointed doctors have access to his or
her data.

2.5.2. Create a blockchain for each patient in the ethereum network

As we all know, each change to a block’s content in the blockchain
network affects all blocks before it. So, if we construct a single block-
chain for all of the patients in the same Ethereum network, and if each
patient updates his data on his block, every prior node in the chain
would be affected. As the number of patients is growing by the day, this
might become prohibitively expensive. As a result, we’ve recently built a
separate blockchain for each patient solely. By generating a new
Ethereum account for each patient in the Ethereum network as a pro-
totype, we have shown this technique. The patient has only the right to
his block [18,19]. No one can access his info without his permission.
Only the appointed doctors can access this block with the doctor’s pri-
vate key.

When patients do not require data from IoT nodes, we may directly
upload patient personal information into the MySQL database. He may
simply enter the information that he wants to convey to his doctor. This
data is immediately uploaded to the database after entering values or
information on the website. To read-write, both patients and doctors
must meet the essential prerequisites. Store Patients’ Cloud Address to
Blockchain.

After entering accurate information on our website, the patient must
upload his cloud address to his block. Those blocks are sequentially
stored on a blockchain network. The entire system then transforms into a
compact, secure E-Health system. Patients must log in to their accounts
and input the cloud address when they need to upload data to the
blockchain. He also has to meet the requirements for his block’s read-
write authority. The smart contract is developed in the Solidity
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programming language on the remix ide online and then published on
the Ethereum blockchain network [17]. Cloud addresses are primarily
saved for each patient on their own Ethereum blockchain. The proposed
model not only saves all the data of patients because of the high cost of
the gas fee; therefore, we simply store the cloud address of the IoT data.
Only the owner of this block has access to it; otherwise, the transaction
on the Ethereum.

2.5.3. Give permission to doctor to access the block

Another feature allows a patient to give a trusted doctor access to this
block data. If the doctor has a valid Ethereum account and the patient’s
permission, he can read and write to the block. Furthermore, the patient
specifies a time window for further protection, and the doctor is required
to access this block during that time frame. The doctor uses his private
key to decode. The value of the cloud address and extract the necessary
information. Then he provides pertinent advice to the patient by
modifying the block’s advice variables. The patient then gets this advice
on the website’s advice page.

2.6. Smart contract

Data security of IoT nodes is our first concern, so we use asymmetric
data encryption techniques for ensuring security that makes the system
quite secure from attacks. But we deployed our system in Ethereum
blockchain to make it safer because cloud data can also be manipulated
in any way. These data are stored in the cloud for remote access to the
doctor and should be secure from intruder attacks as this data is
controversial for critical patients. In this case, patients can permit one
doctor to access the cloud data through the smart contract. We make a
smart contract that ensures a secure permission checking and gives only
the desired doctors access to the cloud data of the particular patient. The
pseudocode of the smart contract is described underneath to give a clear
idea.

Pseudo Code 1: Pseudocode for Smart Contract.

#Patient
1 Do:
2 Collect sensors data and various patient data
3 Encrypt all data
4 Store data in the cloud
5 Save cloud address in the block
6 Set an expiry time
7 End Do

#Doctor

1 Do:

2 If expiredTime < currentTime:

3 Get block data

4 Get cloud address

5 Get the encrypted data from the cloud
6 Decrypt this data

7 Give Advice

8 End If

9 End Do

Measurement: Sensors 25 (2023) 100630

Fig. 7. Circuit setup.

The doctor can only access the patient secured information by his/
her private key. The private key decrypts the encrypted data in the
cloud. The doctor then gives advice to the patients and this data can be
seen by patients only by logging into his/her account on the website. The
doctor is allowed to access certain patient blocks only for some time
interval after an appointment has proceeded.

2.7. Experimental setup and analysis

Demonstrate the predicted results of IoT nodes using a Raspberry Pi,
Arduino Uno, LM35 sensor, pulse sensor to detect temperature and
measure heartbeat at a regular interval. We will also compare real-time
temperature, heartbeat, and sensor values. The hardware components
are combined with the raspberry pi and Arduino Uno to make a bene-
ficial health monitoring tool that can be a blessing for remote critical
patients. Software components are also needed to build an ideal system.

In order to measure health metrics, the system employs a variety of
hardware components. All the sensors that are connected with the
master node, make the system more functional. The proposed system



S. Tiwari et al.

Fig. 8. Deploying smart contract by remix IDE
makes use of the biological sensors listed below.

2.7.1. Temperature sensor

In this work, we employ an LM75 temperature sensor. It is inserted
into the user’s finger to determine the user’s body temperature. The
output range of the LM75 sensor is —40 °C-110 °C.

2.7.2. Heartbeat sensor

A pulse sensor is used to measure the heartbeat. Every minute, it
takes a continuous reading of the user’s heartbeat. It hasa +5 V or +3.3
V operational voltage and a 4 mA current consumption.

Fig. 7 depicts the hardware connection design for the health moni-
toring system presented in this work. The complete hardware system is
built on a breadboard, which is used to link the sensors. For capturing
analog sensor data, the breadboard is attached to an Arduino Uno
instead of an analog to digital converter, and the entire system is
controlled by a Raspberry Pi. Using a USB cable, the Arduino is con-
nected to the Raspberry Pi through serial communication. The Arduino
analog PIN Al is linked to the temperature sensor output pin. The
Arduino analog pins are mainly used to connect the other analog output
sensors. The heartbeat sensor, for example, is attached to analog pin AO.
The VCC and GND pins of the Arduino are linked to the VCC and GND
pins on the breadboard. After getting values from the sensor, it is
mandatory to store them somewhere such that the doctors can access
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them. From this, the blockchain and IoT part start to ensure a secure and
interrupt less data transfer.

2.7.3. Software and framework
Different software and frameworks are used in our system to connect
the sensor part with the blockchain and IoT part.

e First, to get value from sensors, code is implemented in Arduino
software.

e Then there is a serial communication with the raspberry pi and
Arduino ide.

o After that python code is developed for sending encrypted values in
the cloud firebase.

e For creating a smart contract Remix IDE is used.

2.7.4. Remix IDE

The smart contract developed in remix ide using solidity language.
As it is easy to code in remix ide, also easy to compile and connect with
Meta Mask effortlessly, we choose remix ide. Fig. 8 gives a clear idea of
deploying smart contracts in remix ide (see Fig. 9).

2.8. Results and discussion

Several experiments are used to evaluate the study and examine its
performance. During the projects, the patients’ body temperature and
heartbeat were measured. The system is put through a series of testing.

Table 1

Comparison between Measured temperature and Actual temperature.
Users Temperature using Temperature using Average

LM75, F Thermometer, F Accuracy

Userl 95.4 97.4 98.24%
User2 1013 100.6
User3 98.3 99.2
User4  94.3 98.0
User5 93.9 95.9

Table 2
Comparison between Measured heartbeat and Actual heartbeat.

Users Heartbeat using Normal Heartbeat Average Accuracy
Pulse Sensor (bpm) (bpm)

Userl 75 77 97.23%

User2 80 83

User3 91 93

User4 83 85

User5 93 96

Fig. 9. Gas used during the transaction in Ethereum.
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Table 3
Comparison table among the proposed method and the existing methods.
Properties Type
[5] [17] [20] Proposed System

Remote Patient Monitoring
Remote Patient Disease Detection
Use of Sensors

User Authentication Advice

Store Data in Blockchain

Use of Cryptographic Function
Use of IPFS File System

< Z<Z<ZZ
Z << ZZZZ
< Z <22
Z << << 2

The health metrics of the patients are displayed in the evaluation of the
research’s quality.

The patient’s body temperature is measured using the LM35 body
temperature sensor, as shown in the second column of Table 1. The table
compares the temperature calculated by our system to the real tem-
perature of various users as determined by the thermometer. The

average accuracy is calculated by utilizing (1).

1 Ts
AV:;;(B) x 100% €h)

Ay = Average accuracy.

N = Number of users
Ts — Temperature measured by the system
Tt = Temperature measured manually by the thermometer

Also, the heartbeat of the patient is measured using the pulse sensor,
as shown in the second column of Table 2. The table compares the
heartbeat calculated by our system to the real heartbeat of various users.
The average accuracy is calculated by utilizing (1).

2.8.1. Performance comparison among the proposed method and the
existing method

The proposed system has gained the faith of patients who were the
victim of data extortion by many fraud people. Instead of following the
conventional procedure, we use blockchain for the sake of data security
and transparency. Any type of illegal attempt is contrabanded in this
architecture. So, the system is considered one of the safest platforms
compared with the remaining e-health platforms.

In this part, we compare our system architecture to those of existing
healthcare systems. The comparison is based on the key characteristics
of various healthcare systems. The ‘Y’ symbol denotes a positive aspect,
indicating that the related system contains the attribute; on the other
side, the ‘N’ sign denotes a negative aspect. The comparison is shown in
Table 3.

2.8.2. Consumed gas for every transaction

Every transaction on the Ethereum network requires a gas cost. To
put it another way, gas is a sort of cash that may be used to conduct any
transaction. Because the Ethereum network’s gas charge is so high, we
don’t store all types of patient data there. As a result, we choose to keep
only the individual cloud addresses in Ethereum, which incurs a little
gas fee. Our system, on the other hand, becomes more efficient than any
other system [21-23]. The graph between the gas fee and the input size
in bytes is shown in Fig. 4.5. In this graph, we can visualize that when
the size of data increases, the gas fee automatically increases. So, the size
of data stored in blockchain must be as small as possible.

2.8.3. Conclusion

In the health sector, IoT security is getting a lot of recognition these
days. Due to high energy consumption and transmission overhead,
existing security technologies are not necessarily suitable for IoT. Hence,
to overcome this challenge, we have proposed a blockchain technology
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that is highly recommended for privacy purposes. This initiative is pri-
marily intended for patients’ remote care, as well as the priority pro-
tection of sensitive patients’ records. To maintain data security, we have
implemented the Ethereum blockchain which is considered one of the
most effective techniques which are used for data security. We have also
used asymmetric cryptography for hashing technique that makes the
block transaction safer than other systems.

In the future new sensors, like accelerometer sensor, can be added to
the system to measure the accurate position of the patients; additional
features could be added to the developed website to advance the func-
tionalities of e-health systems.
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