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The deployment of Internet of Things (IoT) results in an enlarged attack surface that re-
quires end-to-end security mitigation. [oT applications range from mission-critical predica-
ments (e.g., Smart Grid, Intelligent Transportation Systems, video surveillance, e-health) to
business-oriented applications (e.g., banking, logistics, insurance, and contract law). There
is a need for comprehensive support of security in the IoT, especially for mission-critical

fnywordS' applications, but also for the down-stream business applications. A number of security
CPS techniques and approaches have been proposed and/or utilized. Blockchain mechanisms
Blockchains (BCMs) play a role in securing many loT-oriented applications by becoming part of a se-
Security curity mosaic, in the context of a defenses-in-depth/Castle Approach. A blockchain is a
Integrity database that stores all processed transactions - or data - in chronological order, in a set
leT'gea“h of computer memories that are tamperproof to adversaries. These transactions are then

shared by all participating users. Information is stored and/or published as a public ledger
that is infeasible to modify; every user or node in the system retains the same ledger as all
other users or nodes in the network. This paper highlights some IoT environments where
BCMs play an important role, while at the same time pointing out that BCMs are only part
of the IoT Security (IoTSec) solution.

Consensus algorithms
Blockchain applications
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I. Introduction

There now is considerable interest in the Internet of Things (IoT) as an evolution of data communications that allows di-
rect, persistent, and automated device-to-device communication (also known as Machine-to-Machine [M2M] communication
or Cyber-Physical Systems [CPSs] communication). This article is an overview and advocacy paper for the use of Blockchain
Mechanisms (BCMs) for certain security requirements in IoT in general and in e-health and Intelligent Transportation Sys-
tems (ITS) applications in particular. The principal applications of blockchains to date have been for financial transactions’
execution, smart contracts, and cryptocurrencies. However, new potential applications are emerging.

An extensive body of literature related to IoT already exists — this body of literature being consistent with the broad reach
of the evolving technology - including but not limited to text books such as [1-10] (and about 100 more) and many technical
and research articles. The IoT endeavors to add computer-based logic to a large universe of objects or things, which can then
be monitored and/or controlled by a centralized (often cloud-based) analytics or management engine; remote objects are
almost invariably connected using wireless networks. In IoT, devices and entities in the physical world are afforded a digital
representation. This digital ‘wrapper’ enables interaction with Information and Communications Technology (ICT) elements
located on a Local Area Network (LAN), at the other end of a Wide Area Network (WAN), or on a public-, private-, or
hybrid-cloud. Some proponents see IoT as the convergence of ICT and Operations Technology (OT) systems.
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The IoT application space is significant; references [11-30] are just a small sample. Additionally, the overlay of drones
and/or virtual reality/augmented reality adds yet another dimension. Up to the present, IoT applications have focused on
two broad areas: industrial automation in the context of process control in factories, (Industrial IoT); and sensing applica-
tions of all sorts, including power grid administration, traffic monitoring, ITSs, smart cities, video surveillance, body area
networks/e-health, and crowdsensing (to list just a few). These two areas deal a lot with the physical aspects of the sensors,
the wireless link, and to some degree, with analytics. However, there is a third class of applications that deal less with the
physical nature of the sensors themselves and a lot more with the data analytics: these applications address the fundamental
transformation of Business Processes (BPs) related to common commercial functions such as banking, insurance, enterprise
and organizational operations (including government functions), and healthcare delivery optimization. A new wave of Busi-
ness Process Reengineering (BPR) is expected to take place as part of the Digital Transformation, and will be orchestrated
by advancements in IoT ICT/OT capabilities.

Given the scope of the application space, security in the IoT environment is considered critical, especially under the
circumstances of (typically) limited computational-, memory-, power-, and control capabilities of the end-nodes and the
physical exposure of these end-nodes. While security is certainly important for the first two classes of applications listed
above, it is absolutely critical for those business-oriented applications that almost invariably deal with Personally Identifiable
Information (PII). Applications such as ITSs, e-health, infrastructure control, and drones may typically also have life-safety
implications, therefore security concerns are paramount and dominant. Security and privacy are important end-to-end: start-
ing in the access/edge/fog network, in the core network, and then (possibly) off to the service cloud. Considerable research
and advocacy has been undertaken (e.g., [31-41]), but the technical and business needs remain a pressing imperative. This
article reviews some of the challenges related to implementing security mechanisms in the IoT nodes and supporting net-
works; it then focuses on the application of Blockchains, which at a broad level are digitally signed distributed ledgers, to
this ecosystem for both security and business logic.

2. IoT factors impacting security

The growing prevalence of embedded intelligent systems in virtually all types of consumer devices, and the mission-
criticality of some applications (such as surveillance, e-health, and grid control), dictate the need for reliable security. The
challenges associated with reliable security in IoT are driven by the following factors:

[10T/CPS technology and systems are relatively new and are, therefore, less well understood than traditional IT systems.
[I0T/CPS systems are almost invariably distributed over a wide (regional) geography, typically in uncontrolled open envi-
ronments.

[0T/CPS systems are often administratively federated, in the context of multiple heterogeneous environments, processes,
and technologies, not to mention the diffuse security mechanisms often in place.

[oT/CPS systems are currently deployed insularly across vendor-specific vertical applications, creating fragmented tech-
nology and administrative silos.

End-to-end comprehensive standards for architecture, networking, or security have not been developed, stabilized,
adopted, or implemented; standardization would enable simplicity and the ability to integrate systems (including se-
curity) from best-in-breed vendors.

[oT/CPS endpoints in different (vertical) applications often use different addressing models and addressing formats, cre-
ating complexity.

[oT/CPS Operating Systems (0OSs) may typically have streamlined feature sets that limit functional capabilities and/or
sophistication.

[oT/CPS systems often employ inexpensive, low complexity nodal platforms with limited computational power and mem-
ory, thus precluding or limiting the use of an on-board heavy-duty firewall, and,

10T/CPS endpoint systems have limited electrical power (typically being battery-driven).

The low power and low complexity factors are somewhat mitigated in a case where in an ITS application the sen-
sors/actuators are located in a factory or in an automobile.)

The point of concentration where some (e.g., at a gateway point) or all (e.g., at an analytics cloud point) data are ag-
gregated for managerial surveillance, decision-making, analytics, or storage, is clearly a target-rich environment for intru-
sion. The dearth or even lack of industry-adopted baseline IoT architectures and standards have limited not only the broad
deployment of IoT but also have retarded the integration of security mechanisms into the IoT systems deployed in the
field. The ISO/IEC JTC 1/WG 10 Working Group on Internet of Things recently identified over two-dozen reference architec-
tures/frameworks [42], but none have enjoyed or achieved wide industry adoption. Interoperability is a key enabler, and
lack of interoperability in both the “user plane” and also in the “management plane” (which encompasses security) impacts
deployment scope, deployment timelines and system cost. Table 1 depicts a view of the “as is” (as well as a “to be”) security
predicament in the IoT arena. To address some of these challenges, Fig. 1 depicts a reference architecture framework that
can be utilized to organize the discussion of the IoT ecosystem and the security considerations.
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Table 1
“As is” and “To be” IoT security environment.

General IoT layers Device

Typical Status Quo (“As is”)

Target (“To be”)

Lower layers Sensors (sensor to base station

communication)

Base Station/Gateway

Upper Layers Key Management Public Key

Infrastructure [PKI])

Data Servers/cloud analytics

- No encryption

» Weak encryption

» Weak communications protocols

« No, or pro-forma passwosrds

« Weak passwords

« Weak, or no Access Control

» Weak Operating Systems (OSs)

- Hackable nodal application software

» Weak communication protocols

- Hackable device keys

« Side channel attack vulnerabilities

« Weak 0Ss in Network Elements (NEs)
- Memory leakage

« Zero-Day vulnerabilities

» Weak encryption

» Weak communication protocols

» Weak OSs

- Ability to compromise encryption keys

« No encryption for Data At Rest

» Weak encryption

» Weak communication protocols

« Weak media (e.g., unprotected wireless
links)

» Weak access control

» Weak OSs

« Hackable analytics application software
« Zero-Day OSs and application
vulnerabilities

- Untested/unreliable third-parties
plugins/software modules

« Blockchains for sensor data
(optional but preferable)

« Strong end-to-end encryption

- Robust communication protocols

« Use of Transport Layer Security (TLS)
« Device health checks

- Strong OSs

- Strong applications

- Strong Identification (ID)

- Strong user interface

- Memory isolation

« Firmware over the Air (FOTA)

« Hardware Root of Trust (RoT)

« Trusted Execution Environment (TEE)

- Blockchains for aggregated data
» Hardware RoT

« Strong encryption for data at rest
- Strong encryption for transit data
« Secure boot

« Secure key storage

« TEE

- Trusted firmware

« Anti-rollback mechanisms

« Secure counters and clocks

« Secure Key provisioning
« High frequency key rotation
- Nested encryption/keys

« Blockchains end-to-end

« Strong/tested application

« Strong encryption for Data at Rest
and data communication

» Multi-layer security

« Strong communication protocols

« Secure physical networks and/or
Virtual Private Networks (VPNs)

« Strong OSs

« Reliable/routine patch processes

In general terms, cybersecurity has traditionally addressed the following:

(keeping the data safe from being divulged by/to unauthorized agents).

sure the data is not modified by unauthorized agents).

Confidentiality (C): making sure that the data packets are not intercepted and examined; also, making sure that the host
is not corrupted to the point that a hacker can appropriate data, credentials, information, or configuration parameters

Integrity (I): making sure that the packets received (or stored) have not been altered in an unauthorized manner (making

Availability (A): making sure that devices are not prevented from functioning properly and/or performing their function;
or, making sure they are not made to operate in an improper or compromised manner. For example, the devices might
become infected with viruses, worms, or degraded via other debilitating intrusions and/or exploited through weaknesses
in the OS, software utilities, packaged microcode or applications. The term “no repudiation” has also been used in the
context of availability.

Other security anomalies can broadly be mapped to these three categories. For example, Trust & Identity Management
can be categorized as part of the Integrity requirement (i.e. can the user or the data be trusted?) Additionally, one needs
to tightly manage how software is modified (e.g. in a system upgrade event), and, also, control how data is modified by
a legitimate entity. Blockchain mechanisms are ideal for this requirement. Authorization & Authentication can be viewed as
supporting part of the Integrity requirement (who is the ‘user’, what privileges does the user have, and what data sets or
subsets can this user read/write/modify?)

These requirements apply equally well to [oT/CPS environments. Fig. 2 provides a high-level overview of the require-
ments and some supportive mechanisms. Confidentiality is achieved with encryption (including VPNs and encryption of
data at rest). Integrity can be achieved with digital signatures. When the data is transacted among multiple downstream
parties (for example contracts, chain-of-custody, e-health claim processing, and so on), recursive digital signatures as seen
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7: Applications

Large pool of IoT applications

In-layer Security
Blockchains
Authentication & Authorization
Encryption & Key Management
Trust & Identity Management

(protocols such as but not limited to IPv4, IPv6, MIPv6, PMIPVE, 6LowPAN, 4G/SG, Satellite/LEQ/HTS)
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In-layer Security
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< C_ ) Authentication & Authorization
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Edge Networking Edge Gateway Trust & Identity Management
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In-layer Security
1: Things ECG/EKG Sensor  Blood Pressure Sensor ~ Medicine Pump Video Surveillance Blockchains
(medical devices Inertial Sensor Pulse Oximetry Sensor  Fitness/exercise Sensor  Punic Button Authentication & Authorization
example) - Encryption & Key Management
(partial list) Trust & Identity Management

Fig. 1. IoT reference framework.

Integrity

Blockchains

Fig. 2. Security mechanisms for IoT/CPSs.

in blockchains may be ideal. Availability may, in part, be managed with Intrusion Detection mechanisms. Note that the de-
tailed security requirements of distinct IoT systems and applications may differ; therefore, not all 1oT/CPS nodes need to
comply with the tightest security restrictions; security policies will likely be consistent with the application, the risks and
the practical limits of the devices in question. In some applications (e.g., e-health, physical patient monitoring) there typi-
cally is a stringent privacy requirement (some even dictated by regulatory regimens); thus, strong security mechanisms are
needed. Other applications such as e-mail, videoconferencing, chatting, messaging, or social networking, may require less

stringent security.
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In some applications there is a need for the 10T/CPS nodes to enjoy a degree of “distributed autonomy”, that is, having
the ability for distributed local decisioning, ad hoc self-organization, and topology discovery/management. Examples of au-
tonomous operation include vehicular ad hoc networks (VANETSs), ITSs, or a single or a swarm of robots - as more IoT/CPS
applications emerge the trend towards autonomous operation of the endpoint devices and towards self-organizing network
paradigms will likely accelerate. In these cases, the security considerations are even more critical. In autonomous operation
individual endpoints (or clusters of endpoints) are not dependent on a central or cloud-based entity to fulfill their sensing
and data collection functions. It follows that a security compromise may not be detected by a centrally-located control and
audit system. Appropriate security mechanisms are thus required.

For ITS, Integrity is universally required whether for real-time Vehicle-to-Vehicle (V2V) or Vehicle-to-Infrastructure (V2I)
communication, or for administrative traffic such as telemetry and engine functioning, or for example, accident data. Confi-
dentiality (via encryption) is often needed. Availability (non-repudiation) is universally required for V2V and V2I traffic and
often needed for other functions.

3. Blockchain concepts

The concept of blockchains is now receiving considerable research and practical interest. Blockchains provide data in-
tegrity across a large number of transactional parties by providing all participants in the ecosystem with a working proof
of decentralized trust; classically, this assurance of integrity had to be achieved by utilizing a trusted third party to ‘escrow’
elements of the transaction - a blockchain replaces this trusted third party. A blockchain is a cryptographically-linked list of
blocks created by nodes, where each block has a header, the relevant transaction data to be protected, and ancillary security
metadata (e.g., creator identity, signature, last block number, and so on.). It facilitates “decentralized consensus” by being
a distributed ledger (which is effectively a distributed database), that retains a(n expanding) list of records, while simulta-
neously precluding revision or tampering of such records retrospectively. Because blockchains are intrinsically resistant to
modification of the underlying data, they are perceived as embodying a tamper-resistant incorruptible decentralized digital
ledger for economic or logical transactions related to virtually anything of value [43-48]. The blockchain intrinsically pro-
vides universal accessibility, incorruptibility, openness and the ability to store and transfer data in a secure manner. Many
applications of blockchains have emerged in the recent past beyond the original applications of cryptocurrency, such as
bitcoins. The data can, in fact, represent a wide variety of elements, documents, facts, packets, transactions, agreements,
contracts, monetary transactions, or signatures. A blockchain can support a wide range of tasks, including allowing parties
to draw up trustworthy contracts, storing sensitive information, and transferring money safely—all without the intervention
of an intermediary. Possible business applications include claims filing/processing; claim fraud detection, for example to
spot multiple claims from a claimant (e.g., medical office) for the same procedure; data decentralization; and cybersecurity
management (e.g., data integrity). Another application example is the introduction of new, smart logistics-oriented contracts
where invoices pay themselves when a shipment is accepted by the recipient. Additionally, there often are requirements to
verify the authenticity of items and systems through multi-stage multi-national supply, distribution and service chains (that
might raise concerns about counterfeit items and/or the requirement of tracking legally controlled items such as medicines,
medical devices, controlled pharmaceutical substances, arms, negotiable bonds and so on.) An important, proposed applica-
tion of blockchains is for cybersecurity, specifically for Integrity.

It is not the goal of this paper to provide a formal definition of a blockchain (or a bitcoin); the mathematics of a formal
definition are somewhat complex (e.g., see [49-59]); rather, the goals are to provide a brief overview of the blockchain
technology, to identify some possible use cases in the IoT environment in general and ITSs in particular, and to advocate
further research and development in this arena.

At a broad level, blockchains offer a mechanism for people (or entities) who do not know or trust each other to create
a shared record of asset ownership. A blockchain is an “open platform”, a distributed system where the processes are open
to examination and elaboration. It is a ledger of data, replicated across a plurality of computers organized in a Peer to Peer
(P2P) network. Thus, a blockchain records the transactions on a multitude of distributed hosts, given that a replicated, de-
centralized database effectively eliminates the possibility of global data corruption (deliberate or accidental). The blockchain
is a time-stamped database that retains the complete logged history of transactions on the system; each transaction pro-
cessor on the network or system retains their own local copy of this database and consensus-formation algorithms allow
every copy, no matter where such copy is, to remain synchronized. Specifically, a blockchain consists of blocks that hold sets
of valid transactions; each blockchain block incorporates the hash of the prior block in the blockchain, juxtaposing the two
blocks.he linked blocks form a chain.

Members of the network are anonymous entities (processes, individuals, or users) known as nodes. Nodes perform a va-
riety of functions depending on the assumed role. A node can create and propose a transaction, validate transactions, and
undertake mining to support consensus and establish the integrity of the data. When nodes create transactions, these are
signed by nodes using their private key to validate that these nodes are the true owners of the asset that they are trans-
ferring to someone else in the blockchain-secured network. In a blockchain, a P2P network is required as well as consensus
algorithms to ensure replication across nodes are undertaken. Peers support the state of the distributed ledger. The P2P func-
tion implies that there is no central control in the blockchain-secured network and all nodes can communicate directly with
each other using an appropriate protocol, allowing for transactions (e.g., documents, data, cybercurrency) to be exchanged
directly among the peers. There typically are two types of peers: Endorsing peers and Committing peers. Endorsing peers
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simulate the transaction execution: they execute and endorse the transaction; endorsement policies specify the rules for the
transaction endorsement. Committing peers receive transactions endorsed by endorsing peers, verify these transactions, and
update the ledger - they may also be Orderer nodes that receive transactions from endorsers, sequence them, and forwards
these transactions to committing peers.

Therefore, nodes can be miners or block signers. Miners create new blocks containing relevant data (to be protected).
Block signers validate and digitally sign the transaction. An important assessment that every blockchain network must make
is to determine which nodes are able to append a next block to the chain. This decision is made utilizing a consensus
mechanism. Miners are able to add transactions, verify transactions, and add new blocks. Interactions inside the network
utilize cryptographic means to securely identify the source and the sink of the data. When a node (miner) wishes to add data
to the ledger, a consensus forms in the network to establish where this data should be captured in the ledger. The blockchain
encompasses a data structure of ‘child’ (aka successor) blocks; each block includes sets of transactions, timestamps and links
to a ‘parent’ (aka predecessor) block; the linked blocks constitute a chain.

Typically, the consensus mechanism encompasses three steps: the transaction endorsement process where the transac-
tion is simulated by an appropriate process; the ordering process, which decides the sequence in which endorsed transac-
tions are written into the ledger; and validation and commitment process, where committing peers validate the transaction
received from the orderers and then commit that transaction to the ledger itself. The P2P messages utilized in the network
typically support discovery (initial discovery of other peers in the blockchain-secured network), transaction (querying, invok-
ing, and deploying transactions), synchronization (keeping the blockchain updated on all nodes), and consensus (endorsing
the transaction).

In a general model, a transaction (e.g., a cryptocurrency transaction, a contract, some compiled business form) between
two parties is captured by a supporting node (host.) The requested transaction is distributed to a P2P network of nodes.
Some transaction validation may take place using some baseline user status or token and known algorithms. Scripts are
definable logical functions. In their basic, and most often use used form they validate a digital signature against a public
key. The transaction supports host check if the conditions specified in scripts are satisfied. Once the transaction is verified,
the transaction documentation is combined with other transactions to create a new block of data for the distributed ledger.
The new block is added to the existing blockchain in a manner that makes the transaction unalterable and permanent.
Thus, the information held on a blockchain is a shared database that is automatically and consistently reconciled; that is
to say, the blockchain database is not domiciled or stored in any single host or computer, and as a result the records it
embodies are expressly public and directly verifiable. No single centralized copy of this information exists that a hacker
could corrupt by malicious modification: hosted by many computers simultaneously the data is accessible to one and all.
Blockchain technology provides intrinsic data robustness. Since the data is stored as blocks of information that are identical
across all the nodes in the P2P network, the blockchain cannot be controlled, manipulated, altered, or deleted by any single
entity.

Once a miner node connects to the P2P network, a miner must undertake a number of tasks. These include the most or
all of the following [49]. (i) Synchronization with the network: download the pertinent blockchain by requesting historical
blocks from other network nodes. (ii) Validation of the transaction: transactions that are transmitted over the network are
validated by nodes with full functionality by verifying and validating digital signatures and outputs. (iii) Validation of the
block: validating blocks against established rules; this covers each transaction in the block and the nonce value. (iv) Creation
of new blocks: as noted, miners can propose a new block by combining validated transactions received over the network.
(v) Perform Proof of Work (PoW): miners find a valid block by solving a computational puzzle: miners repeatedly vary the
nonce field contained in the header until the hash thus generated is smaller than a predetermined threshold value. (vi) Fetch
of the reward: once the node has solved the PoW puzzle it broadcasts the results, allowing other nodes to verify and accept
the block; if the block is accepted the miner is “somehow” rewarded. Note that the PoW requires non-trivial computational
resources. Some of the steps include retrieving the previous block’s header, gather a set of transactions transmitted over the
P2P network into a proposed block; compute the double hash of the previous block’s header with a nonce and the proposed
block; establish if the thus-computed hash is smaller than the current threshold difficulty level and the successful PoW
problem is solved broadcast the block to the network (and fetch the reward); otherwise repeat the last step.

Blockchains make extensive use of hashing. A hash is an algorithm (for example, the Secure Hash Algorithm Two [SHA-
2]) that generates a value based on the data object (such as a message or file, which is typically of variable-length), thus
mapping that data object to a smaller fixed-size data object (the “hash result”). Fig. 3 provides a pictorial example. Typical
uses of hashing are one-way functions to protect computer passwords retained in storage, or to produce cryptographic
digests of texts or documents (in order to ensure data integrity, thereby providing an electronic signature). A cryptographic
hash function is a mathematical mapping function for which it is computationally difficult to find a data object that maps
to a given hash result (the “one-way” property), or to find two data objects that map to the same hash result (this known
as the “collision-free” property). A Merkle tree (also known as hash tree) is a logical tree where leaf nodes are labelled with
the cryptographic hash of a data block and non-leaf nodes are labelled with the hash of the labels of its child nodes. Hash
trees enable secure and efficient verification of the contents of given data structure [48].

In a blockchain each transaction in the set that comprises a block is hashed to generate a hash value. Hashes are com-
bined into a Merkle Tree. The output of this hashing process is added to the block’s header, along with a hash of the
previous block’s header and a timestamp. The new header is input to a cryptographic process to generate a (32-bit) nonce.
The nonce is then added to the blockchain.
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Hash Function: T1=> #T1

|Transaction T1 text (any length to some maximum) |
L S

Y

# Hash function g» | Unique hash value|

(fixed length)
e.g.,498C 874D 1A38 7CAF

Fig. 3. Hash function.

4. IoT blockchain approaches

Fundamentally the IoT can utilize blockchains to ensure integrity of the business logic data. Table 2 depicts the possible
use of blockchains at various layers of the reference architecture framework (an example for e-health applications is also
included in the table).

It should be noted that the mechanisms discussed above (P2P network participation, support of appropriate P2P pro-
tocols, endorsing peer functionality, committing peer functionality, support of the consensus algorithms, PoW and other
related mechanism) give rise to certain overall complexity, especially if the P2P infrastructure is established globally, across
an entire [oT ecosystem. Because of the typical limitations of IoT nodes, as discussed in Section 2, it may not always be prac-
tical to utilize a full-fledged blockchain-secured network in the generic IoT context; however, certain critical or institutional
applications such as smart grids, ITSs, e-health, insurance, and smart contract environments may have sufficient capabilities
to support the requisite P2P functionality. Another approach is to establish P2P networks having locally limited scope in-
stead of global scope; this implies that the supporting messages — discovery, transaction querying, invoking, synchronization
and consensus - require less aggregate bandwidth and far-end assurance of reliable delivery across large networks; also, the
number of transactions and/or blocks to be processed and stored may be smaller. The potential limitations of implementing
such roles in generic IoT nodes to create distributed ledgers due to limited computing and storage capacity of IoT devices is
perhaps evident and the blockchain capabilities may thus have to be implemented in selected Network Elements (NEs) in
the network, as discussed below. One would not expect that a low-end pendent IoT node, such as remote sensor or actuator
would vouch for integrity of the entire ecosystem data; thus, only some select NEs may be expected to take on that more
onerous role. Another approach would be to use a simple distributed ledger where blocks are digitally signed along the way,
but the more elaborate consensus process is not implemented: based on the list of functional requirements listed above for
miners.

End-to-end blockchains. The source (here being a “miner”) creates a transaction block containing data and creates the
first block. Other NEs will append the next block in the blockchain, as the information travels through the network to its
ultimate (intended) destination, typically some analytics engine in the cloud for analysis, trending, and likely also storage.
Here storage also enjoys the integrity protection of the blockchain. For example, these transactions could be claims, accident
photos, and so on.

Analytics/storage-level. This is mostly the same as the end-to-end blockchain, except that the transaction is ‘consumed’ at
the analytics engine, where the data is extracted and utilized. Here storage would not enjoy the integrity protection of the
blockchain, but for some applications (for example, environmental parameter sampling) may be adequate.

Gateway-level. Here the individual pendent users create data that is not immediately protected for integrity; however,
once the data reaches the gateway, it is incorporated into the blockchain along with data from other users. Fig. 4 is an
example of this. One motivation for this approach is that the individual end nodes may lack the computational capabilities
to create hashes of (possibly large) blocks of data.

Site-level. Here the individual users at a given site (for example sensors or robots on a factory floor) create data that is
not immediately protected for integrity at the device level; however, once the data reaches the local concentration node
(for example a layer 2 switch, a Wi-Fi access point, a router, a firewall, and so on), it is incorporated into the blockchain
along with data from other site users. Again, one motivation for this approach is that the individual end nodes may lack
the computational capabilities to create hashes of (possibly large) blocks of data, but the site-based NE would have the
computational power.

Device level. Here each individual device has the capability, as well as the imposed requirement, to build blockchains of
data to be immediately protected.

5. IoT blockchain applications

By way of an example of IoTSec blockchains, we noted above that for ITSs, Integrity is universally required; Confidentiality
is often needed, and Availability (non-repudiation) is universally required for V2V and V2I traffic and often needed for other
functions. In the example depicted in Fig. 4, gateway-level blockchains are used to ensure integrity of the data in question
(for example engine data, Usage-Based Insurance [UBI] data, environmental sensor-data, and so on): the blockchain is started
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In-layer security mechanisms and various uses of blockchains.

Use case example: e/m-health

Layer Description application In-layer security mechanism
Layer 7 This layer encompasses a vast array The e/m-health application has “End-to-end” Blockchains (ideal);
Applications of horizontal and/or vertical specific requirements, e.g., application-specific (e.g., e-health);
applications or “application regulatory requirements, security User Case-level Authorization &
domains” (Use Cases.) The list of requirements, reliability and Authentication; Encryption & Key
applications is ‘unlimited’: availability requirements, and so Management; Trust & Identity
applications include e/m-health, on. Management (these mechanisms
smart cities, smart building, smart being properly adapted to this
grid, intelligent transport, layer of the IoT ecosystem).
surveillance, sensing, crowdsensing,
intelligent production, and logistics,
and so on
Layer 6 This layer encompasses the “data This layer describes functions and “Analytics/storage-level”

Data analytics and
storage

Layer 5
Data centralization

Layer 4
Data aggregation

Layer 3
Fog networking

analytics and storage functions”.

This layer supports the “data
centralization” function. This
corresponds to the core networking
functions of modern networks. It
includes the functionality of
typically found in
institutionally-owned (core)
networks, industry-specific
extranets, public/private/hybrid
cloud-oriented connectivity, and
Internet tunnels. These networks
achieve their functionality utilizing
carrier-provided connectivity
services and infrastructure and
utilize wireline and/or wireless
links.

This layer supports the “data
aggregation” function. This function
may entail come kind of data
summarization or protocol
conversion (for example mapping
from a thin, low complexity
protocol used by the IoT clients in
consideration of low-power
predicaments, to a more standard
networking protocol), as well as
the edge networking capabilities.
The data aggregation function is
typically handled in a “gateway”
device. Edge networking represents
the outer tier of a traditional
network infrastructure, the access
tier, employing well-known
networking protocols.

This layer supports “fog
networking”, that is, the localized
(location- or neighborhood-specific)
network that is the first hop of the
IoT client (‘device cloud’)
connectivity. Typically, fog
networking is optimized to the IoT
clients’ operating environment and
may use specialized protocols. It
could be a wired link (e.g., on a
factory LAN say in a robotics
application), or a wireless link (on
a wireless LAN).

possible standardization of
medical-related analytics engines.
These would be specific to the
medical discipline supported by
the application, for example, a
glucose analysis tool, an oximeter
analysis tool, and ECG analysis tool,
and so on

This layer describes the
functionality of a core network
used to provide, say a city-wide or
campus-wide, medical/health
services in the context of an
lIoT-based application. Typically, it
would not be a network completely
dedicated just to the medical
services (otherwise it would be
quite expensive), but shared with
other applications.

There may be data summarization
points in a network that is used to
support IoT medical applications
and/or shared with other
applications.

This layer supports the initial
communication link used by the
medical devices. For example, but
not limited to ZigBee, Bluetooth
Low Energy (BLE), Wi-Fi, cellular
links, and so on.

Blockchains; Storage and analytics
applications (enterprise-based
and/or cloud-based) Authorization
& Authentication; Encryption & Key
Management; Trust & Identity
Management (these mechanisms
being properly adapted to this
layer of the IoT ecosystem).

Core network Authorization &
Authentication; Encryption & Key
Management; Trust & Identity
Management (these mechanisms
being properly adapted to this
layer of the IoT ecosystem).

“Gateway-level” Blockchains; Data
Aggregation (network)
Authorization & Authentication;
Encryption & Key Management;
Trust & Identity Management.
(these mechanisms being properly
adapted to this layer of the IoT
ecosystem).

Fog network/edge network
Authorization & Authentication;
Encryption & Key Management;
Trust & Identity Management
(these mechanisms being properly
adapted to this layer of the IoT
ecosystem).

(continued on next page)
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Layer Description Use case example: e/m-health In-layer security mechanism
application
Layer 2 This layer encompasses the “data This layer encompasses local “Site-level” Blockchains;

Data acquisition

Layer 1
Things

acquisition” capabilities. It is
physically constituted of sensors
(appropriate to the “thing” and the
higher layer “application”),
embedded devices, embedded
electronic, sensor hubs, and so on.
Layer 1 and Layer 2 could be seen
as being in symbiosis in the loT
world in the sense that things
“married” with sensors become the
IoT clients or endpoints. The
collected information might be
data parameters, voice, video,
multimedia, localization data, and
S0 on.

This layer is comprised of the
universe of “things” that are
subject to the automation offered
by the IoT. This is a large domain,
including (for example) people
(with wearables, e/m-health
medical monitoring devices,

concentration devices (base
stations) that collect the local
signals and data in preparation for
additional packaging for upstream
transmission. It could be a
home-based device that aggregates
all the IoT signals in a home, also
including signals from the medical
devices, or an in-hospital in-room
device that aggregates the various
monitors worn by a patient.

This layer encompasses medical
devices both for in-patient and
out-patient applications, as listed
in Fig. 1. For example, but not
limited to Glucose Meter, Pulse
Oximeter, ECG monitor, Event
Alerting Device, and so on.

Aggregation link Authorization &
Authentication; Encryption & Key
Management; Trust & Identity
Management (these mechanisms
being properly adapted to this
layer of the IoT ecosystem).

“Device-level” Blockchains; Device
level Authorization &
Authentication; Encryption & Key
Management; Trust & Identity
Management (these mechanisms
being properly adapted to this
layer of the IoT ecosystem).

etcetera), smartphones, appliances
(e.g., refrigerators, washing
machines, air conditioners,
etcetera), homes and buildings
(including HVAC and lighting
systems), surveillance cameras,
vehicles (cars, trucks, planes,
construction machinery), utility
grid elements, and so on.

in the gateway (the reason could be that it might be too onerous to start the blockchain in the remote device in the car
itself.)

In an IoT-enhanced ITS environment, data generated by a cluster of sensors may be aggregated at a gateway point (V2V
and V2I data would typically remain strictly local, but some summarized or administrative data may well be forwarded to a
central repository). The aggregated data can be regarded as a transaction that is secured via a blockchain generated at that
point. The data is further sent along to a host computer that may belong to some institutional or corporate entity (which
may possibly add information at that point), (where again the data may be captured under a blockchain transaction), and
then possibly passed up to some node in the cloud, or stored and/or archived somewhere. Fig. 5 illustrates an e-health IoT
security application; in this example the gateway-level or site-level device acts as a miner and creates a blockchain for the
medical information to be transmitted to the remote medical institution (encryption of the original content may typically
also be required.).

At present, It is unclear which version of the above-listed blockchain approaches will be implemented (in a given vertical
application or in a given platform); however, blockchains can and may well be used at the application level to validate all
types of transactions. For example, the payment of a parking fee as it makes its way through the various financial entities
supporting the transaction; or guaranteeing the content of chain-of-custody of some graphic, photograph, image, video,
or data form. Other ITS-related applications might include insurance data, such as for UBI applications, or data related
to fractional ownership of autonomous vehicles. Moreover, data may include medical sensor data, medical claims, video
surveillance screenshots, and so on (e.g., [60,61].)

Blockchains can also be used at the lower layer of the communications model to provide integrity for information transfer
over a chained number of links, converging from the edge towards a centralized analytics engine or a cloud-based server.

Beyond security per se there are many other applications of blockchains in the IoT environment; these include, but are
not limited, to the following:

« Manage device configuration, store sensor data, and enable micro-payments [62];

- support e-business on the IoT (UBI is one example) [63];

- create decentralized, shared economy applications that allow people to monetize their things to create wealth; beyond
Airbnb and Uber there are many other opportunities to share in the digital economy, for example sharing applications,
e.g., peer-to-peer automatic payment mechanisms, foreign exchange platforms, and digital rights management [64];

« supply-chain provenance [65];
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+ Smart Cities [66];

« IoT devices need to communicate and synchronize with each other: using blockchain one can control and configure IoT
devices (e.g., manage keys using RSA public key cryptosystems where public keys are stored in Ethereum and private
keys are saved on individual devices) [67]; and,

- software push to remote devices, especially IoT devices [G8].

5. Conclusion
The blockchain concept was originally associated with digital currency, but many other potential uses for the technol-

ogy are emerging, including Integrity applications for IoT data being transacted around a large multi-tier network and or
archival systems. Blockchains are powerful tools that well beyond basic security applications, as described in this paper,
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because they are principally mechanisms for global shared trust. However, because of the typical limitations of IoT nodes
it may not always be practical to utilize a full-fledged blockchain-secured network in all IoT applications - certain critical
or institutional applications such as smart grids, ITSs, e-health, insurance, and banking may entail nodes with sufficient
capabilities to support the requisite P2P functionality.

Even then, while blockchains facilitate IoT Integrity, to support the philosophy of defenses-in-depth, BCMs have to be
combined with other security mechanisms including firewalling, encryption, trusted execution environment (secure OSs and
secure software updates) and other authorization, authentication, and accounting mechanisms. To the degree that certain
firewalling mechanisms are able to be embedded in the end nodes, the developers should do so, because these firewalling
mechanisms will (hopefully) protect a group or ensemble of system/ITS nodes from being attacked should a hacker get
access to any single node, say in a car he or she may own and/or compromise. The advantage of using blockchains is
that they can work at the lower layer of the communications models as well as at the application layer, thus enabling the
synergistic use of the mechanism across layers and domains of the IoT ecosystem.

Future research should be directed, among other efforts, at identifying which IoT applications are best suited, at the prac-
tical level, to implement blockchain-based security mechanisms and how the distributed ledgers (databases) that support
IoT can be optimally implemented. Also, establishing which of the implementation “topologies” described above for creating
blockchains at various points in the network are best suited for a given vertical application or in a given platform.
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