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Abstract 

Supply chains have become increasingly complex, making it difficult to ensure transparency throughout the whole supply chain. 
In this context, first approaches came up, adopting the immutable, decentralised, and secure characteristics of the blockchain 
technology to increase the transparency, security, authenticity, and auditability of assets in supply chains. This paper investigates 
recent publications combining the blockchain technology and supply chain management and classifies them regarding the 
complexity to be mapped on the blockchain. As a result, the increase of supply chain transparency is identified as the main objective 
of recent blockchain projects in supply chain management. Thereby, most of the recent publications deal with simple supply chains 
and products. The few approaches dealing with complex parts only map sub-areas of supply chains. Currently no example exists 
which has the aim of increasing the transparency of complex manufacturing supply chains, and which enables the mapping of 
complex assembly processes, an efficient auditability of all assets, and an implementation of dynamic adjustments. 
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1. Introduction  

Companies have to deal with the growing interests of customers, governments, and non-governmental 
organizations in having a greater transparency of brands, manufacturers, and producers throughout the supply chain 
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[1, 2]. As a result, social and environmental sustainability issues have become increasingly important for 
manufacturers in order to maintain the flawless reputation of their brand [3]. In addition to the risk of being 
unintentionally involved in social and environmental sustainability issues, a lack of supply chain transparency also 
increases the probability of counterfeit components being introduced into a supply chain. For example, the 
counterfeiting of electronic parts causes potential risks including safety and loss of profits to companies, as well as 
maligning the reputation of manufacturers and distributors [4–6]. According to Machado et. al. [7], control and trust 
in the supply chain are mandatory initial aspects when integrating buyers and suppliers in order to avoid harmful 
practices. However, achieving full transparency and detecting counterfeit components is extremely complex and can 
be a costly undertaking [4, 7, 8]. Chen et. al. [2] suggested that the development of a strictly monitored public database 
to exchange information about suppliers’ identities and compliance records could eventually solve the transparency 
and sustainability problems of globalised supply chains. To overcome these transparency challenges in supply chains, 
recent research and industrial projects investigate the utilisation of the blockchain technology in this particular field 
[9–12].   

The blockchain technology can be defined as a technology to process and verify data transactions based on a 
distributed peer-to-peer network. It uses cryptographic procedures, consensus algorithms, and back-linked blocks to 
make transactions practically unchangeable [13]. The technology was introduced for the first time by the pseudonym 
Satoshi Nakamoto in 2008, who published the famous Bitcoin white paper and thus introduced the blockchain 
technology with the aim of changing the traditional financial sector and making trusted third parties superfluous [14]. 
In 2013, Vitalik Buterin published the Ethereum white paper and therefore extended the idea behind Bitcoin. 
Compared to Bitcoin, the Ethereum protocol moves far beyond using the blockchain technology just as a currency. 
Ethereum is a blockchain with an embedded fully fledged Turing-complete programming language [15]. Turing- 
completeness describes a mathematical concept and is a measure of the computability of a programming language. A 
Turing-complete language design includes complex constructs such as loops and conditions, which enable the creation 
of general purpose programs [16]. Thus, Buterin [15] coined the term smart contract with blockchain-based 
decentralized applications. 

Decentralized applications form the basis for blockchain-based use cases outside the financial sector. In this 
context, first approaches came up, adopting the immutable, decentralised, and secure characteristics of the blockchain 
technology to increase the transparency, security, authenticity, and auditability of assets in supply chains [9, 17]. 
However, blockchain in supply chain, blockchain in logistics and transportation, and smart contracts are currently at 
their peak of inflated expectations, leading to the assumption that supply chains of any complexity can be mapped on 
the blockchain [18].  

This paper investigates recent publications combining the blockchain technology and supply chain management 
and classifies them regarding the complexity to be mapped on the blockchain. The aim is to capture the current 
scientific state of the art and to identify present research gaps. First, a complete overview of relevant publications is 
created. Subsequently the publications that deal with complex parts are classified and analyzed in detail with regards 
to the investigated complexity.    

2. Methodology 

The literature review approach conducted in this paper is semi-systematic review. It seeks to map theoretical 
approaches or themes as well as identifying knowledge gaps within the literature [19]. It includes a systematic 
selection of sources allowing an evaluation according to defined criteria. In this context, these also involve an explicit 
description of what types of sources are to be included to limit selection bias on the part of the reviewer [20]. The 
literature databases IEEE Explore, Springer Publishing, Scopus, China Academic Journals, and the libraries of 
Stellenbosch University and Reutlingen University were searched using the following keywords: Supply chain 
management, blockchain technology, and smart contracts. Subsequently, only publications from 2018 onwards were 
taken into account and examined in more detail. Since the aim of this paper is to investigate the current supply 
chain/product complexity to be mapped on the blockchain, the publications are classified by project, maturity, 
industry, project aim, product state, and product structure.    

http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2021.01.295&domain=pdf
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[1, 2]. As a result, social and environmental sustainability issues have become increasingly important for 
manufacturers in order to maintain the flawless reputation of their brand [3]. In addition to the risk of being 
unintentionally involved in social and environmental sustainability issues, a lack of supply chain transparency also 
increases the probability of counterfeit components being introduced into a supply chain. For example, the 
counterfeiting of electronic parts causes potential risks including safety and loss of profits to companies, as well as 
maligning the reputation of manufacturers and distributors [4–6]. According to Machado et. al. [7], control and trust 
in the supply chain are mandatory initial aspects when integrating buyers and suppliers in order to avoid harmful 
practices. However, achieving full transparency and detecting counterfeit components is extremely complex and can 
be a costly undertaking [4, 7, 8]. Chen et. al. [2] suggested that the development of a strictly monitored public database 
to exchange information about suppliers’ identities and compliance records could eventually solve the transparency 
and sustainability problems of globalised supply chains. To overcome these transparency challenges in supply chains, 
recent research and industrial projects investigate the utilisation of the blockchain technology in this particular field 
[9–12].   

The blockchain technology can be defined as a technology to process and verify data transactions based on a 
distributed peer-to-peer network. It uses cryptographic procedures, consensus algorithms, and back-linked blocks to 
make transactions practically unchangeable [13]. The technology was introduced for the first time by the pseudonym 
Satoshi Nakamoto in 2008, who published the famous Bitcoin white paper and thus introduced the blockchain 
technology with the aim of changing the traditional financial sector and making trusted third parties superfluous [14]. 
In 2013, Vitalik Buterin published the Ethereum white paper and therefore extended the idea behind Bitcoin. 
Compared to Bitcoin, the Ethereum protocol moves far beyond using the blockchain technology just as a currency. 
Ethereum is a blockchain with an embedded fully fledged Turing-complete programming language [15]. Turing- 
completeness describes a mathematical concept and is a measure of the computability of a programming language. A 
Turing-complete language design includes complex constructs such as loops and conditions, which enable the creation 
of general purpose programs [16]. Thus, Buterin [15] coined the term smart contract with blockchain-based 
decentralized applications. 

Decentralized applications form the basis for blockchain-based use cases outside the financial sector. In this 
context, first approaches came up, adopting the immutable, decentralised, and secure characteristics of the blockchain 
technology to increase the transparency, security, authenticity, and auditability of assets in supply chains [9, 17]. 
However, blockchain in supply chain, blockchain in logistics and transportation, and smart contracts are currently at 
their peak of inflated expectations, leading to the assumption that supply chains of any complexity can be mapped on 
the blockchain [18].  

This paper investigates recent publications combining the blockchain technology and supply chain management 
and classifies them regarding the complexity to be mapped on the blockchain. The aim is to capture the current 
scientific state of the art and to identify present research gaps. First, a complete overview of relevant publications is 
created. Subsequently the publications that deal with complex parts are classified and analyzed in detail with regards 
to the investigated complexity.    

2. Methodology 

The literature review approach conducted in this paper is semi-systematic review. It seeks to map theoretical 
approaches or themes as well as identifying knowledge gaps within the literature [19]. It includes a systematic 
selection of sources allowing an evaluation according to defined criteria. In this context, these also involve an explicit 
description of what types of sources are to be included to limit selection bias on the part of the reviewer [20]. The 
literature databases IEEE Explore, Springer Publishing, Scopus, China Academic Journals, and the libraries of 
Stellenbosch University and Reutlingen University were searched using the following keywords: Supply chain 
management, blockchain technology, and smart contracts. Subsequently, only publications from 2018 onwards were 
taken into account and examined in more detail. Since the aim of this paper is to investigate the current supply 
chain/product complexity to be mapped on the blockchain, the publications are classified by project, maturity, 
industry, project aim, product state, and product structure.    
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3. Analysis of blockchain projects in supply chain management 

This section first explains the terminology used to classify the literature found. Then a general overview is shown, 
which represents a classification of all sources examined. Table 1 lists and defines the relevant terminology.  

Table 1. Classification regarding the investigated complexity 

Term Description  

Visibility “The extent to which actors within [emphasis added] a supply chain have access to or share information which they 
consider as key or useful to their operations and which they consider will be of mutual benefit” [21]. 

Transparency Supply chain transparency, by way of comparison, extends the aspect of supply chain visibility to the disclosure of all 
information to all stakeholders, including the customers [22]. According to Khan and Yu  [23] transparency includes 
even the ability for customers to gain access to information without actively participating in the supply chain system 
landscape or architecture.   

Automation In this context the term describes the automation of supply chain processes  

Disintermediation  In this context, disintermediation describes the elimination of individual stages in the value chain. 

Assembling Describes the mapping of parts with the ability to change their modular compositions throughout the supply chain 

Transformation Refers to events that can affect and change raw materials, intermediate components or final products without changing 
their modular composition. (e.g. processing steps or temperature treatments) 

Final Product Products that do not experience any changes in their modular composition or transformation processes.  

Single parts A categorization for parts that do not change their modular composition but can experience transformation events. 

Complex parts A categorization for parts that can experience changes in their modular composition.  

 
Table 2 shows the enlistments of all publications. In total 43 publications meet the quality criteria of having 

elaborate concepts or an advanced project maturity and could be classified according to the criteria described in  
Table 1.    

Table 2. Classification regarding the investigated complexity 

Count Year 
Project 

maturity 
Industry/Field Project Aim Product state Product 

structure Source 

1 2019 Pilot Automotive Visibility,Automation Assembling Complex parts [24] 

2 2018 Experiment Production Automation Transformation  Single parts [25] 

3 2018 Experiment Food Transparancy Assembling Complex parts [26] 

4 2018 Experiment E-commerce Transparancy Final product Single parts [27] 

5 2019 Experiment Healthcare Transparancy Final product Single parts [28] 

6 2019 Experiment Food Transparancy , Transformation Single parts [29] 

7 2019 Concept Food Transparancy,Disintermediation Final product Single parts [30] 

8 2020 Experiment Food Transparancy Transformation Single parts [31] 

9 2019 Experiment Food Transparancy Transformation Single parts [32] 

10 2017 Pilot Healthcare Visibilty,Automation Final product Single parts [33] 

11 2018 Industrialization Food Transparancy Transformation Single parts [34] 

12 2019 Industrialization Transport Visibility,Disintermediation Final product Single parts [35] 

13 2019 Pilot Food Transparancy Final product Single parts [36] 

14 2019 Experiment Automotive Transparancy Assembling Complex parts [37] 

15 2019 Experiment Automotive Transparancy Assembling Complex parts [38] 

16 2019 Pilot Food Transparancy Final product Single parts [39] 

4 Author name / Procedia Computer Science 00 (2019) 000–000 

17 2019 Experiment E-commerce Visibility,Automation Final product Single parts [40] 

18 2017 Experiment Retail Transparancy Final product Single parts [41] 

19 2019 Experiment Transport Transparency,Automation Final product Single parts [42] 

20 2019 Experiment Healthcare Transparancy,Automation Final product Single parts [43] 

21 2019 Experiment Food Transparancy,Automation Final product Single parts [44] 

22 2019 Experiment E-commerce Transparancy Final product Single parts [45] 

23 2019 Experiment Production Transparancy Assembling Complex parts [46] 

24 2018 Pilot Food Transparancy Transformation Single parts [47] 

25 2019 Concept E-commerce Visibilty,Automation Final product Single parts [48] 

26 2020 Experiment Food Transparancy Transformation Single parts [49] 

27 2020 Experiment Healthcare Transparancy Final product Single parts [50] 

28 2018 Concept Production Visibility,Automation Transformation Single parts [51] 

29 2019 Pilot Food Transparancy Final product Single parts [52] 

30 2019 Experiment Production Transparancy Assembling Complex parts [53] 

31 2019 Experiment Food Automation Final product Single parts [54] 

32 2018 Experiment Food Transparancy,Automation Transformation Single parts [55] 

33 2018 Concept Food Transparancy Transformation Single parts [56] 

34 2020 Experiment Food Transparancy Transformation Single parts [57] 

35 2019 Concept Food Transparancy,Disintermediation Transformation Single parts [58] 

36 2019 Experiment Food Transparancy,Disintermediation Final product Single parts [59] 

37 2020 Experiment Healthcare Visibility Transformation Single parts [60] 

38 2019 Experiment Food Transparancy,Automation Final product Single parts [61] 

39 2019 Experiment Food Transparancy Assembling Complex parts [62] 

40 2019 Experiment Food Transparancy Final product Single parts [63] 

41 2018 Experiment E-commerce Transparancy,Automation Final product Single parts [64] 

42 2019 Experiment Food Visibility,Disintermediation Final product Single parts [65] 

43 2019 Experiment Production Transparancy Transformation Single parts [66] 

 
As Table 3 shows, blockchain projects in the area of food supply chains are the most represented industry. Followed 

by production, healthcare, and E-commerce.  
Regarding the project aim shown in Table 4, the increase of supply chain transparency is with 33 publications by 

far the most reasonable aim for the adoption of blockchain technology in supply chain management. With 13 entries, 
automation is the second most common project aim. In total 8 projects aim to increase supply chain visibility and 5 
projects aim to achieve disintermediation.   

As Table 5 indicates, most of the publications are dealing with the mapping of final products. At least 14 
publications include the mapping of transformation events. Only 7 out of 43 publications describe advanced 
architectures or frameworks meeting the criteria of mapping complex parts. In the following sections, publications 
dealing with the mapping of complex parts are analyzed and classified in detail.  
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dealing with the mapping of complex parts are analyzed and classified in detail.  
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3.1. Classification regarding the investigated complexity 

A holistic mapping of manufacturing supply chains must contain the mapping of raw materials, intermediate 
components, final products, and transformation events. In this context, intermediate components refer to components 
that can be clearly identified and that can be assembled into a final product at a later stage. An exploration of the 
literature results a classification regarding the investigated mapping complexity shown in Table 6. 
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[62] Experiment Food X  X X Architecture 

[46] Experiment Production X X X  Architecture 

 
As Table 6 illustrates, no existing approach enables the mapping of a holistic manufacturing supply chain.  

3.2. Analysis of blockchain mapping approaches   

As Table 6 indicates, current approaches have problems with the mapping of the transition from raw materials to 
intermediate components. In the listed food supply chain approaches, this transition can be skipped, as in these 
approaches the final products are mixed directly from different raw materials. Therefore, these approaches can also 
be seen as a solution for raw material ‘blending’ problems. However, these cannot be transferred to manufacturing 
supply chains in which intermediate components are essential elements. Raw materials differ most from the other 
components in their properties. This is mainly because they can be strongly subdivided into smaller units. This places 
considerable technical demands on a holistic architecture because the mapping of raw materials requires both 
subdivision and traceability of the respective units. Thereby, the tracking and mapping of raw materials such as cobalt 
even represents an essential driver for many blockchain projects in manufacturing supply chains [67]. The approach 
by Westerkamp et. al. [46] represents the only approach allowing the embedment of raw materials into the architecture.  
However, this leads to considerable shortcomings when applying it to complex manufacturing supply chains.  

The architecture proposed by Westerkamp et. al. [46] solves the problem of mapping complex manufacturing 
processes by deploying smart contracts representing assets or batches. However, these smart contracts are not logically 

Industry/Field Total 
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Automotive/Production 8 

Healthcare 5 

E-commerce 5 

Transport 2 

Retail 1 

Product state Product structure Total 

Final product 
Single parts 

22 

Transformation 14 

Assembling Complex parts 7 
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coupled. The coupling only takes place at program code level and is expressed in the form of ‘token recipes’. This 
ensures that the assembly of tokens takes place under legitimate conditions. Even though this approach solves the 
assembling problem, it creates a new problem when tracking these tokens. Since each token is managed by different 
smart contracts which are not logically coupled, it requires great effort to link information between the tokens after 
they have been merged [68]. In addition, this logical decoupling causes considerable administrative problems with 
increasing supply chain complexity. A change in one of the smart contracts inevitably leads to the deployment of a 
new smart contract. As a result, all subsequent token contracts must be redeployed include this changed smart contract 
in their token recipes. As a result, a change at the very beginning of a supply chain (e.g. in the raw material) affects 
the entire token structure that follows. Such structure makes it difficult to maintain the smart contract construct, 
especially in the case of dynamic changes in the composition of products or the structure of the supply chain. These 
changes would result in massive adaptations of each smart contract. This results in a current conflict between enabling 
the mapping of assembling processes, an efficient auditability of assets, and an implementation of dynamic 
adjustments in one holistic solution.    

4. Conclusion 

The blockchain technology is used in supply chain management of various industries. Thereby, the main objective 
of recent blockchain projects is to increase the supply chain transparency. The simpler requirements in terms of 
product complexity, for example in food supply chains, can already be completely mapped on the blockchain. Food 
supply chains take a major part of supply chain related blockchain projects. In supply chains dealing with complex 
parts no solution exists which has the aim of increasing the transparency and which enables the mapping of assembly 
processes, an efficient auditability of all assets, and an implementation of dynamic adjustments. Raw materials, 
intermediate components, final products, and transformation events all have very different properties and still 
inevitably interact or merge with each other at a certain point in complex manufacturing supply chains. None of the 
analyzed scientific publications deals with an approach covering complex supply chains from raw materials to final 
products with transformation events included.  

Obviously, the holistic mapping of such supply chains for complex products represents a particular challenge for 
blockchain technology. The proposed solution by Westerkamp et. al. [46] has considerable shortcomings when 
tracking complex parts and administrating supply chains. A holistic smart contract-based architecture could represent 
an important milestone in making the characteristics of the blockchain technology accessible to complex 
manufacturing networks. Nevertheless, other aspects, such as the scalability of the blockchain technology, may also 
limit blockchain applications in complex manufacturing networks. These aspects are not considered in this paper and 
must be further investigated. Currently, further research is being conducted by the authors in order to develop a holistic 
smart contract-based architecture.  

  
References 

1. New, S.: The Transparent Supply Chain (2010). https://hbr.org/2010/10/the-transparent-supply-chain. 
Accessed 2019/10/22 

2. Chen, S., Zhang, Q., Zhou, Y.-P.: Impact of Supply Chain Transparency on Sustainability under NGO 
Scrutiny. Production and Operations Management 63(9) (2018). doi: 10.1111/poms.12973 

3. Lemke, F., Petersen, H.: Managing Reputational Risks in Supply Chains. In: Khojasteh, Y. (ed.) Supply Chain 
Risk Management, pp. 65–84. Springer Singapore, Singapore (2018) 

4. Collier, Z.A., Hassler, M.L., Lambert, J.H., DiMase, D., Linkov, I.: Supply Chains. In: Kott, A., Linkov, I. 
(eds.) Cyber Resilience of Systems and Networks, vol. 2, pp. 447–462. Springer International Publishing, 
Cham (2019) 

5. Pecht, M.: The Counterfeit Electronics Problem. JSS 01(07), 12–16 (2013) 
6. DiMase, D., Collier, Z.A., Carlson, J., Gray, R.B., Linkov, I.: Traceability and Risk Analysis Strategies for 

Addressing Counterfeit Electronics in Supply Chains for Complex Systems. Risk analysis : an official 
publication of the Society for Risk Analysis 36(10), 1834–1843 (2016) 

7. Machado, S.M., Paiva, E.L., da Silva, E.M.: Counterfeiting: addressing mitigation and resilience in supply 
chains. Int Jnl Phys Dist & Log Manage 48(2), 139–163 (2018) 



 Fabian Dietrich  et al. / Procedia Computer Science 180 (2021) 724–733 729
 Author name / Procedia Computer Science 00 (2019) 000–000  5 

               Table 3. Overview industry                  Table 4. Overview project aim                            Table 5. Overview part complexity       

Project aim Total 

Transparency 33 

Automation 13 

Visibility 8 

Disintermediation 5 

 
 
 

 

3.1. Classification regarding the investigated complexity 

A holistic mapping of manufacturing supply chains must contain the mapping of raw materials, intermediate 
components, final products, and transformation events. In this context, intermediate components refer to components 
that can be clearly identified and that can be assembled into a final product at a later stage. An exploration of the 
literature results a classification regarding the investigated mapping complexity shown in Table 6. 

Table 6. Classification regarding the investigated complexity 

Source 
Project 

maturity 
Industry 

Investigated mapping complexity 
Methodology Raw material Intermediate 

component 
Final product Transformation 

events 

[24] Pilot Automotive  X X X Architecture 

[37] Experiment Automotive  X X X Architecture 

[26] Experiment Food X  X X Framework 

[38] Experiment Automotive  X X X Architecture 

[53] Concept Production  X X X Architecture 

[62] Experiment Food X  X X Architecture 

[46] Experiment Production X X X  Architecture 

 
As Table 6 illustrates, no existing approach enables the mapping of a holistic manufacturing supply chain.  

3.2. Analysis of blockchain mapping approaches   

As Table 6 indicates, current approaches have problems with the mapping of the transition from raw materials to 
intermediate components. In the listed food supply chain approaches, this transition can be skipped, as in these 
approaches the final products are mixed directly from different raw materials. Therefore, these approaches can also 
be seen as a solution for raw material ‘blending’ problems. However, these cannot be transferred to manufacturing 
supply chains in which intermediate components are essential elements. Raw materials differ most from the other 
components in their properties. This is mainly because they can be strongly subdivided into smaller units. This places 
considerable technical demands on a holistic architecture because the mapping of raw materials requires both 
subdivision and traceability of the respective units. Thereby, the tracking and mapping of raw materials such as cobalt 
even represents an essential driver for many blockchain projects in manufacturing supply chains [67]. The approach 
by Westerkamp et. al. [46] represents the only approach allowing the embedment of raw materials into the architecture.  
However, this leads to considerable shortcomings when applying it to complex manufacturing supply chains.  

The architecture proposed by Westerkamp et. al. [46] solves the problem of mapping complex manufacturing 
processes by deploying smart contracts representing assets or batches. However, these smart contracts are not logically 

Industry/Field Total 

Food 22 

Automotive/Production 8 

Healthcare 5 

E-commerce 5 

Transport 2 

Retail 1 

Product state Product structure Total 

Final product 
Single parts 

22 

Transformation 14 

Assembling Complex parts 7 

6 Author name / Procedia Computer Science 00 (2019) 000–000 

coupled. The coupling only takes place at program code level and is expressed in the form of ‘token recipes’. This 
ensures that the assembly of tokens takes place under legitimate conditions. Even though this approach solves the 
assembling problem, it creates a new problem when tracking these tokens. Since each token is managed by different 
smart contracts which are not logically coupled, it requires great effort to link information between the tokens after 
they have been merged [68]. In addition, this logical decoupling causes considerable administrative problems with 
increasing supply chain complexity. A change in one of the smart contracts inevitably leads to the deployment of a 
new smart contract. As a result, all subsequent token contracts must be redeployed include this changed smart contract 
in their token recipes. As a result, a change at the very beginning of a supply chain (e.g. in the raw material) affects 
the entire token structure that follows. Such structure makes it difficult to maintain the smart contract construct, 
especially in the case of dynamic changes in the composition of products or the structure of the supply chain. These 
changes would result in massive adaptations of each smart contract. This results in a current conflict between enabling 
the mapping of assembling processes, an efficient auditability of assets, and an implementation of dynamic 
adjustments in one holistic solution.    

4. Conclusion 

The blockchain technology is used in supply chain management of various industries. Thereby, the main objective 
of recent blockchain projects is to increase the supply chain transparency. The simpler requirements in terms of 
product complexity, for example in food supply chains, can already be completely mapped on the blockchain. Food 
supply chains take a major part of supply chain related blockchain projects. In supply chains dealing with complex 
parts no solution exists which has the aim of increasing the transparency and which enables the mapping of assembly 
processes, an efficient auditability of all assets, and an implementation of dynamic adjustments. Raw materials, 
intermediate components, final products, and transformation events all have very different properties and still 
inevitably interact or merge with each other at a certain point in complex manufacturing supply chains. None of the 
analyzed scientific publications deals with an approach covering complex supply chains from raw materials to final 
products with transformation events included.  

Obviously, the holistic mapping of such supply chains for complex products represents a particular challenge for 
blockchain technology. The proposed solution by Westerkamp et. al. [46] has considerable shortcomings when 
tracking complex parts and administrating supply chains. A holistic smart contract-based architecture could represent 
an important milestone in making the characteristics of the blockchain technology accessible to complex 
manufacturing networks. Nevertheless, other aspects, such as the scalability of the blockchain technology, may also 
limit blockchain applications in complex manufacturing networks. These aspects are not considered in this paper and 
must be further investigated. Currently, further research is being conducted by the authors in order to develop a holistic 
smart contract-based architecture.  

  
References 

1. New, S.: The Transparent Supply Chain (2010). https://hbr.org/2010/10/the-transparent-supply-chain. 
Accessed 2019/10/22 

2. Chen, S., Zhang, Q., Zhou, Y.-P.: Impact of Supply Chain Transparency on Sustainability under NGO 
Scrutiny. Production and Operations Management 63(9) (2018). doi: 10.1111/poms.12973 

3. Lemke, F., Petersen, H.: Managing Reputational Risks in Supply Chains. In: Khojasteh, Y. (ed.) Supply Chain 
Risk Management, pp. 65–84. Springer Singapore, Singapore (2018) 

4. Collier, Z.A., Hassler, M.L., Lambert, J.H., DiMase, D., Linkov, I.: Supply Chains. In: Kott, A., Linkov, I. 
(eds.) Cyber Resilience of Systems and Networks, vol. 2, pp. 447–462. Springer International Publishing, 
Cham (2019) 

5. Pecht, M.: The Counterfeit Electronics Problem. JSS 01(07), 12–16 (2013) 
6. DiMase, D., Collier, Z.A., Carlson, J., Gray, R.B., Linkov, I.: Traceability and Risk Analysis Strategies for 

Addressing Counterfeit Electronics in Supply Chains for Complex Systems. Risk analysis : an official 
publication of the Society for Risk Analysis 36(10), 1834–1843 (2016) 

7. Machado, S.M., Paiva, E.L., da Silva, E.M.: Counterfeiting: addressing mitigation and resilience in supply 
chains. Int Jnl Phys Dist & Log Manage 48(2), 139–163 (2018) 



730 Fabian Dietrich  et al. / Procedia Computer Science 180 (2021) 724–733 Author name / Procedia Computer Science 00 (2019) 000–000  7 

8. Guin, U., Huang, K., DiMase, D., Carulli, J.M., Tehranipoor, M., Makris, Y.: Counterfeit Integrated Circuits: 
A Rising Threat in the Global Semiconductor Supply Chain. Proc. IEEE 102(8), 1207–1228 (2014) 

9. Yousuf, S., Svetinovic, D.: Blockchain Technology in Supply Chain Management: Preliminary Study. 
International Conference on Internet of Things: Systems, Management and Security (IOTSMS) 6, 537–538 
(2019). doi: 10.1109/IOTSMS48152.2019.8939222 

10. Hinckeldeyn, J.: Blockchain-Technologie in der Supply Chain. Einführung und Anwendungsbeispiele. 
essentials. Springer, Wiesbaden (2019). doi: 10.1007/978-3-658-26440-6 

11. Subramanian, N., Chaudhuri, A., Kayıkcı, Y. (eds.): Blockchain and Supply Chain Logistics. Springer 
International Publishing, Cham (2020) 

12. Wu, H., Cao, J., Yang, Y., Tung, C.L., Jiang, S., Tang, B., Liu, Y., Wang, X., Deng, Y.: Data Management in 
Supply Chain Using Blockchain: Challenges and a Case Study. International Conference on Computer 
Communication and Networks (ICCCN) 28, 1–8 (2019). doi: 10.1109/ICCCN.2019.8846964 

13. Gentemann, L.: Blockchain in Deutschland – Einsatz, Potenziale, Herausforderungen (2019). 
www.bitkom.org. Accessed 2019/10/10 

14. Nakamoto, S.: Bitcoin: A Peer-to-Peer Electronic Cash System (2008). https://bitcoin.org/bitcoin.pdf. 
Accessed 2019/10/20 

15. Buterin, V.: Ethereum White Paper: A Next Generation Smart Contract & Decentralized Application Platform 
(2013). https://blockchainlab.com/pdf/Ethereum_white_paper-
a_next_generation_smart_contract_and_decentralized_application_platform-vitalik-buterin.pdf. Accessed 
20.10.19 

16. Lee, D.K.C., Deng, R.H. (eds.): ChinaTech, mobile security, and distributed ledger. Handbook of blockchain, 
digital finance, and inclusion. Academic Press, London (2018) 

17. Lu, Q., Xu, X.: Adaptable Blockchain-Based Systems: A Case Study for Product Traceability. IEEE Softw. 
34(6), 21–27 (2017). doi: 10.1109/MS.2017.4121227 

18. Gartner: Gartner 2019 Hype Cycle for Blockchain Business Shows Blockchain Will Have a Transformational 
Impact across Industries in Five to 10 Years (2019). https://www.gartner.com/en/newsroom/press-
releases/2019-09-12-gartner-2019-hype-cycle-for-blockchain-business-shows. Accessed 2020/07/28 

19. Snyder, H.: Literature review as a research methodology: An overview and guidelines. Journal of Business 
Research 104, 333–339 (2019). doi: 10.1016/j.jbusres.2019.07.039 

20. Armitage, A., Keeble-Allen, D.: Undertaking a Structured Literature Review or Structuring a Literature 
Review: Tales from the Field. The Electronic Journal of Business Research Methods 6(2), 103–114 (2008) 

21. Barratt, M., Oke, A.: Antecedents of supply chain visibility in retail supply chains: A resource-based theory 
perspective. Journal of Operations Management 25(6), 1217–1233 (2007). doi: 10.1016/j.jom.2007.01.003 

22. Doorey, D.: The Transparent Supply Chain: from Resistance to Implementation at Nike and Levi-Strauss. 
Journal of Business Ethics(103), 587–603 (2011). doi: 10.1007/s10551-011-0882-1 

23. Khan, S.A.R., Yu, Z.: Strategic supply chain management. EAI/Springer Innovations in Communication and 
Computing. Springer, Cham (2019). doi: 10.1007/978-3-030-15058-7 

24. Miehle, D., Henze, D., Seitz, A., Luckow, A., Bruegge, B.: PartChain: A Decentralized Traceability 
Application for Multi-Tier Supply Chain Networks in the Automotive Industry. International Conference on 
Decentralized Applications and Infrastructures (DAPPCON), 140–145 (2019). doi: 
10.1109/DAPPCON.2019.00027 

25. Hinckeldeyn, J., Jochen, K.: (Short Paper) Developing a Smart Storage Container for a Blockchain-Based 
Supply Chain Application. Crypto Valley Conference, 97–100 (2018). doi: 10.1109/CVCBT.2018.00017 

26. Malik, S., Kanhere, S.S., Jurdak, R.: ProductChain: Scalable Blockchain Framework to Support Provenance in 
Supply Chains. International Symposium on Network Computing and Applications (NCA) 17, 1–10 (2018). 
doi: 10.1109/NCA.2018.8548322 

27. Wang, K., Zhang, Z., Kim, H.S.: ReviewChain: Smart Contract Based Review System with Multi-Blockchain 
Gateway. IEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and 
Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart 
Data (SmartData), 1521–1526 (2018). doi: 10.1109/Cybermatics_2018.2018.00256 

28. Pham, H.L., Tran, T.H., Nakashima, Y.: Practical Anti-Counterfeit Medicine Management System Based on 
Blockchain Technology. Technology Innovation Management and Engineering Science International 
Conference (TIMES-iCON) 4, 1–5 (2019). doi: 10.1109/TIMES-iCON47539.2019.9024674 

8 Author name / Procedia Computer Science 00 (2019) 000–000 

29. Arena, A., Bianchini, A., Perazzo, P., Vallati, C., Dini, G.: BRUSCHETTA: An IoT Blockchain-Based 
Framework for Certifying Extra Virgin Olive Oil Supply Chain. IEEE International Conference on Smart 
Computing (SMARTCOMP) 7, 173–179 (2019). doi: 10.1109/SMARTCOMP.2019.00049 

30. Weirong Sun, Xinhua Zhu, Tong Zhou, Yan Su, Bing Mo: Application of Blockchain and RFID in Anti-
counterfeiting Traceability of Liquor. IEEE International Conference on Computer and Communications 5 
(2019) 

31. Zhang, X., Sun, P., Xu, J., Wang, X., Yu, J., Zhao, Z., Dong, Y.: Blockchain-Based Safety Management 
System for the Grain Supply Chain. IEEE Access 8, 36398–36410 (2020). doi: 
10.1109/ACCESS.2020.2975415 

32. Tsang, Y.P., Choy, K.L., Wu, C.H., Ho, G.T.S., Lam, H.Y.: Blockchain-Driven IoT for Food Traceability 
With an Integrated Consensus Mechanism. IEEE Access 7, 129000–129017 (2019). doi: 
10.1109/ACCESS.2019.2940227 

33. Bocek, T., Rodrigues, B.B., Strasser, T., Stiller, B.: Blockchains everywhere - a use-case of blockchains in the 
pharma supply-chain. IFIP/IEEE Symposium on Integrated Network and Service Management (IM), 772–777 
(2017). doi: 10.23919/INM.2017.7987376 

34. Jiang, X., Wang, X.: Shang liang Taste. Rural Economy and Science (2018) 
35. Jensen, T., Hedman, J., Henningsson, S.: How TradeLens Delivers Business Value With Blockchain 

Technology. MISQE 18(4), 221–243 (2019). doi: 10.17705/2msqe.00018 
36. Gorodnichev, M.G., Nazarova, A.N., Moseva, M.S.: Development of Platform for Confirming and Storing 

Supply Data Using Blockchain Technology. International Conference "Quality Management, Transport and 
Information Security, Information Technologies" (IT&QM&IS) 2019, 182–185. doi: 
10.1109/ITQMIS.2019.8928389 

37. Reimers, T., Leber, F., Lechner, U.: Integration of Blockchain and Internet of Things in a Car Supply Chain. 
IEEE International Conference on Decentralized Applications and Infrastructures (DAPPCON), 146–151 
(2019). doi: 10.1109/DAPPCON.2019.00028 

38. Lu, D., Moreno-Sanchez, P., Zeryihun, A., Bajpayi, S., Yin, S., Feldman, K., Kosofsky, J., Mitra, P., Kate, A.: 
Reducing Automotive Counterfeiting Using Blockchain: Benefits and Challenges. IEEE International 
Conference on Decentralized Applications and Infrastructures (DAPPCON), 39–48 (2019). doi: 
10.1109/DAPPCON.2019.00015 

39. Niya, S.R., Dordevic, D., Nabi, A.G., Mann, T., Stiller, B.: A Platform-independent, Generic-purpose, and 
Blockchain-based Supply Chain Tracking. IEEE International Conference on Blockchain and Cryptocurrency 
(ICBC) 2019, 11–12. doi: 10.1109/BLOC.2019.8751415 

40. Qu, F., Haddad, H., Shahriar, H.: Smart Contract-Based Secured Business-to-Consumer Supply Chain 
Systems. IEEE International Conference on Blockchain (Blockchain) 2019, 580–585. doi: 
10.1109/Blockchain.2019.00084 

41. Toyoda, K., Mathiopoulos, P.T., Sasase, I., Ohtsuki, T.: A Novel Blockchain-Based Product Ownership 
Management System (POMS) for Anti-Counterfeits in the Post Supply Chain. IEEE Access 5, 17465–17477 
(2017). doi: 10.1109/ACCESS.2017.2720760 

42. Koirala, R., Dahal, K., Matalonga, S., Rijal, R.: A Supply Chain Model with Blockchain-Enabled Reverse 
Auction Bidding Process for Transparency and Efficiency. International Conference on Software, Knowledge, 
Information Management and Applications (SKIMA) 13 (2019). doi: 10.1109/SKIMA47702.2019.8982476 

43. Shi, J., Yi, D., Kuang, J.: Pharmaceutical Supply Chain Management System with Integration of IoT and 
Blockchain Technology. In: Qiu, M. (ed.) Smart Blockchain, vol. 11911. Lecture Notes in Computer Science, 
pp. 97–108. Springer International Publishing, Cham (2019). doi: 10.1007/978-3-030-34083-4_10 

44. Huang, H., Zhou, X., Liu, J.: Food Supply Chain Traceability Scheme Based on Blockchain and EPC 
Technology. In: Qiu, M. (ed.) Smart Blockchain, vol. 11911. Lecture Notes in Computer Science, pp. 32–42. 
Springer International Publishing, Cham (2019). doi: 10.1007/978-3-030-34083-4_4 

45. Zhao, R.: An Empirical Analysis of Supply Chain BPM Model Based on Blockchain and IoT Integrated 
System. In: Ni, W., Wang, X., Song, W., Li, Y. (eds.) Web Information Systems and Applications, vol. 11817. 
Lecture Notes in Computer Science, pp. 539–547. Springer International Publishing, Cham (2019). doi: 
10.1007/978-3-030-30952-7_54 

46. Westerkamp, M., Victor, F., Küpper, A.: Tracing manufacturing processes using blockchain-based token 
compositions. Digital Communications and Networks (2019). doi: 10.1016/j.dcan.2019.01.007 



 Fabian Dietrich  et al. / Procedia Computer Science 180 (2021) 724–733 731 Author name / Procedia Computer Science 00 (2019) 000–000  7 

8. Guin, U., Huang, K., DiMase, D., Carulli, J.M., Tehranipoor, M., Makris, Y.: Counterfeit Integrated Circuits: 
A Rising Threat in the Global Semiconductor Supply Chain. Proc. IEEE 102(8), 1207–1228 (2014) 

9. Yousuf, S., Svetinovic, D.: Blockchain Technology in Supply Chain Management: Preliminary Study. 
International Conference on Internet of Things: Systems, Management and Security (IOTSMS) 6, 537–538 
(2019). doi: 10.1109/IOTSMS48152.2019.8939222 

10. Hinckeldeyn, J.: Blockchain-Technologie in der Supply Chain. Einführung und Anwendungsbeispiele. 
essentials. Springer, Wiesbaden (2019). doi: 10.1007/978-3-658-26440-6 

11. Subramanian, N., Chaudhuri, A., Kayıkcı, Y. (eds.): Blockchain and Supply Chain Logistics. Springer 
International Publishing, Cham (2020) 

12. Wu, H., Cao, J., Yang, Y., Tung, C.L., Jiang, S., Tang, B., Liu, Y., Wang, X., Deng, Y.: Data Management in 
Supply Chain Using Blockchain: Challenges and a Case Study. International Conference on Computer 
Communication and Networks (ICCCN) 28, 1–8 (2019). doi: 10.1109/ICCCN.2019.8846964 

13. Gentemann, L.: Blockchain in Deutschland – Einsatz, Potenziale, Herausforderungen (2019). 
www.bitkom.org. Accessed 2019/10/10 

14. Nakamoto, S.: Bitcoin: A Peer-to-Peer Electronic Cash System (2008). https://bitcoin.org/bitcoin.pdf. 
Accessed 2019/10/20 

15. Buterin, V.: Ethereum White Paper: A Next Generation Smart Contract & Decentralized Application Platform 
(2013). https://blockchainlab.com/pdf/Ethereum_white_paper-
a_next_generation_smart_contract_and_decentralized_application_platform-vitalik-buterin.pdf. Accessed 
20.10.19 

16. Lee, D.K.C., Deng, R.H. (eds.): ChinaTech, mobile security, and distributed ledger. Handbook of blockchain, 
digital finance, and inclusion. Academic Press, London (2018) 

17. Lu, Q., Xu, X.: Adaptable Blockchain-Based Systems: A Case Study for Product Traceability. IEEE Softw. 
34(6), 21–27 (2017). doi: 10.1109/MS.2017.4121227 

18. Gartner: Gartner 2019 Hype Cycle for Blockchain Business Shows Blockchain Will Have a Transformational 
Impact across Industries in Five to 10 Years (2019). https://www.gartner.com/en/newsroom/press-
releases/2019-09-12-gartner-2019-hype-cycle-for-blockchain-business-shows. Accessed 2020/07/28 

19. Snyder, H.: Literature review as a research methodology: An overview and guidelines. Journal of Business 
Research 104, 333–339 (2019). doi: 10.1016/j.jbusres.2019.07.039 

20. Armitage, A., Keeble-Allen, D.: Undertaking a Structured Literature Review or Structuring a Literature 
Review: Tales from the Field. The Electronic Journal of Business Research Methods 6(2), 103–114 (2008) 

21. Barratt, M., Oke, A.: Antecedents of supply chain visibility in retail supply chains: A resource-based theory 
perspective. Journal of Operations Management 25(6), 1217–1233 (2007). doi: 10.1016/j.jom.2007.01.003 

22. Doorey, D.: The Transparent Supply Chain: from Resistance to Implementation at Nike and Levi-Strauss. 
Journal of Business Ethics(103), 587–603 (2011). doi: 10.1007/s10551-011-0882-1 

23. Khan, S.A.R., Yu, Z.: Strategic supply chain management. EAI/Springer Innovations in Communication and 
Computing. Springer, Cham (2019). doi: 10.1007/978-3-030-15058-7 

24. Miehle, D., Henze, D., Seitz, A., Luckow, A., Bruegge, B.: PartChain: A Decentralized Traceability 
Application for Multi-Tier Supply Chain Networks in the Automotive Industry. International Conference on 
Decentralized Applications and Infrastructures (DAPPCON), 140–145 (2019). doi: 
10.1109/DAPPCON.2019.00027 

25. Hinckeldeyn, J., Jochen, K.: (Short Paper) Developing a Smart Storage Container for a Blockchain-Based 
Supply Chain Application. Crypto Valley Conference, 97–100 (2018). doi: 10.1109/CVCBT.2018.00017 

26. Malik, S., Kanhere, S.S., Jurdak, R.: ProductChain: Scalable Blockchain Framework to Support Provenance in 
Supply Chains. International Symposium on Network Computing and Applications (NCA) 17, 1–10 (2018). 
doi: 10.1109/NCA.2018.8548322 

27. Wang, K., Zhang, Z., Kim, H.S.: ReviewChain: Smart Contract Based Review System with Multi-Blockchain 
Gateway. IEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and 
Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart 
Data (SmartData), 1521–1526 (2018). doi: 10.1109/Cybermatics_2018.2018.00256 

28. Pham, H.L., Tran, T.H., Nakashima, Y.: Practical Anti-Counterfeit Medicine Management System Based on 
Blockchain Technology. Technology Innovation Management and Engineering Science International 
Conference (TIMES-iCON) 4, 1–5 (2019). doi: 10.1109/TIMES-iCON47539.2019.9024674 

8 Author name / Procedia Computer Science 00 (2019) 000–000 

29. Arena, A., Bianchini, A., Perazzo, P., Vallati, C., Dini, G.: BRUSCHETTA: An IoT Blockchain-Based 
Framework for Certifying Extra Virgin Olive Oil Supply Chain. IEEE International Conference on Smart 
Computing (SMARTCOMP) 7, 173–179 (2019). doi: 10.1109/SMARTCOMP.2019.00049 

30. Weirong Sun, Xinhua Zhu, Tong Zhou, Yan Su, Bing Mo: Application of Blockchain and RFID in Anti-
counterfeiting Traceability of Liquor. IEEE International Conference on Computer and Communications 5 
(2019) 

31. Zhang, X., Sun, P., Xu, J., Wang, X., Yu, J., Zhao, Z., Dong, Y.: Blockchain-Based Safety Management 
System for the Grain Supply Chain. IEEE Access 8, 36398–36410 (2020). doi: 
10.1109/ACCESS.2020.2975415 

32. Tsang, Y.P., Choy, K.L., Wu, C.H., Ho, G.T.S., Lam, H.Y.: Blockchain-Driven IoT for Food Traceability 
With an Integrated Consensus Mechanism. IEEE Access 7, 129000–129017 (2019). doi: 
10.1109/ACCESS.2019.2940227 

33. Bocek, T., Rodrigues, B.B., Strasser, T., Stiller, B.: Blockchains everywhere - a use-case of blockchains in the 
pharma supply-chain. IFIP/IEEE Symposium on Integrated Network and Service Management (IM), 772–777 
(2017). doi: 10.23919/INM.2017.7987376 

34. Jiang, X., Wang, X.: Shang liang Taste. Rural Economy and Science (2018) 
35. Jensen, T., Hedman, J., Henningsson, S.: How TradeLens Delivers Business Value With Blockchain 

Technology. MISQE 18(4), 221–243 (2019). doi: 10.17705/2msqe.00018 
36. Gorodnichev, M.G., Nazarova, A.N., Moseva, M.S.: Development of Platform for Confirming and Storing 

Supply Data Using Blockchain Technology. International Conference "Quality Management, Transport and 
Information Security, Information Technologies" (IT&QM&IS) 2019, 182–185. doi: 
10.1109/ITQMIS.2019.8928389 

37. Reimers, T., Leber, F., Lechner, U.: Integration of Blockchain and Internet of Things in a Car Supply Chain. 
IEEE International Conference on Decentralized Applications and Infrastructures (DAPPCON), 146–151 
(2019). doi: 10.1109/DAPPCON.2019.00028 

38. Lu, D., Moreno-Sanchez, P., Zeryihun, A., Bajpayi, S., Yin, S., Feldman, K., Kosofsky, J., Mitra, P., Kate, A.: 
Reducing Automotive Counterfeiting Using Blockchain: Benefits and Challenges. IEEE International 
Conference on Decentralized Applications and Infrastructures (DAPPCON), 39–48 (2019). doi: 
10.1109/DAPPCON.2019.00015 

39. Niya, S.R., Dordevic, D., Nabi, A.G., Mann, T., Stiller, B.: A Platform-independent, Generic-purpose, and 
Blockchain-based Supply Chain Tracking. IEEE International Conference on Blockchain and Cryptocurrency 
(ICBC) 2019, 11–12. doi: 10.1109/BLOC.2019.8751415 

40. Qu, F., Haddad, H., Shahriar, H.: Smart Contract-Based Secured Business-to-Consumer Supply Chain 
Systems. IEEE International Conference on Blockchain (Blockchain) 2019, 580–585. doi: 
10.1109/Blockchain.2019.00084 

41. Toyoda, K., Mathiopoulos, P.T., Sasase, I., Ohtsuki, T.: A Novel Blockchain-Based Product Ownership 
Management System (POMS) for Anti-Counterfeits in the Post Supply Chain. IEEE Access 5, 17465–17477 
(2017). doi: 10.1109/ACCESS.2017.2720760 

42. Koirala, R., Dahal, K., Matalonga, S., Rijal, R.: A Supply Chain Model with Blockchain-Enabled Reverse 
Auction Bidding Process for Transparency and Efficiency. International Conference on Software, Knowledge, 
Information Management and Applications (SKIMA) 13 (2019). doi: 10.1109/SKIMA47702.2019.8982476 

43. Shi, J., Yi, D., Kuang, J.: Pharmaceutical Supply Chain Management System with Integration of IoT and 
Blockchain Technology. In: Qiu, M. (ed.) Smart Blockchain, vol. 11911. Lecture Notes in Computer Science, 
pp. 97–108. Springer International Publishing, Cham (2019). doi: 10.1007/978-3-030-34083-4_10 

44. Huang, H., Zhou, X., Liu, J.: Food Supply Chain Traceability Scheme Based on Blockchain and EPC 
Technology. In: Qiu, M. (ed.) Smart Blockchain, vol. 11911. Lecture Notes in Computer Science, pp. 32–42. 
Springer International Publishing, Cham (2019). doi: 10.1007/978-3-030-34083-4_4 

45. Zhao, R.: An Empirical Analysis of Supply Chain BPM Model Based on Blockchain and IoT Integrated 
System. In: Ni, W., Wang, X., Song, W., Li, Y. (eds.) Web Information Systems and Applications, vol. 11817. 
Lecture Notes in Computer Science, pp. 539–547. Springer International Publishing, Cham (2019). doi: 
10.1007/978-3-030-30952-7_54 

46. Westerkamp, M., Victor, F., Küpper, A.: Tracing manufacturing processes using blockchain-based token 
compositions. Digital Communications and Networks (2019). doi: 10.1016/j.dcan.2019.01.007 



732 Fabian Dietrich  et al. / Procedia Computer Science 180 (2021) 724–733
 Author name / Procedia Computer Science 00 (2019) 000–000  9 

47. Kamath, R.: Food Traceability on Blockchain: Walmart’s Pork and Mango Pilots with IBM. The JBBA 1(1), 
1–12 (2018). doi: 10.31585/jbba-1-1-(10)2018 

48. Toma, C., Talpiga, B., Boja, C., Popa, M., Iancu, B., Zurini, M.: Secure IoT Supply Chain Management 
Solution Using Blockchain and Smart Contracts Technology. In: Lanet, J.-L., Toma, C. (eds.) Innovative 
Security Solutions for Information Technology and Communications, vol. 11359. Lecture Notes in Computer 
Science, pp. 288–299. Springer International Publishing, Cham (2019). doi: 10.1007/978-3-030-12942-2_22 

49. Gao, K., Liu, Y., Xu, H., Han, T.: Hyper-FTT: A Food Supply-Chain Trading and Traceability System Based 
on Hyperledger Fabric. Communications in Computer and Information Science, 648–661 (2020). doi: 
10.1007/978-981-15-2777-7_53 

50. Pandey, P., Litoriya, R.: Securing E-health Networks from Counterfeit Medicine Penetration Using 
Blockchain. Wireless Pers Commun (2020). doi: 10.1007/s11277-020-07041-7 

51. Tönnissen, S., Teuteberg, F.: Using Blockchain Technology for Business Processes in Purchasing − Concept 
and Case Study-Based Evidence. In: Abramowicz, W., Paschke, A. (eds.) Business Information Systems, vol. 
320. Lecture Notes in Business Information Processing, pp. 253–264. Springer International Publishing, Cham 
(2018). doi: 10.1007/978-3-319-93931-5_18 

52. Baralla, G., Ibba, S., Marchesi, M., Tonelli, R., Missineo, S.: A Blockchain Based System to Ensure 
Transparency and Reliability in Food Supply Chain. In: Mencagli, G., B. Heras, D., Cardellini, V., 
Casalicchio, E., Jeannot, E., Wolf, F., Salis, A., Schifanella, C., Manumachu, R.R., Ricci, L., Beccuti, M., 
Antonelli, L., Garcia Sanchez, J.D., Scott, S.L. (eds.) Euro-Par 2018: Parallel Processing Workshops, vol. 
11339. Lecture Notes in Computer Science, pp. 379–391. Springer International Publishing, Cham (2019). doi: 
10.1007/978-3-030-10549-5_30 

53. Desai, S., Deng, Q., Wellsandt, S., Thoben, K.-D.: An Architecture of IoT-Based Product Tracking with 
Blockchain in Multi-sided B2B Platform. IFIP Advances in Information and Communication Technology, 
458–465 (2019). doi: 10.1007/978-3-030-30000-5_57 

54. Mao, D., Hao, Z., Wang, F., Li, H.: Novel Automatic Food Trading System Using Consortium Blockchain. 
Arab J Sci Eng 44(4), 3439–3455 (2019). doi: 10.1007/s13369-018-3537-z 

55. Caro, M.P., Ali, M.S., Vecchio, M., Giaffreda, R.: Blockchain-based traceability in Agri-Food supply chain 
management: A practical implementation. IoT Vertical and Topical Summit on Agriculture - Tuscany (IOT 
Tuscany), 1–4 (2018). doi: 10.1109/IOT-TUSCANY.2018.8373021 

56. Jing Hua, Xiujuan Wang, Mengzhen Kang, Haoyu Wang, Fei-Yue Wang: 2018 IEEE Intelligent Vehicles 
Symposium (IV). IEEE, Piscataway, NJ (2018) 

57. Shahid, A., Almogren, A., Javaid, N., Al-Zahrani, F.A., Zuair, M., Alam, M.: Blockchain-Based Agri-Food 
Supply Chain: A Complete Solution. IEEE Access 8, 69230–69243 (2020). doi: 
10.1109/ACCESS.2020.2986257 

58. Salah, K., Nizamuddin, N., Jayaraman, R., Omar, M.: Blockchain-Based Soybean Traceability in Agricultural 
Supply Chain. IEEE Access 7, 73295–73305 (2019). doi: 10.1109/ACCESS.2019.2918000 

59. Bencic, F.M., Skocir, P., Zarko, I.P.: DL-Tags: DLT and Smart Tags for Decentralized, Privacy-Preserving, 
and Verifiable Supply Chain Management. IEEE Access 7, 46198–46209 (2019). doi: 
10.1109/ACCESS.2019.2909170 

60. Guggenberger, T., Schweizer, A., Urbach, N.: Improving Interorganizational Information Sharing for Vendor 
Managed Inventory: Toward a Decentralized Information Hub Using Blockchain Technology. IEEE Trans. 
Eng. Manage., 1–12 (2020). doi: 10.1109/TEM.2020.2978628 

61. Mondal, S., Wijewardena, K.P., Karuppuswami, S., Kriti, N., Kumar, D., Chahal, P.: Blockchain Inspired 
RFID-Based Information Architecture for Food Supply Chain. IEEE Internet Things J. 6(3), 5803–5813 
(2019). doi: 10.1109/JIOT.2019.2907658 

62. Wang, S., Li, D., Zhang, Y., Chen, J.: Smart Contract-Based Product Traceability System in the Supply Chain 
Scenario. IEEE Access 7, 115122–115133 (2019). doi: 10.1109/ACCESS.2019.2935873 

63. Lin, Q., Wang, H., Pei, X., Wang, J.: Food Safety Traceability System Based on Blockchain and EPCIS. IEEE 
Access 7, 20698–20707 (2019). doi: 10.1109/ACCESS.2019.2897792 

64. Hasan, H.R., Salah, K.: Blockchain-Based Proof of Delivery of Physical Assets With Single and Multiple 
Transporters. IEEE Access 6, 46781–46793 (2018). doi: 10.1109/ACCESS.2018.2866512 

65. Lucena, P., Binotto, A., Da Silva Momo, F., Kim, H.: A Case Study for Grain Quality Assurance Tracking 
basedon a Blockchain Business Network. Symposium on Foundations and Applications of Blockchain (2018) 



 Fabian Dietrich  et al. / Procedia Computer Science 180 (2021) 724–733 733
 Author name / Procedia Computer Science 00 (2019) 000–000  9 

47. Kamath, R.: Food Traceability on Blockchain: Walmart’s Pork and Mango Pilots with IBM. The JBBA 1(1), 
1–12 (2018). doi: 10.31585/jbba-1-1-(10)2018 

48. Toma, C., Talpiga, B., Boja, C., Popa, M., Iancu, B., Zurini, M.: Secure IoT Supply Chain Management 
Solution Using Blockchain and Smart Contracts Technology. In: Lanet, J.-L., Toma, C. (eds.) Innovative 
Security Solutions for Information Technology and Communications, vol. 11359. Lecture Notes in Computer 
Science, pp. 288–299. Springer International Publishing, Cham (2019). doi: 10.1007/978-3-030-12942-2_22 

49. Gao, K., Liu, Y., Xu, H., Han, T.: Hyper-FTT: A Food Supply-Chain Trading and Traceability System Based 
on Hyperledger Fabric. Communications in Computer and Information Science, 648–661 (2020). doi: 
10.1007/978-981-15-2777-7_53 

50. Pandey, P., Litoriya, R.: Securing E-health Networks from Counterfeit Medicine Penetration Using 
Blockchain. Wireless Pers Commun (2020). doi: 10.1007/s11277-020-07041-7 

51. Tönnissen, S., Teuteberg, F.: Using Blockchain Technology for Business Processes in Purchasing − Concept 
and Case Study-Based Evidence. In: Abramowicz, W., Paschke, A. (eds.) Business Information Systems, vol. 
320. Lecture Notes in Business Information Processing, pp. 253–264. Springer International Publishing, Cham 
(2018). doi: 10.1007/978-3-319-93931-5_18 

52. Baralla, G., Ibba, S., Marchesi, M., Tonelli, R., Missineo, S.: A Blockchain Based System to Ensure 
Transparency and Reliability in Food Supply Chain. In: Mencagli, G., B. Heras, D., Cardellini, V., 
Casalicchio, E., Jeannot, E., Wolf, F., Salis, A., Schifanella, C., Manumachu, R.R., Ricci, L., Beccuti, M., 
Antonelli, L., Garcia Sanchez, J.D., Scott, S.L. (eds.) Euro-Par 2018: Parallel Processing Workshops, vol. 
11339. Lecture Notes in Computer Science, pp. 379–391. Springer International Publishing, Cham (2019). doi: 
10.1007/978-3-030-10549-5_30 

53. Desai, S., Deng, Q., Wellsandt, S., Thoben, K.-D.: An Architecture of IoT-Based Product Tracking with 
Blockchain in Multi-sided B2B Platform. IFIP Advances in Information and Communication Technology, 
458–465 (2019). doi: 10.1007/978-3-030-30000-5_57 

54. Mao, D., Hao, Z., Wang, F., Li, H.: Novel Automatic Food Trading System Using Consortium Blockchain. 
Arab J Sci Eng 44(4), 3439–3455 (2019). doi: 10.1007/s13369-018-3537-z 

55. Caro, M.P., Ali, M.S., Vecchio, M., Giaffreda, R.: Blockchain-based traceability in Agri-Food supply chain 
management: A practical implementation. IoT Vertical and Topical Summit on Agriculture - Tuscany (IOT 
Tuscany), 1–4 (2018). doi: 10.1109/IOT-TUSCANY.2018.8373021 

56. Jing Hua, Xiujuan Wang, Mengzhen Kang, Haoyu Wang, Fei-Yue Wang: 2018 IEEE Intelligent Vehicles 
Symposium (IV). IEEE, Piscataway, NJ (2018) 

57. Shahid, A., Almogren, A., Javaid, N., Al-Zahrani, F.A., Zuair, M., Alam, M.: Blockchain-Based Agri-Food 
Supply Chain: A Complete Solution. IEEE Access 8, 69230–69243 (2020). doi: 
10.1109/ACCESS.2020.2986257 

58. Salah, K., Nizamuddin, N., Jayaraman, R., Omar, M.: Blockchain-Based Soybean Traceability in Agricultural 
Supply Chain. IEEE Access 7, 73295–73305 (2019). doi: 10.1109/ACCESS.2019.2918000 

59. Bencic, F.M., Skocir, P., Zarko, I.P.: DL-Tags: DLT and Smart Tags for Decentralized, Privacy-Preserving, 
and Verifiable Supply Chain Management. IEEE Access 7, 46198–46209 (2019). doi: 
10.1109/ACCESS.2019.2909170 

60. Guggenberger, T., Schweizer, A., Urbach, N.: Improving Interorganizational Information Sharing for Vendor 
Managed Inventory: Toward a Decentralized Information Hub Using Blockchain Technology. IEEE Trans. 
Eng. Manage., 1–12 (2020). doi: 10.1109/TEM.2020.2978628 

61. Mondal, S., Wijewardena, K.P., Karuppuswami, S., Kriti, N., Kumar, D., Chahal, P.: Blockchain Inspired 
RFID-Based Information Architecture for Food Supply Chain. IEEE Internet Things J. 6(3), 5803–5813 
(2019). doi: 10.1109/JIOT.2019.2907658 

62. Wang, S., Li, D., Zhang, Y., Chen, J.: Smart Contract-Based Product Traceability System in the Supply Chain 
Scenario. IEEE Access 7, 115122–115133 (2019). doi: 10.1109/ACCESS.2019.2935873 

63. Lin, Q., Wang, H., Pei, X., Wang, J.: Food Safety Traceability System Based on Blockchain and EPCIS. IEEE 
Access 7, 20698–20707 (2019). doi: 10.1109/ACCESS.2019.2897792 

64. Hasan, H.R., Salah, K.: Blockchain-Based Proof of Delivery of Physical Assets With Single and Multiple 
Transporters. IEEE Access 6, 46781–46793 (2018). doi: 10.1109/ACCESS.2018.2866512 

65. Lucena, P., Binotto, A., Da Silva Momo, F., Kim, H.: A Case Study for Grain Quality Assurance Tracking 
basedon a Blockchain Business Network. Symposium on Foundations and Applications of Blockchain (2018) 

10 Author name / Procedia Computer Science 00 (2019) 000–000 

66. Zhang, C., Wang, B., Deng, W.: Design of supply chain traceability system based on sidechain technology. 
Computer Engineering 45(11), 1–8 (2019) 

67. Chohan, U.: Blockchain and the Extractive Industries: Cobalt Case Study. SSRN Journal (2018). doi: 
10.2139/ssrn.3138271 

68. Watanabe, H., Ishida, T., Ohashi, S., Fujimura, S., Nakadaira, A., Hidaka, K., Kishigami, J.: Enhancing 
Blockchain Traceability with DAG-Based Tokens. International Conference on Blockchain (Blockchain), 
220–227 (2019). doi: 10.1109/Blockchain.2019.00036 


