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5. Conclusion

Modeling security of the IoT is a complex task as the
IoT is characterized by a large number of heterogeneous
and mobile nodes. In the paper, we have presented a frame-
work of modeling and assessing security for the IoT which
encompasses five steps: i) preprocessing, ii) security model
generation, iii) visualization and storage, iv) security analy-
sis, and v) changes and updates. In the framework, we have
developed an IoT Generator, a Security Model Generator
and a Security Evaluator. Two example IoT networks were
provided to demonstrate the capabilities of the framework
on mitigating impacts of potential attacks and addressing
the scalability problem.
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