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Abstract—Internet of Things (IoT) is enabling innovative ap-
plications in various domains. Due to its heterogeneous and
wide scale structure, it introduces many new security issues.
To address the security problem, we propose a framework for
security modeling and assessment of the IoT. The framework
helps to construct graphical security models for the IoT. Gener-
ally, the framework involves five steps to find attack scenarios,
analyze the security of the IoT through well-defined security
metrics, and assess the effectiveness of defense strategies. The
benefits of the framework are presented via a study of two
example IoT networks. Through the analysis results, we show
the capabilities of the proposed framework on mitigating
impacts of potential attacks and evaluating the security of
large-scale networks.

Keywords—Attack Graphs, Hierarchical Attack Repre-
sentation Model, Internet of Things, Security Analysis

1. Introduction

In the Internet of Things (IoT), every physical object
becomes locatable, addressable and reachable in the virtual
world [1], [2], [3]. The IoT is supposed to contain millions
or billions of objects which will communicate with each
other and with other entities (e.g., human beings). With the
inherent complexity and heterogeneous feature, the IoT has
faced numerous threats and attacks that will negatively affect
its normal functionality. Thus protecting the security of the
IoT becomes a complex and difficult task.

The motivation of our work lies within the field of
security modeling for the IoT. Vulnerabilities of the IoT
reside in different aspects, including devices (hardware,
operating systems), communication protocols, service ap-
plications, service APIs, design of the IoT architecture, efc.
By exploiting such vulnerabilities, an attacker can launch
various attacks including eavesdropping, Denial of Service
(DoS) attacks, node capture and node controlling [1]. With
the presence of varied and complex attacks, the ability to
discover potential attack scenarios (e.g., an attacker’s paths
to a target IoT device) and mitigate the impact of malicious
attacks becomes a critical issue. Research on the IoT se-
curity modeling is also very limited due to the pioneering
nature of the IoT.

In the paper, we propose a framework for security mod-
eling and assessment of the IoT. The framework is used to
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construct a graphical security model to automate the security
analysis of an IoT. The driving idea behind the framework
is to mitigate the impact of potential attacks in the IoT and
increase the IoT security level.

To the best of our knowledge, this work is the first
approach to use a graphical security model (in particular,
a scalable security model named Hierarchical Attack Rep-
resentation Model (HARM) [4]) in modeling and assessing
security for the IoT. The main contributions of this paper
are summarized as follows:

e propose a framework for modeling and assessing
security of the IoT;
develop a graphical security model for the IoT in
the framework; and
show the benefits of the framework using example
IoT networks based on a wireless body area network

(WBAN) and a wireless sensor network (WSN).

The rest of the paper is organized as follows. Section 2
introduces related work on existing security modeling ap-
proaches for the IoT and discusses their constraints. The
framework is presented in Section 3. The evaluation using
two example IoT networks is presented in Section 4. Finally,
Section 5 ends the paper with the conclusion.

2. Related Work

There are a few papers focusing on developing security
modeling approaches for the IoT. Most papers only propose
a high-level description or a theoretical framework of securi-
ty modeling without any analytical and/or simulation work.
Radomirovic [5] proposes a dense IoT model along with an
adversary model based on Dolev-Yao adversary to address
security and privacy issues of communication protocols in
the IoT. The communication network is under control of the
adversary with corruption and fingerprinting abilities. The
paper points out the future work towards a formal model
limiting the adversary’s capabilities. Yang et al. [6] present
a high-level security framework for the IoT. The framework
is based on a 3C model encompassing three elements with
linkages with each other, which are communication, control
and computation, respectively. It is completed by putting
security control between computation and control. Abie et
al. [7] introduce a risk-based security framework for the
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IoT in the healthcare scenarios. Based on a continuous
cycled process, the framework provides security solutions
adaptively upon estimations of risk damage and benefits and
evaluates solutions through security metrics. A patient mon-
itoring case study is indicated to be used for validating the
framework in the future simulation experiment. Stepanova
et al. [8] propose a theoretical framework for modeling the
IoT security based on the graph theory. By defining the IoT
as the net of nets of things (NoTs), they design formalized
network property indicators to assess the NoT sustainability
and describe a sustainability maintaining method for the
NoT entities. Future work includes the efficiency evaluation
of the method with pre-defined indicators.

Since 2014, several papers have been published to ad-
dress game-based security modeling for the IoT. However,
their scope focuses on mitigating impacts of certain attack-
s [9] or emphasizes model solutions for specific domain-
s [10], [11]. Hamdi et al. [10] establish a Markov game-
theoretic model to support decision making in the realm of
IoT healthcare applications. Specifically, for smart things,
the decision of whether or not authenticating a forwarding
packet is based on the assessment of power life, chan-
nel bandwidth, memory capacity and compromised nodes
through the game-based model. The performance of the
model is evaluated through simulation which shows smart
things extend their lifetime by adaptively adopting the secu-
rity strategy. Chen et al. [9] propose a fusion-based defense
mechanism to mitigate impacts of intentional attacks in the
IoT architecture. They formulate a zero-sum game between
the defense strategy and the attacker in the worst case
scenario where the attacker knows the network topology and
is capable of compromising all nodes simultaneously. The
robustness of the IoT is greatly enhanced by the proposed
mechanism through the results of performance evaluation.
Rontidis et al. [11] develop a decision support method
which minimizes security risks in the field of IoT prosumers
selection. They formulate a non-cooperative and complete
information game between the user and the attacker. The
worst-case scenario is considered where the attacker knows
all security controls of prosumers. Following this scenario,
a mix strategy is proposed to randomize the prosumer se-
lection in an optimal way and compared with two heuristic
solutions through simulation which proves the effectiveness
of the strategy in mitigating security risks.

From the aforementioned papers, there is no previous
work on constructing a formal security model (e.g., Attack
Graphs (AGs) [12], Attack Trees (ATs) [13]) for the IoT.
In our work, we focus on constructing a graphical security
model along with the security evaluation model and applying
them to mitigating impacts of potential attacks for the IoT.

3. The Proposed Framework

The main goal of the framework is to depict all possible
attack paths in the 10T, evaluate the security level of the
IoT through security metrics, and assess the effectiveness
of defense strategies. The proposed framework is shown in
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Figure 1. There are five steps in the framework: i) prepro-
cessing, ii) security model generation, iii) visualization and
storage, iv) security analysis, and v) changes and updates.
We explain each step as follows:

In step 1, the security decision maker provides inputs
needed to construct an IoT network. The inputs required
are the total number of nodes, the network topology, and
the vulnerability information for each node. The inputs are
fed into the IoT Generator. The IoT Generator creates an
IoT network with a specified network topology consisting of
IoT nodes with their vulnerability information. The network
topology is fixed after the generation. The security decision
maker also selects the security metrics from a pre-defined
metric pool which will be used as an input into the security
analysis phase.

In step 2, the security model generation is performed.
Our security model is developed based on a HARM [14] in
which two layers are used to represent the network reach-
ability information at the upper level and the vulnerability
information at the lower level, respectively. Specifically, the
Security Model Generator takes the constructed network
with topology and vulnerability information as inputs and
automatically computes all possible attack paths in the IoT
network.

In step 3, the attack paths generated from the Security
Model Generator are visualized in the form of an attack
graph at the upper level and an attack tree at the lower level
and stored for future use.

In step 4, the security analysis is carried out for the IoT
network. The set of attack paths is taken as an input into
the Security Evaluator along with the determined security
metrics. Based on the metrics, the Security Evaluator can
perform one of the two options. One is to output the analysis
results directly and the other is to generate a text file and
import the file into the analytic modeling and evaluation
tool named Symbolic Hierarchical Automated Reliability
and Performance Evaluator (SHARPE) [15] which computes
the security analysis results. The security metric is selected
from a pre-defined metric pool. Metrics for both the system
level and the vulnerability level are defined in Table 1.

In step 5, any changes caused by the defense strategies
are captured to update model inputs. Based on the security
analysis results, the security decision maker knows which
part of the IoT is the most vulnerable, thus being able to
decide proper defense strategies. The deployment of the
defense strategy changes either the vulnerability information
(e.g., eliminates a specific vulnerability in an IoT node
or mitigates the effect caused by the vulnerability) or the
topology information, which should be updated and taken
as the input to the Security Model Generator. When choos-
ing the defense strategies, the security decision maker can
also assess the effectiveness of different strategies via the
framework by using security metrics, compare their effects
and choose the best one among them.
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Figure 1. The proposed framework.

TABLE 1. DEFINITIONS OF SECURITY METRICS.

Levels Metrics Notations | Definitions
Attack success probability | asp Probability of an attacker to successfully exploit the vulnerability ([0,1])

Vulnerability Attack cost ac Cost spent by an attacker to successfully exploit the vulnerability ([0,10])
Risk T Potential harm caused by an attacker to successfully exploit the vulnerability ([0,10])
Compromise rate cr Number of times of being compromised by an attacker in one unit time (hour)
Attack success probability | ASP Probability of an attacker to successfully compromise the target ([0,1])

System Attack cost AC Minimum cost spent by an attacker to successfully compromise the target ([0,10])
Risk R Maximum potential harm caused by an attacker to successfully compromise the target ([0,10])
Mean-time-to-compromise | MTTC Average time for the attacker to compromise the target (hour)

4. Evaluation

We present two example IoT networks; the WBAN in the
domain of pervasive healthcare monitoring and the WSN in
the domain of environment monitoring. The former example
aims to demonstrate how the framework is used to identify
possible attack paths, evaluate the system security and assess
the effectiveness of the chosen defense strategy. The latter
one shows the scalability of the framework.

4.1. An Example WBAN

4.1.1. Scenario Setup. In the WBAN, communications can
be divided into two parts: the intra-body and the extra-
body [16]. In the example network, we only consider the
intra-body communication in the WBAN. Figure 2 shows an
example network where 9 sensor nodes are placed on the
human body along with one sink (e.g., PDA). Each node
measures different health data (e.g., sn; measures the heart
rate and the ECG (electrocardiogram) and sng senses the
blood oxygen respectively).
General assumptions are listed as follows:

e A tree based routing protocol is used for the
intra-body communication [17]. Communications
between sensor nodes and the sink are single hop
or multi-hops.

o The network topology does not change in the body
movement.

e A key management scheme is used to protect data
confidentiality, data integrity and data authentica-
tion [18].

sn,

/ )j R \

Figure 2. The intra-body communication network in the WBAN.

o [Each sensor node runs identical operating system
and has one vulnerability (e.g., the buffer overflow
vulnerability in the operating system).

o Data packets are sent to the sink on pre-determined
moments or immediately when an emergent problem
occurs.

o The sink receives all information from sensors and
provides an interface towards other networks (e.g.,
Internet).

The attacker model describes the attacker capabilities in
the following:

1) In the WBAN, it is difficult for an attacker to
physically access nodes without being detected.




Thus the attacker only has a remote access to the
network. He can communicate with part of the
network through wireless communication.

The attacker has a laptop-class device. He can
exploit the buffer overflow vulnerability targeting
the operating system to compromise a sensor node
within an accepted time. Once a node is com-
promised, the attacker has full control (e.g., steal
cryptographic keys, obtain routing table, inject and
run arbitrary code). He can also reprogram the com-
promised node into a malicious node and exploit it
to compromise other nodes.

The sink is assumed to be strongly protected such
that the attacker cannot compromise the sink.

2)

3)

4.1.2. Security Modeling and Analysis. We come up with
two scenarios for the example WBAN. In terms of the
defense strategy for the buffer overflow, we can deploy the
method of address space layout randomization (ASLR) for
each node. The ASLR is based upon the low chance of an
attacker guessing locations of randomly placed areas, thus
enhancing the security by increasing the search space. We
make assumptions on values of security metrics used for
the node vulnerability in Table 2. Due to the limited space,
explaining the meaning of specific values for each security
metric is not considered (e.g., high or low).

TABLE 2. METRIC VALUES FOR THE NODE VULNERABILITY IN THE
EXAMPLE WBAN.

Metric
Strategy asp | ac | r cr
Without defense 0.7 3 5 0.4
With ASLR 0.2 8 1] 025

Scenario 1: one access point and one target. We
assume the attacker’s goal is to compromise sn; and steal
critical data stored on it. The attacker is supposed to take
sng as the access point by compromising it and exploit it
to compromise other nodes. Figure 3 shows the visualized
HARM in which A represents the attacker and v; denotes
the buffer overflow vulnerability. The attack graph at the
upper layer indicates the attack path in the network and
the attack tree at the lower layer depicts the vulnerability
information of the node. The formal definition of the two-
layer HARM can be found in [14].

For the analysis results, without defense, ASP is 0.973;
with ASLR, it drops to 0.488. AC changes from 9 to 24
while R is decreased to 3 compared with 15 originally.
Figure 4 shows the analysis results of comparing system
reliabilities under MTTC. MTTC increases by approxi-
mately 0.49997 hour when considering the defense strategy.

Scenario 2: multiple access points and one target.
We assume the attacker has the same target with scenario
1 but is able to take either sng or sng as the access point.
Figure 5 shows the visualized HARM with two layers.

For the analysis results, without defense, ASP is
0.88543; with ASLR, it is reduced to 0.17568. AC increases
from 6 to 16. With ASLR, R is decreased to 3 compared
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Figure 3. A two-layer HARM for scenario 1.
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Figure 4. Results of comparing system reliabilities in scenario 1.

with 15 originally. Figure 6 shows analysis results of com-
paring system reliabilities under MTTC. MTTC increases
by approximately 0.95 hour when considering the defense
strategy.

4.2. An Example WSN
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Figure 5. A two-layer HARM for scenario 2.
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Figure 6. Results of comparing system reliabilities in scenario 2.

4.2.1. Scenario Setup. We consider a WSN with 1000
sensor nodes and one base station deployed in an open and
unattended field. General assumptions are listed as follows:

Sensor nodes and the base station are static after
deployment.

Sensor nodes self-organize and form a routing tree
which is rooted at the base station [19].

Each sensor has a transmission range of r meters and
uses bidirectional wireless communication. Commu-
nications between the base station and sensor nodes
are single-hop or multi-hops.

Data packets are encrypted by employing a pair-wise
key scheme [20].

The base station is connected to the Internet and
becomes the gateway between the sensor network
and the Internet.

Sensor nodes periodically send packets to the base
station (e.g., in every 10 minutes).

The attacker model is based on [21] which describes the
attacker capabilities as follows:

1) In the wireless communication, radio links are inse-
cure. We assume an attacker can eavesdrop on radio
transmissions by distributing a wireless monitoring
device in the area of interest. The transmission
range of the monitoring device is larger than the
transmission range of a sensor node (e.g., 3r) but
does not cover the entire network.

The attacker can physically move from one loca-
tion to another location in the network but cannot
monitor the entire network.

Each node routes packets in a fixed path to the
base station under wireless communication. Thus
the attacker can launch a rate monitoring attack to
deduce the location of the base station by moni-
toring packet sending rate of nodes and moving to
nodes with the higher rate.

As the base station is in an open environment, the
attacker can physically damage it once he discovers
its location.

2)

3)

4)
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In terms of the defense strategy, we can deploy the multi-
parent routing scheme proposed in [21]. When forwarding
a packet, the node randomly selects one of its parent nodes
to forward the packet. We use estimated values for input
security metrics used for the node vulnerability in Table 3.

TABLE 3. METRIC VALUES FOR THE NODE VULNERABILITY IN THE
EXAMPLE WSN.

Metric
Node/Strategy asp | ac )’ er
Sensor node Without defense | 0.6 7 8 2.0
With defense 0.3 9 5 1 025
Base station 0.2 8 9 | 0.05

4.2.2. Security Modeling and Analysis. We assume that
the attacker’s goal is to destroy the base station physically.
The attacker is assumed to access one sensor node (e.g.,
a node deployed in the edge of the network). Due to the
limited space, we only present the analysis results.

With the defense strategy, ASP changes from 0.99979
to 0.52696; AC increases from 71 to 89; R decreases from
81 to 54. Figure 7 shows the analysis results of comparing
system reliabilities under MTTC. MTTC increases by
approximately 1.467998 hour when considering the defense
strategy.

—-MTTC(0.055402) without defense

-=-MTTC(1.5234) with defense

Reliability

15 2 25 3 35 4

Time (hour)

Figure 7. Results of comparing system reliabilities under MTTC.

4.3. Discussions and Limitations

More security analysis can be made in the following
aspects:

Introducing multiple targets: we use one target in each
example. One can introduce multiple targets, compute attack
paths for each target separately and do analysis through
security metrics. If there is a limit for the security budget,
decisions about deploying defense strategies can be made
based on comparing various metric values.

Considering different defense strategies: we only u-
tilize one strategy for the vulnerability. One can consider
multiple strategies and compare their effects via the models.

There are several limitations of the framework we aim
to resolve in the future research.



Addressing the heterogeneity: we only consider the
sensor networks consisting of identical nodes. As the nature
of the IoT is heterogeneous, the security model should
be able to tackle this problem. An idea is to develop a
three layer hierarchical attack model in which the upper
layer represents the cluster reachability information (e.g.,
nodes of the same type form a cluster), the middle layer
captures the network topology information, and the lower
layer depicts the vulnerability information of nodes. The
three layer hierarchical structure will also make the model
more practical to deal with the scalability issue.

Tackling the mobility: when analyzing the example
networks, we assume the topology is static. However, one of
the key features of the IoT is the mobility. Thus the model
needs to be extended to deal with the mobility problem.
An idea is to construct a model to capture changes in the
network (e.g., nodes join in or move out) and update other
models in the framework.

5. Conclusion

Modeling security of the IoT is a complex task as the
IoT is characterized by a large number of heterogeneous
and mobile nodes. In the paper, we have presented a frame-
work of modeling and assessing security for the IoT which
encompasses five steps: i) preprocessing, ii) security model
generation, iii) visualization and storage, iv) security analy-
sis, and v) changes and updates. In the framework, we have
developed an IoT Generator, a Security Model Generator
and a Security Evaluator. Two example IoT networks were
provided to demonstrate the capabilities of the framework
on mitigating impacts of potential attacks and addressing
the scalability problem.
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