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The impact of information security threat

awareness on privacy-protective behaviors
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7. Conclusion

The present study takes the first steps towards understanding
how technology users react to potential immediate security and
privacy threats. We drew on the Information Processing framework
which emphasizes the primacy of threat mitigation action as the
theoretical lens and we conducted an experimental study in which
we evaluated users’ behavioral responses. Specifically, we exam-
ined the degree of self-disclosure and the strength of passwords
users set to protect their answers in response to an exposure to
several news stories about corporate computer security breaches.
We found that participants in our study readily reacted to news
stories about security and privacy breaches by using 500x stronger
passwords and selectively limiting disclosure of personal infor-
mation. Our study contributes to the existing research by offering a
novel theoretical perspective that can guide future research on the
immediate technology user reactions to potential threats. The study
also provides the initial empirical evidence that privacy and secu-
rity threats rapidly motivate protective behavioral responses. Our
findings are useful to practice as they speak to the importance of
exposing users to security-related narratives to promote the crea-
tion of stronger passwords.
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