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7. CONCLUSION AND FUTURE WORK

We proposed a distributed deep learning based I[oT/Fog network attack detection system.
The experiment has shown the successful adoption of artificial intelligence to
cybersecurity, and designed and implemented the system for attack detection in distributed
architecture of IoT applications such as smart cities. The evaluation process has employed
accuracy, the detection rate, false alarm rate, etc as performance metrics to show the
effectiveness of deep models over shallow models. The experiment has demonstrated that
distributed attack detection can better detect cyber-attacks than centralized algorithms because of
the sharing of parameters which can avoid local minima in training. It has also been

demonstrated that our deep model has excelled the traditional machine learning systems such
as softmax for the network data classification into normal/attack when evaluated on
already unseen test data. In the future, we will compare distributed deep learning IDS
for on another dataset and different traditional machine learning algorithms such as
SVM, decision trees and other neural networks. Additionally, network payload data, will be
investigated to detect intrusion as it might provide a crucial pattern for differentiation.
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