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Abstract

In the recent era, security is the major problem in sensor networks. Wireless sensor networks (WSNs) are mostly used for
various real-world applications. However, WSNs face a lot of insider and outsider attacks, and it is complex to identify and
protect towards insider attacks. Generally, an insider attack, in which the intruders choose several received data packets to drop,
threatens the clustered WSNs. This situation has occurred because of the unattended clustered environments in the network.
To overcome this problem, this paper proposes a trustable and secure routing scheme using two-stage security mechanism,
and dual assurance scheme, for selecting the node and securing the data packet for WSNs. Both schemes are based on Active
Trust to protect several kinds of attacks, such as black hole attack, and selective forwarding attack, during routing. Therefore,
this paper identifies the trusted path and provides the secure routing paths using trust and Cuckoo search algorithm. Energy
is the performance parameter utilized in the proposed scheme. The experimental result proves that proposed system provides

the assurance to prolong the network lifespan and the probability of secure routing path in the network.
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1 Introduction

Over last few decades, the popularity of a topic, which is more
prone to be important for civil and military applications are
increasing. Several applications of WSNs are emergency sce-
narios, manufacturing environments, battlefields, etc. Due to
the advancements in fields, like microelectronics, integrated
electronics, the development of sensor nodes is intensified
[1]. The properties that combined in networks are mobile,
sensors, wireless, and ad hoc. These properties are imple-
mented in the real world for energy emergency response
information [2], and monitoring factory environments [3].
The networks are vulnerable to various kinds of security
threats from intruders at the network layer [4]. The main
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motivation is that the sensor nodes form a structure to observe
the actions in unpredictable environments by acting in a self-
compositely, self-harmonize ad hoc manner, i.e., without the
need of human intervention [1].

Routing is the process of selecting the most efficient paths
in a network. The router presents the direction of traffic acti-
vated on the web [5]. The routing of data packets from a
source to a sink through the network is of a more interesting
challenge for the researchers in the WSN domain. Limitation
of energy resources is a major impact, as energy is an impor-
tant and fundamental component in designing of the routing
protocols [1]. Routing is operated for various forms of sen-
sor networks that consist of electronic information sensor
networks, transportation networks, and the public switched
telephone network. The main requirement of WSN is the
trust on the behavior [6]. The data packets can be routed in
the largest routing network around eloquent areas so that a
complete mishap of the network can be overlooked [1]. The
secure routing protocols [7] are not effectively averting mali-
cious nodes that are authorized to the sensor network from
doing any illegal activities [8]. In extension with, to dodge
a strain of certain nodes to curtail the jeopardy barrier of
the network, the routing algorithm should haul load balanc-
ing into rationale, directing to misplaced paths between the
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source and the sink. Furthermore, to lessen superfluous trans-
missions of the same data, the coalition of sensed data needs
to be considered in WSN routing protocols [1].

A malicious node randomly declines to drop the packets
or forward the communications [9]. There is no requirement
to fix the positions of the malicious nodes because the sen-
sor nodes are applicable in the field of high risk. Therefore,
there is no security for most of the WSN, which averts the
simple intrusions on the sensor nodes [3,4]. The Principle ser-
vice in WSNss is the routing of data packets. In preference,
most of the current routing protocols endeavor at metrics, like
reliability, robustness, responsiveness, and preserving energy
[1]. However, the network protocol and techniques are self-
managed. Therefore, few of the design issues are subsisted
in sensor nodes and sensor networks. These issues are con-
sidered in the design of network protocols. The collision of
these issues is employed to evaluate various types of meth-
ods [10]. The issues include fault tolerance, scalability, power
consumption, network topology, hardware constraints, pro-
duction cost, transmission media, and environment [4]. But,
the non-forbearance of possible security obstacles in the area
of routing is dangerous because, in almost all application
areas, in which WSNs are used, sensor nodes are deployed
in unfavorable environments, providing the opportunity for
the attacker to launch certain attacks [11] against the sensor
nodes. Specifically, the arresting of nodes [12] is an imper-
ative issue because it is easy for adversaries to access the
sensors substantially [1]. The majority of the research fields
of security in WSN [13] contain the secure location, secure
routing, key management, intrusions and prevention [14].

Traditionally, various methods have been initiated to avert
malicious nodes from the clustered network, finding the
best routing path using trust-based systems, and intrusion
detection system. Though these methods have some benefits,
still they are facing some contradicting problems in energy
efficiency, security, and complicatedness, for attaining the
trusted node in the clustered network. Therefore, the main
purpose of this paper is to identify and avoid the malicious
nodes based on Active Trust for Cluster-based WSNs. In this
paper, a two scheme security mechanism is designed using
Detection Packet (DP), and trust, to detect the malicious
nodes. Then, dual assurance scheme, which is comprised
of Selective Forwarding-based packet validation and ECC-
based packet security, is used to ensure that the data packet
is securable among multiple numbers of nodes. Finally, the
secure routing path is identified using the CS algorithm.

The main contributions of this paper developed to provide
secure and trustable data routing path are as follows,

e Two scheme security mechanism namely, Detection of
attack node by DP, and trust to detect, and prevent the
node from the attacker, to select the trusted paths that are
based on the minimal threshold value.
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e Dual assurance scheme is divided into two types, such as
selective forwarding based packet validation, and ECC
based packet security, which is used to transmit the secure
data packets from source to destination.

The rest of this paper is organized as follows: The brief infor-
mation about the related works from the literature is given
in Sect. 2. Section 3 provides the system description that is
used for the experimentation. Section 4 provides the results
and discussion. Finally, Sect. 5 concludes the paper.

2 Literature survey

This section depicts a review of the literature on various
existing techniques in WSN to perceive the disadvantages.
Several routing protocols and security techniques have been
presented and implemented for the detection and prevention
of attacks in the network.

Liu et al. [15] have developed an Active Trust routing
system that depends on active detection. This system had
high security, routing, expectation as well as scalability. The
active trust system could sense the trust model and thereby,
stop doubtful nodes from participating in routing. It had high
energy efficiency and made the use of silt energy for the pro-
creation of multiple detection routes. This paper proposes
a trustable and secure routing scheme using two-stage secu-
rity mechanism, and dual assurance scheme, for selecting the
node and securing the data packet for WSNs. Both schemes
are based on Active Trust to protect several kinds of attacks,
such as black hole attack, and selective forwarding attack,
during routing. Das et al. [16] have utilized the genetic algo-
rithm (GA), for the dynamic formation of cluster heads as
well as clusters depending on the distance of the nodes from
cluster node utilizing the trust of the sensor nodes. This paper
identifies the trusted path and provides the secure routing
paths using trust and CS algorithm.

Sharmila et al. [17] have implemented lightweight detec-
tion scheme for the detection of the sinkhole attack inside
the WSN. The message digest technique was designed for
identifying the sinkhole attacks and provided few collision
resistant. The system identified the sinkhole attack, when the
message digest technique broadcasted in the trustable route,
which is varied from nature. The proposed work protects
several kinds of attacks, such as black hole attack, and selec-
tive forwarding attack, during routing based on active trust.
Karlof et al. [3] have worked on muting security in WSN.
None of the sensor network protocols had acknowledged the
security in the grant. After this observation, the authors have
found and given few security goals for routing in a sensor net-
work, which gave the possible ways of attacks on ad-hoc as
well as peer-to-peer network, were adapted in potent attacks
in protest with sensor networks. Also, the authors have imple-
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mented two classes of new kinds of attacks against sensor
network, known as sinkholes and HELLO Roods.

Alajmi et al. [4] have suggested a selective forwarding
detection (SFD), and monitoring approach, for finding and
monitoring the selective forwarding attack in WSN. The
approach could detect selective forwarding attack in network
layer without considerable efforts. In this sort of attack, the
attacked node could work as like the different nodes present
in the network, but it could change or drop the private data
before sending the packet to other sensor nodes. The system
provides guaranty for the data while transferring between
nodes. The proposed method selects the node and secures
the data packet for WSNs based on the two-stage security
mechanism and dual assurance scheme. Geethu et al. [18]
have developed a multipath transmitting system. The built-up
system was utilized as a defense technique against selec-
tive forwarding attack. In this system, if a node could sense
a packet drop at the time of routing, then the packet was
forwarded via an alternate route. Because of the resending
technique, the reliability of the routing mechanism was maxi-
mized. The proposed work protects the network from several
kinds of attacks, such as black hole attack, and selective for-
warding attack based on active trust.

Motamedi et al. [19] have designed unmanned aerial vehi-
cles (UAVs) for finding the black hole attacks inside WSN.
In black hole attack, a faulty node that could show that the
route to the destination was shortest and feasible, attract more
network traffic, and drop all the data packets. To solve this
issue in the minimum time, the authors had developed a
method, finding the faulty node with maximum probability.
The method was utilized for verifying nodes, and Sequen-
tial Probability Ratio Test technique was used as a dynamic
threshold system for avoiding malicious nodes. The proposed
work detects the malicious nodes based on a two scheme
security mechanism which is designed by DP, and trust. Latha
etal. [14] have implemented a security method, used to search
the routing path as secure, and also used to find trustable
sensor node. But, while executing this method in the real
world, and in an active system is not possible to transmit the
secure node. It provided the possibility of few of the feature
to enhance the system. In the proposed method, the secure
routing path is identified using the CS algorithm.

2.1 Challenges

e The major challenge of Active Trust routing system [15]
is that the method is not suitable for maximizing the per-
formance of the network security and energy efficiency
in WSNE.

e Inlightweight detection scheme [17], there is a possibility
of generating similar digest values through some sensor
nodes for the dissimilar communications, while a large
number of digest values generated in the sensor network,

and that led to the rate of false negative error, is considered
as the drawback in this method.

e The major factor in muting security [3] is that the cryp-
tography only is not adequate because the authentication
methods and link layer encryption methods are more
expensive to provide security against outsiders’ attacks.

e UAVs [19] are not suitable to verify the sensor nodes,
which are similar to least visited the first node, and also
this method cannot employ clustering techniques to trans-
mit the nodes to the cluster head (CH).

3 System model

This section presents the system model [20], as shown in
Fig. 1. WSN contains a number of sensor nodes, denoted
as j, with only one sink or BS, M. The wireless connec-
tion signifies straight transmission among the sensor nodes
in the radio range. Every sensor node is consistently shared
within the dimensions of P, and Q,, in meters, with its max-
imal transmission radio range. Every node has its ID, and the
nodes are collected to form a cluster. BS is situated in the
position of {0.5P,,, 0.50,,}, which is the optimum location
to obtain the entire data representations from the sensor nodes
associated with the sensor network. The coordinates of the
nodes are given as (P;, Q;). The data is transmitted to the
sink from each sensor node by cluster head based routing
methods. Herein, Hc is the possible number of nodes that
are activated as cluster heads (Mg). Hé is a group of sensor
nodes that are situated in the cluster group M. This indi-
cates that the network is separated into H¢ cluster number,
whereas the calculation of the ordinary sensor nodes is equiv-
alentto j — Hc. If the groups of the cluster are created within
the network, then the data packets are transmitted from every
sensor node N; to its consequent cluster head Mg, and the
cluster head gathers the entire data packets. The gathered
data packets are forwarded to BS, M. After deploying all
the sensor node to a permanent position, the distance among
the fth ordinary sensor node to the gth cluster head is indi-
cated as, 7y, and the distance between the gth cluster head
to the BS, My is indicated as, s,. The system model of the
clustered WSN (CWSN) is shown in Fig. 1.

4 Detecting and preventing the malicious
attacks in clustered WSNs using trust and
Cuckoo search algorithm

The main objective of this paper is to develop a trustable
secure routing scheme for clustered WSNs and to provide a
mechanism that consists of active detection routing protocol
and data routing protocol, which minimizes the probability
of malicious nodes or compromised nodes being selected as
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Fig.1 Overview of clustered
WSN
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mutual nodes. The proposed work is intended to maximize
the lifespan of sensor nodes by distributing the data packets
to a better route path. To attain this objective effectively, a
protocol is presented to find the trustable path from source to
destination for the WSNs. Therefore, the source node is gen-
erated, while the network transmits the data from source to
destination. The transmitted data is encrypted using the ellip-
tic curve cryptography (ECC). The encrypted data is selected
and verified at each sensor node using the two-stage security
mechanism, which is used for selecting the possible number
of the sensor node. The first stage represents the majority of
the paths. Accordingly, the estimated paths detect the mali-
cious nodes based on DP. After detecting the malicious node,
the minimum threshold value is considered for the entire path
to secure the routing path. Then, dual assurance scheme that
employs selective forwarding-based packet validation, and
ECC-based packet security is used to ensure that the for-
warded data packet is securable. The secure routing path is
identified in the entire path transmission using the trust path
selection, and CS algorithm, so as to protect the network from
the black hole and selective forwarding attacks.

4.1 Generation of k-paths

In anetwork, a graph structure is deployed to select the source
and the destination nodes. The process of node selection
describes that the user can choose the source and destination
nodes along with their corresponding identification address.
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After that, generate the k path routing scheme to find the
shortest path in the network. This k path routing scheme is
based on the correlation of finding the minimum number
of possible bandwidth or minimum path among two sensor
nodes in the transmission networks, which believe that every
edge in the sensor network has the shortest bandwidth value.
CS algorithm has been employed to find the optimal solution,
i.e., the best route. Herein, I denote the intruder that tries to
attack the system, and the structure of the proposed scheme
is shown in Fig. 2.

4.2 Two-stage security mechanism for node
selection

The generated path is selected to transmit the secure data
from the source node to destination node using the pro-
posed two-stage security mechanisms. The first phase depicts
that the majority of the paths are estimated. The malicious
nodes in the computed paths are identified using detection
packet (DP). i.e., after estimating the path, if it satisfies the
node based on the condition, then it is the authentic node.
Otherwise, it is considered as a malicious node (black hole
attacker node). Therefore, the unsecured path and thereby,
the malicious attacks, can be eliminated by the system. After
identifying the black hole, and selective forwarding attack
node, the low-level threshold value is measured for the entire
path to transmit the secure routing path using the trust-based
mechanism, whereas the threshold value is estimated for each
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Fig.2 Block diagram of the proposed system

path with the minimum threshold value for data routing. Both
of these mechanisms are deeply described in the following
sections.

4.2.1 Detection of malicious nodes by detection packet

The possible number of paths is computed from source to des-
tination as mentioned in Sect. 4.1. Therefore, for each path,
the DP that contains the information, such as source node,
destination node, and path length, is forwarded, as given in
the following equation,

= {Sourcel D, Destinationl D, Pathlength} @))

where, D P is the detection packet. Herein, the path length is
the number of hops that forward the DP from the source to the
destination node. After transmitting the DP to the destination
node, each node in the path sends the feedback packet (FP)
to the source node, which signifies that the node successfully
reached the final node.

= {Sourcel D, Destinationl D, Pathlength} 2

where, F Pis the feedback packet. According to the Egs. (1)
and (2), the source node compares the FP with the DP. If
the particular node is the attacker node, it will make path
length == 0, which means that it is the destination node.
Otherwise, the source node already has the ID of the desti-
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nation node. In FP, if the ID in DP is equivalent to the ID
of destination node, and the Path length is equivalent to O,
then there is only one node is a genuine node. Otherwise it
is attacker node. If such case occurs, the system discards this
path to the destination node and thus, both the black hole
and the selective forwarding attacks are prevented. The main
problem that arises in mobile node is the inadequate battery.
Thus, the intruders take this drawback as its benefits and try
to manage the nodes as alert until the entire energy is gone
and then that condition left to deep snooze. To avoid this type
of attacks, the network is deployed by entering the possible
number of nodes and the source and destination is selected
by the user.

4.2.2 Detection of attack nodes by trust

The working of trust mechanism [15] has been discussed in
this section. This mechanism depicts the trust systems by
the following aspects, such as securing the routing path and
addressing the trust based optimum threshold value under
several conditions with two folds, i.e., impacting the per-
formance of trust system, and influencing the trust factors
based on the threshold value. In this case, the threshold value
is calculated for each path with the minimum threshold value
that considers the most secure path for data routing. There-
fore, each sensor node achieves a trust node estimation to
avoid the black hole, and selective forwarding attacks dur-
ing the routing of detection, and data packets. While node N
attains arouting for the node N, at the given duration u;, then
the identified data are effectively routed, and if the detection
node is successfully routed from Njto N3, then considered the
trust node as A%T (u;), otherwise, consider the trust node as

/\]/:],f (u;). Therefore, examining that Ny has y transmissions
with N during u, the value of detection can be represented
as follows,

{Axf WD)/ AN un), AN )/ AN (), . AN (uy) [ ApE ()

3)

where, Njand N, are the nodes. According to that, each node
has its trust value depending on the threshold value, during
the given durationu, and the trust considered for Np to N»is
calculated using Eq. (4),

NodeTrust
N; y N:
_ My =0 AN @/ AN @) (8 /)y #O
0,....,y=0

“

After estimating the trust values for each node, the distance
from the source to the destination node is calculated. For each
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sensor node, the trust-based threshold value is computed with
the following Eq. (5) as,
NodeTrust

TrustThresholdyoge = —————— (5)
Dis tan ce

The threshold values for the node can be calculated by divid-
ing the values of trust with distance. Once the trust based
threshold values have been computed for the sensor node,
then the threshold value is calculated for each path in the
node using Eq. (6),

TrustThresholdpgn, = Z TrustThreshold, 4.

fornodeoton

6)

Therefore, this equation expresses the summation of the
entire node with the threshold value in each path. Finally,
the computed path with the minimum threshold value is con-
sidered as the most trusted and secured path for data routing.

4.3 Dual assurance scheme for data packet security

This section provides the detailed explanation of dual assur-
ance scheme for data packet security. Here, the scheme is
divided into two levels, such as selective forwarding- based
packet validation, and ECC-based packet security. The first
level depicts how the network identifies the selective for-
warding attacks and detects the malicious node. The second
level indicates how it provides the secure routing path for
data packets.

4.3.1 Selective forwarding-based packet validation

The main aim is to plan a scheme that recognizes the selec-
tive forwarding attacks and discovers the malicious nodes.
If a malicious node is recognized, the routing protocol pro-
hibits the suspect node from the routing paths, i.e., after route
selection, the packet information is sent through this path.

Pl ={Type of Data, Size of Data} @)

Herein, PIis the Packet Information, including a type of data,
and Size of data. i.e., when a node receives the data packet,
it verifies the data with PL. If the type of data is not matched,
it is found that the data attack occurs on its previous node. In
this case, the sensor node drops the packet and forwards the
remaining packets to the next node. In selective forwarding
attack, the size of data is not matched with the type of data
in the data packet. Therefore, the node recovers this type of
data from the attacker node. Hence, the packet loss ratios are
minimized.
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4.3.2 ECC-based packet security

When any data is forwarded from one location to another
location on the network, the protocol separates the data file
into the small-sizes for efficient routing. Every packet is indi-
vidually numbered and contains the address of destination
node in the network. The individual packets can be forwarded
from various routes through the network. When the entire
packets are arrived, the packets are reconstructed into the
normal file. Meantime, if there is any intruder in the node,
the packet loss occurs. Therefore, to avoid this, the network
system provides the security mechanism to send the packet
without any data loss. The security mechanism secures the
data from the fraud alert. To protect the information, the sys-
tem makes use of ECC algorithm. By using this algorithm,
data is encrypted before actual routing. After encryption,
original data is protected from unauthorized entities. SHA-
1 Hashing method is used to check the data integrity at the
sensor node, as given in the following steps. The data gener-
ated at the source node is converted into packets. After that,
each packet is encrypted using ECC encryption algorithm.
The hash value is created using SHA-1 hashing algorithm,
for the generated encrypted packet. Accordingly, the network
sends the encrypted packet and its corresponding hash value
through the selected trustful routing path. At each receiving
node in the path, the hash value is calculated for the received
encrypted packet. If new hash values == received hash, then
the data is protected, indicating that the node is not affected
by an attacker.

4.4 Identification of secure routing paths using trust
and Cuckoo search optimization

To effectively transmit the data via the optimal and the secure
routing path [21], CS algorithm [22] is utilized. CS algorithm
is a meta-heuristic algorithm with the familiar concept, par-
asitic brood bird. The CS algorithm is used for selecting the
optimal secure path, and also employed for avoiding numer-
ical malicious available in the sensor node. The goal of the
CS is to find the better solutions to modify the worst solution
in the set of solutions. Accordingly, it expressed that each set
of the solution has only one best solution. The algorithm can
be developed to find more difficult cases in which each set of
solutions has multiple solutions. The CS algorithm deals with
the problem of multi-condition optimization that discards the
black hole, and selective forwarding attack from the node.
Therefore, it is trouble-free to implement the optimization
problems. The goal of CS is to speed up the convergence rate
with its single parameter value.

4.4.1 Solution encoding

This section describes the solution representation, describ-
ing how the optimal path is selected from the k paths
between the source node and the destination node. There-
fore, the solution can be represented as a vector, given as,
k =1{1,..., k,}where, k,is the total number of solutions or
the paths, generated at random. Hence, the size of the solu-
tion is represented as 1 x k,. The optimal path from the k
generated path can be obtained using CS algorithm based on
the fitness function.

4.4.2 Fitness calculation

Herein, the fitness value can be calculated by considering the
entire threshold path in the network, whereas, the trustable
routing path is selected for forwarding the data packets.
Therefore, by estimating the threshold path, and threshold
node using Eq. (8), the fitness value can be obtained.

Fitness = Z

forall path considered

TrustThresholdpa,  (8)

4.4.3 Algorithmic description

In this section, the following steps describe the CS algorithm,
which is employed to find the best optimal solution for the
given data.

Generation of initial population The first step of CS opti-
mization depicts that each of the time instants; the algorithm
produces one solution from the random set of solution. This
concept can be shown by the following ways such as, each
egg and a cuckoo egg represents a solution and a new solu-
tion in a nest that depicts a set of solutions. Therefore, the
new solutions can be represented in vector form is given as
Y={Y,..., Yy} C)
where, pis the population size. Yis the new solution.

Evaluate its fitness function Once the population is initial-
ized, the fitness value of each solution can be calculated by
the fitness function to attain the best optimal solution. The
fitness of the solution is estimated using Eq. (8). Then, com-
pare the fitness of the new solution with the fitness of solution
in the previous iteration.

Replace the worst solution If the fitness of the new solution
is better than that of the previous, replace the solution with
the new solution. When the fitness value of the new solution
is lower than or similar to the fitness value of the existing
solution, then it remains unchanged. Else if the fitness value
of the new solution is higher than the randomly selected set
of the solution, the host solution terminates the condition.
The generation of new solutions follows Levy flight [23], as

@ Springer



Cluster Computing

represented in the following Eq. (10).
I+ _ v
YI,7 —Yp + a @ Levy (b) (10)

where, a > 0 is the step size that could be associated with
the extent of the problem of interests. In most of the cases, it
employsa = 1. The product & represents exclusive OR oper-
ations. Equation (10) is the theoretical equation for random
walk function. Thereby, the Levy flight presents a random
walk, when the length of the random step is strained from
the Levy distribution,

Levy ~v = 7", (1 <b<3) (11)

The number of the possible set of solutions is predetermined,
and the host solution identifies that the solution is an unknown
solution with its probability g, € [0, 1]. Then, the host
solution decides whether to terminate the worst solution or
discard the set of solutions to construct the new set of the
solution. This can be done to eliminate the problem of local
optimization. If the condition is not satisfied, the best set of
the solutions with the high quality of solutions will transmit
to the next generation using the Levy’s Flight to achieve the
suitable results for the optimization problem. For ease, the
hypothesis that can be estimated by the fraction g,, of the j
set of solutions are changed by a new set of solutions with
new randomly selected solutions.

Termination If all the conditions are satisfied, then termi-
nate the entire process and determine the best solution for
the given solution. Otherwise, iterate all the stages until it
becomes satisfied. Thereby, it finds the best optimal solution
for the randomly selected solutions.

5 Function of proposed secure routing path

An overview of system flow, which is composed of two-stage
mechanism, dual assurance scheme for data packet secu-
rity, and identification of secure routing path using trust, and
cuckoo search optimization, is shown in Fig. 3. The main aim
of this system flow is to maximize the network lifespan. The
lifetime of the network is a significant metrics for WSNs, and
also intended to balance the energy consumption for security
purposes.

An overview of system flow, which is composed of two-
stage mechanism, and dual assurance scheme for data packet
security, and identification of secure routing path using trust,
and CS algorithm, is shown in Fig. 3. The main aim of this
system flow is to maximize the network lifespan. The lifetime
of the network is a significant metric for WSNs, to balance
the energy consumption for security purposes.

Network deployment The network is deployed with the
help of sensor nodes and connecting edges to handle the
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routing algorithm effectively. It is denoted as, Network =
{N, E} where, the network is the number of nodes (N) and
number of edges (E). Every node and edges have a unique
ID in WSN.

Selection of source and destination nodes After deploying
the network, use the idea of choosing source node, and the
destination node with the corresponding IDs.

k-path generation Then, generate the k path routing
scheme, which is used for finding the shortest and secure
routing path in a network using two-stage security mecha-
nisms namely, detection of attack node by DP, and trust to
prevent from the malicious node.

Trusted path selection Select the trusted paths that are
based on the minimal threshold value. The dual assurance
scheme is divided into two types, such as selective forward-
ing based packet validation, and ECC based packet security,
which is used to detect and prevent the malicious node, and
transmit the secure data packets.

Finding multi-paths Once the trust is assured, find the pos-
sible number of paths from the source node to the destination
node.

Secure path finding Then, identify the secure routing paths
from the estimated multiple paths using trust and CS algo-
rithm, which is used for finding better routing path for the
security. Therefore, if the trusted path is adequate, then send
the data packet through the trusted path, otherwise select
other trusted paths that are available in the network. If the
packet size is greater than the expected size, then reject the
sensor node, and forward the data straightforwardly from the
previous node to the next node. Otherwise directly forward
the data and terminates the condition. After forwarding the
data, if the previous node is not in the range of next node,
find the common neighbor node, and send the data. Else, send
the data to the node and terminate the condition. Finally, it
achieves the better routing path with given mechanism.

Termination If the packet size is greater than the expected
size at the sensor node, reject the node and forward the data
from the previous node to next neighbor node. If not, send
the data until the condition for stop reaches. If the previous
neighbor node is not in the range of next node besides dis-
carding the node, select the common neighboring node and
forward the packet. Otherwise, forward the data and termi-
nate the condition.

6 Results and discussion

This section describes the experimental results of the pro-
posed trustable secure routing path in WSN based on
two-stage security mechanism, and dual assurance scheme,
together with trust and CS algorithm for the identification of
secure routing path.



Cluster Computing

Yes

Network Select Source and
Deployment —— Destination Nodes
v
Generation of k-
Detection of attack |
nodes by Detection
Packet (DP) J
Detection of attack
nodes by trust
" Selective Forwarding-
. based packet validation
‘ J

Previous node 1s
not i the range of
next node

Fig.3 System flow

ECC-based packet |
Security

Source to Destination

Find nmultiple paths from }

Discard Node and If
Send Data Directly Packet size =
from Previous to next expected size at
node node

@ Springer



Cluster Computing

Table 1 Basic simulation parameters

Simulation parameters Values

Comparative methods SFD, E2TRP, Active Trust
100 m x 100 m

Number of nodes available in the network 50-100

Simulation area

Initial energy level 1J
Population size 10
Energy transmitter 0.4541]
Energy receiver 0257
Mobility speed 1 m/s
Simulation time 1800 s

6.1 Experimental setup

In this section, the simulation setup is explained, and then, the
results are presented. Accordingly, the system is built using
Java framework (version JDK 6) on Windows platform. The
NetBeans (version 6.9) is used as a development tool. The
system used Jung tool for creating the network. The system
doesn’t require any specific hardware to run, and some stan-
dard machine has the capability to run the application. Then,
the number of nodes is varied during the experimentation.
Herein, the proposed scheme is predicted through the simu-
lation parameters. The basic parameter values employed in
the simulations are showed in Table 1.

6.2 Performance measures

In this section, the results are compared with existing
approaches, such as, SFD, E2TRP, and Active trust, in terms
of energy consumption, packet delivery ratio, throughput,
and latency.

6.2.1 Energy consumption

Energy consumption of the sensing device must be mini-
mized, and the sensor nodes must be energy efficient, as the
limited energy resource determines their lifetime efficiently.
Energy consumption formula for sending ¢ bit message to a
distance d is given below,

Ery(c,d) = Eejec X c+ Eamp +C X d2 (12)

where, E7, defines the energy loss, while sending the data,
E,jec tepresents the loss of energy transmitter, € is the
amplifier energy, and d is the distance. Energy consumption
formula for receiving a K-bit message is given by,

ERy(c) = Egjec X € (13)

@ Springer

where, Er, defines the energy loss while receiving the data,
c is constant. Therefore, the energy consumption is given as,

Ery(c,d) = ERx(c)+ €amp +c x d* (14)

Equation (14), supports to minimize the energy consumption
in the sensor network, prolonging the lifetime of the network.

6.2.2 Packet delivery ratio (PDR)

The PDR is predicated on the basis of received and gen-
erated packets as recorded within the trace file. In general,
PDR is outlined, because the quantitative relation between
the received packets by the destination and the generated
packets by the supply. The formula for PDR is estimated by
dividing the total number of packets at destination, with total
number of packets generated at source node, and also mul-
tiply the generated result with the percent to obtain suitable
results is shown as below,

ta
PDR = = x 100 (15)

N

where, P DR is the packet delivery ratio, 4 is the total number
of packets at the destination, and #; is the total number of
packets generated at the source code.

6.2.3 Throughput

Throughput defines the number of data transmitted from one
location to another or processed within the given time. It can
be estimated by using the following Eq. (16),

t
Throughput = t—” x 100 (16)

t

where, 7, is the total number of packets delivered at the des-
tination, and ¢, is the total simulation time.

6.2.4 Latency

Latency depicts the time duration among the response and
stimulation or a delay of time between the source and the
target of the physical modification in the system being exam-
ined, which can be estimated using the given Eq. (17) to avoid
the energy loss,

Latency =tg X $; (17)

where, 74 is the time of packets received at the destination,
and s, is the time of packets generated at the source node.



Cluster Computing

Getgah |
b
seetsorce | ““ﬂ_-_ﬁ’__““
— l“u\\ " ‘ ¢ \
Select Destraton [\ \ o
. ¢ % ¢t 0
f P ‘¢
Mpaths 5 N \
— N
seadestentaciet | (@ r £ \K:
N L% | e
i v [ 0 E 11
< | ‘\ 4 \
| sdows ‘ | Ng 1
\ .
9 \

5 3 1

& r

7 \
Message & \

Select Destnation | | \
: | ; v
gt j [N\ | \
o \ : 1
\ f Q \ A
‘ . .‘. NG A
sospmtontuse | @ S S
S ————— v / ‘; . TN&,
N F X 9
Data Routing Pan [’ S r \ 13
| <' [ , ; |4
| °\\ y !
Sand Data Q \ a
L — | d \ |
W

3
A
| seect Source \ s x‘.«
(e | A N
/ ‘. 2 o
o\ ™,
Select Destination | v \ ‘ \
J . g | y
A R

paths [9%, )

(d)

Fig.4 Experimental results. a Network deployment, b source node selection, ¢ destination node, d all path computations

6.3 Experimental results

In this section, the experimental results of the proposed sys-
tem are shown in Figs. 4 and 5. Figure 4a represents the
network deployment, where the sensor nodes are marked red.
Figure 4b and c show the selection of source node, and the
destination node in the network, indicating O as the source
and 12 as the destination node. Figure 4d depicts the compu-
tation of all the paths, which are generated from the process
of node selection.

Figure 5 represents the detection of attack nodes in the
network. Figure 5a shows the results of both black hole,
and selective forwarding attacks, detected by the proposed
system. Figure 5b depicts the secure routing path selection

performed and Fig. 5c represents the skipped path. Figure 5d
shows the path through which the data is forwarded.

6.4 Comparative analysis

Here, the comparative analysis based on the comparison of
existing techniques, such as SFD (selective forwarding detec-
tion), E2TRP (energy efficient and trustable routing proto-
col), Active trust with the proposed approach is explained,
based on the performance evaluation metrics.

In Fig. 6a, the energy consumption for different size of
the network in proposed system and the existing systems
compared is represented. Energy consumption is minimum
in the proposed system because the black hole attacker is
detected before actual data routing and the data is recovered

@ Springer
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Fig.5 Experimental results. a black hole and selective forwarding attack detection, b secure routing path selection, ¢ skipped path, d send data

after a packet drop. When the network size is 8, the energy
consumption for SFD [4], E2TRP [16], and Active Trust [15]
is 145, 119, and 100, while the energy consumption for the
proposed system is 98. When compared with existing system
the energy consumption is low in the proposed system, and
produced better results with high energy efficiency.

Figure 6b shows the latency comparison for different size
of the network in proposed system and existing system. As
shown in the figure, the latency for the proposed system is
in minimum than the other techniques. It is an expression of
how much time it takes for a packet of data to get from one
designated point to another. When the network size is 8, then
the latency for SFD, E2TRP, and Active Trust are 41,500 ms,
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35,900 ms, and, 27,000 ms, while the latency for proposed
system is just 16,000 ms.

Figure 6¢ represents the length of routing paths for dif-
ferent sizes of the network in the proposed system and the
existing systems. In the proposed system, length of rout-
ing path is minimized, so that the energy consumption gets
reduced during data sending. Path length is nothing but the
number of hopes from source to destination in particular
path. If the network size is 8, the path length is 7 for SFD, 5
for E2TRP, 6 for the Active system, and 4 for the proposed
method. Thus, the routing path length is same for active trust
and proposed method.

Figure 6d shows the network lifetime comparison of the
existing and proposed system in the heterogeneous environ-
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ment. The network lifetime increases in the proposed system
because it removes both black hole, and selective forwarding
attack before actual data routing. When the network size is
8, the time at which the system remains alive for existing
approaches, such as SFD, E2TRP, and, active trust is 535,
346, and, 300 s, but in the proposed system, it is 620 s.

Figure 7a shows the analysis of energy efficiency of the
existing and proposed system in the homogeneous environ-
ment. For a homogeneous network, the energy is high in the
proposed system, i.e., when the network size is 8, the time at
which the system remains alive for the existing approaches,
SED, E2TRP, and, Active trust, is 34.8, 50, and, 75 s, but in
the proposed system, it has 160 s.

Figure 7b represents the throughput analysis of the com-
parative techniques. When the network size is 8, the through-
put ratio in the SFD, E2TRP, and, Active trust, is 27, 56.23,
and 38, but, in the proposed system, it is 68. Comparing the
throughput values with that of the existing techniques, it is
low for the proposed method. The PDR in the proposed sys-

tem is in minimal than the existing systems compared, as
shown in Fig. 7c. The PDR analysis shows that, when the
network size is 8, 10, 12, 14, and 16, the PDR of the exist-
ing approaches is much higher. When the existing values are
compared with that of the proposed method, there is a drop
for packet drop ratio, i.e., 86.23, 49.43, 25.5, and 8 for SFD,
E2TRP, Active trust and, proposed system. The PDR of the
proposed system is much lower than the SFD, E2TRP, and
Active trust, and hence, it produced good results with high
energy efficiency in the network, as shown in Fig. 7c.

Table 2 depicts the comparative analysis of existing and
proposed system on the basis of network size, energy con-
sumption, latency, throughput, and PDR. The performance of
the system is tested with the network size 16. For the network
size of 16, the proposed method has the energy consumption
of 160 while the existing methods, such as SFD, E2TRP,
and Active Trust have the energy consumption of 364, 310,
and 280 respectively. The proposed method has the latency of
20,000 on the other hand, the existing methods, such as SFD,
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Table 2 Comparative discussion

Methods Network size Energy consumption Latency Throughput Packet drop ratio
SFD 16 364 45,000 30 96.23

E2TRP 16 310 35,820 62.02 24.3

Active Trust 16 280 23,000 35 24.3

Proposed system 16 160 20,000 85 18

E2TRP, and Active Trust have the latency of 45,000, 35,820,
and 23,000 respectively. The throughput of the proposed
method is 85, and the throughput of the existing methods,
such as SFD, E2TRP, and Active Trust is 30, 62.02, and 35.
The existing methods, such as SFD, E2TRP, and Active Trust
have the packet drop of 96.23, 24.3, and 24.3. On the other
hand, the proposed method has the packet drop of 18. From
the Table 2, it can be concluded that the proposed method has
the minimum energy consumption, latency, packet drop ratio
and the maximum throughput than the existing methods.

7 Conclusion

This paper focused on detecting and preventing the black
hole and selective forwarding attacks in the WSN. To detect,
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and prevent such type of attacks, this paper proposed two
schemes, named as a two-stage security mechanism, and dual
assurance scheme, for transmitting the data packet securely
in the network. Moreover, this paper identified the untrusted
path and provided secure routing paths using trust and CS
algorithm, with active trust scheme in the clustered based
sensor networks. This proposed scheme can quickly identify
malicious nodes in the network with high energy efficiency.
Finally, the avoidance of black holes and selective forwarding
attack is done by the proposed secure routing scheme, which
maximizes the ratio of packet delivery. The proposed system
provides various features that are helpful in the real-time
applications of WSN. For instance, it has maximal accuracy,
minimal energy loss, ease of use, privacy, and reliability.
These are very essential as they easily analysis to use in
risk management, and assessment of the system as well as



Cluster Computing

providing data packet, and secure routing path. Therefore,
the experimental result shows that the proposed system is
better than existing work in terms of energy consumption,
latency, path length, Network lifetime in the heterogeneous
and homogeneous network, throughput, and packet drop
ratio. From the results, it is observed that the proposed sys-
tem yields better performance with 20,000 ms latency power,
and 85% throughput with maximum network size.
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