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A practical quadratic residues based scheme for authentication

and privacy in mobile RFID systems
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5. Conclusion and future work

In this paper we have a proposed a novel approach toauthentication and privacy
in RFID systems based on un-ique quadratic residues. The proposed approach
addresses the 3 main drawbacks of current schemes - robust secu-rity, EPC
Class-1 Gen-2 compliance and suitability for mo-bile/wireless environments.
The proposed approach can successfully validate the tag, reader and back-
end server in a RFID system as legitimate parties and is cheaper than other
quadratic residues based methods. Our collaborative authentication scheme
is suitable for mobile/wireless reader environments where secure channel
assumptions are invalid. Importantly, our proposed scheme is suited

to the computational constraints of EPC Class-1 Gen-2 pas-sive RFID tags as
it only uses the modular squaring, CRC and PRNG functions that passive
RFID tags are capable of and does not require the implementation of hash
functions on RFID tags. This differentiates the proposed approach from the
schemes proposed by Chen et al. [10] and Yehet al. [11].
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