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a b s t r a c t
With the advent of smart homes, smart cities, and smart everything, the Internet of Things (IoT) has
emerged as an area of incredible impact, potential, and growth, with Cisco Inc. predicting to have 50
billion connected devices by 2020. However, most of these IoT devices are easy to hack and compromise.
Typically, these IoT devices are limited in compute, storage, and network capacity, and therefore they are
more vulnerable to attacks than other endpoint devices such as smartphones, tablets, or computers.
In this paper, we present and survey major security issues for IoT. We review and categorize popular
security issues with regard to the IoT layered architecture, in addition to protocols used for networking,
communication, and management. We outline security requirements for IoT along with the existing
attacks, threats, and state-of-the-art solutions. Furthermore, we tabulate and map IoT security problems
against existing solutions found in the literature. More importantly, we discuss, how blockchain, which
is the underlying technology for bitcoin, can be a key enabler to solve many IoT security problems. The
paper also identifies open research problems and challenges for IoT security.
© 2017 Elsevier B.V. All rights reserved.

1. Introduction
With the rapid growth of smart devices and high speed networks, the Internet of Things (IoT) has gained wide acceptance
and popularity as the main standard for low-power lossy networks (LLNs) having constrained resources. It represents a network where ‘‘things’’ or embedded devices having sensors are
interconnected through a private or a public network [1,2]. The
devices in IoT can be controlled remotely to perform the desired
functionality. The information sharing among the devices then
takes place through the network which employs the standard protocols of communication. The smart connected devices or ‘‘things’’
range from simple wearable accessories to large machines, each
containing sensor chips. For instance, the Lenovo smart shoes
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contain chips which provide support of tracking and analyzing fitness data [3]. Similarly, the electrical appliances including washing
machines, and refrigerators can be controlled remotely through
IoT. The security cameras installed for surveillance of a location can
be monitored remotely anywhere in the world.
Apart from the personal use, IoT serves the community needs as
well. Various smart devices which perform diverse functionalities
such as monitoring surgery in hospitals, detecting weather conditions, providing tracking and connectivity in automobiles, and
identification of animals using biochips are already serving the
community specific needs [4]. The data collected through these
devices may be processed in real-time to improve efficiency of the
entire system.
The future significance of IoT is evident due to its application
in everyday life. It continues to grow rapidly due to evolution of
hardware techniques such as improving bandwidth by incorporating cognitive radio based networks to address underutilization
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of frequency spectrum [5,6]. In the literature, the Wireless Sensor Networks (WSNs) and Machine-to-Machine (M2M) or CyberPhysical Systems (CPS) have now evolved as integral components
for the broader term IoT. Consequently, the security problems
related to WSN, M2M, or CPS continue to arise in the context of
IoT with the IP protocol being the main standard for connectivity.
The entire deployment architecture therefore needs to be secured
from attacks which may hinder the services provided by IoT as well
as may pose threat to privacy, integrity or confidentiality of data.
Since the IoT paradigm represents a collection of interconnected
networks, and heterogeneous devices, it inherits the conventional
security issues related to the computer networks. The constrained
resources pose further challenges to IoT security since the small
devices or things containing sensors have limited power and memory. Consequently, the security solutions need to be adapted to the
constrained architectures.
There has been a tremendous effort in recent years to cope
with security issues in the IoT paradigm. Some of these approaches
target security issues at a specific layer, whereas, other approaches
aim at providing end-to-end security for IoT. A recent survey by
Alaba et al. [7] categorizes security issues in terms of application,
architecture, communication, and data. This proposed taxonomy
for IoT security is different from the conventional layered architecture. The threats on IoT are then discussed for hardware,
network, and application components. Similarly, another survey
by Granjal et al. [8] discusses and analyzes security issues for the
protocols defined for IoT. The security analyses presented in [9–11]
discuss and compare different key management systems and cyrptographic algorithms. Similarly, the authors in [12–14] target a
comparative evaluation of intrusion detection systems. An analysis
of security issues for fog computing is presented in [15,16]. A survey by Sicari et al. [17] discusses contributions providing confidentiality, security, access control and privacy for IoT along with the
security for middleware. The authors discuss trust management,
authentication, privacy issues, data security, network security, and
intrusion detection systems. For edge computing based paradigms
including mobile cloud computing, mobile edge computing and
fog computing, the identity and authentication, access control
systems, network security, trust management, fault tolerance and
implementation of forensics are surveyed in [18].
A survey of privacy preserving mechanisms for IoT is given
in [19]. The author describes the secure multi-party computations
to be enforced for preserving privacy of IoT users. The mechanisms of credit checking and attribute based access control are described to be effective solutions for privacy preserving in IoT. Zhou
et al. [20] discuss different security threats and their possible countermeasures for cloud-based IoT. The authors describe identity and
location privacy, node compromising, layer removing or adding,
and key management threats for IoT using clouds. Another survey
by Zhang et al. [21] discusses major IoT security issues in terms
of unique identification of objects, authentication and authorization, privacy, the need for lightweight cryptographic procedures,
malware, and software vulnerabilities. The IOT-a project [22] describes a reference architecture for IoT whose compliance requires
implementation for trust, privacy, and security. The trust model is
expected to provide data integrity and confidentiality while making end-to-end communication possible through an authentication
mechanism. Moreover, to avoid improper usage of data, the privacy model requires defining access policies and mechanisms for
encrypting and decrypting data. The security aspect incorporates
three layers corresponding to the services, communication, and
application. Similarly, the Open Web Application Security Project
(OWASP) [23] describes top 10 vulnerabilities for the IoT architecture. These vulnerabilities include insecure interfaces of entities of
the IoT architecture, inappropriate security configuration, physical
security and insecure software/firmware.

Fig. 1. An overview of IoT elements.

In sharp contrast to the survey articles found in the literature,
our main contributions in this article can be summarized as follows:

• A parametric analysis of security threats and their mapping
to possible solutions for IoT.

• Taxonomy and categorization of IoT security issues with respect to its layers, and the countermeasures used to address
these issues.
• Discussion of basic characteristics of the blockchain based
security solutions and analysis of their effectiveness for
securing IoT.
• Future directions highlighting possible solutions for open
IoT security problems.
The rest of the paper is organized as follows. Section 2 delineates the IoT architecture and the security challenges being faced
at each layer of the protocol stack deployed by IoT. Section 3
categorizes the main security issues, whereas, Section 4 analyzes
and describes a mapping of the solutions proposed. Various solutions related to blockchain security are discussed and analyzed in
Section 5. In Section 6, we discuss the research challenges posing
main hindrance to IoT security and their possible solutions before
concluding the paper in Section 7.
2. IoT architecture and security challenges
A typical IoT deployment contains heterogeneous devices with
embedded sensors interconnected through a network, as shown in
Fig. 1. The devices in IoT are uniquely identifiable and are mostly
characterized by low power, small memory and limited processing
capability. The gateways are deployed to connect IoT devices to the
outside world for remote provision of data and services to IoT users.
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2.2. Security requirements for IoT
For a secure IoT deployment, various mechanisms and parameters need to be reckoned with as described below.
2.2.1. Data privacy, confidentiality and integrity
As IoT data travels through multiple hops in a network, a proper
encryption mechanism is required to ensure the confidentiality of
data. Due to a diverse integration of services, devices and network,
the data stored on a device is vulnerable to privacy violation by
compromising nodes existing in an IoT network. The IoT devices
susceptible to attacks may cause an attacker to impact the data
integrity by modifying the stored data for malicious purposes.

Fig. 2. Common IoT standards and protocols.

2.1. IoT protocols and standards
Fig. 2 depicts a layered architecture with the common IoT
protocols used for applications & messaging, routing/forwarding,
physical devices and those for key management and authentication. It includes the standards and protocols for the commonly used
low rate wireless personal area networks (LR-WPANs) [24], and the
recently evolved protocols for the low power wide-area-network
(LPWAN) based protocols.
For LR-WPANs, the IEEE standard 802.15.4 describes two lowlevel layers: Physical Layer and the Medium Access Control (MAC)
layer. The physical layer specification is related to communication
over wireless channels having diverse frequency bands and data
rates. The MAC layer specification is related to mechanisms for
channel access as well as for synchronization. Due to a small size
of maximum transmission unit (MTU) used by the IEEE 802.15.4
standard, an IPv6 over low-power wireless personal area network
(6LoWPAN) adaptation layer is incorporated above the link layer
in order to enrich sensor node with IP based communication
capabilities. Each device in IoT is uniquely identified by an IPv6
network address. The Routing Protocol for Low-Power and Lossy
Networks (RPL) [25] is used to support 6LoWPAN environments.
The RPL standard supports point-to-point traffic as well as the
communication between multi-points and single point.
Due to a limited payload, the application design in IoT incorporates User Datagram Protocol (UDP) [26] for communication as it is
considered to be more efficient and less complex than TCP. Moreover, the UDP header compression may be performed for a better
utilization of the limited payload space [27]. For control messages,
such as specifying unreachable destination, and neighbor discovery, the Internet Control Message Protocol (ICMP) [28] is used
by 6LoWPAN. The Constrained Application Protocol (CoAP) [29]
provides a request–response based model for low-power lossy
networks existing in constrained environments. The CoAP protocol
supports asynchronous message communication and also provides
HTTP mapping to access IoT resources through HTTP.
The LPWAN allows for a long range communication of ‘‘things’’
in IoT. In contrast to a wireless WAN which requires more power
to work with a high bit-rate, it supports low-power communication with low bit-rate. The LPWAN uses LoRaWAN protocol for
communication between gateways and the end devices while supporting varying data rates in a network of battery operated things.
Similarly, the narrow-band IoT (NB-IoT) is a 3GPP protocol for
communication in LPWANs to provide indoor coverage while using
LTE spectrum. The Weightless protocol uses three different standards for communication in LPWAN to support uni-directional, bidirectional and low-power modes, respectively.

2.2.2. Authentication, authorization and accounting
To secure communication in IoT, the authentication is required
between two parties communicating with each other. For privileged access to services, the devices must be authenticated. The
diversity of authentication mechanisms for IoT exists mainly due
to the diverse heterogeneous underlying architectures and environments which support IoT devices. These environments pose a
challenge for defining standard global protocol for authentication
in IoT. Similarly, the authorization mechanisms ensure that the access to systems or information is provided to the authorized ones. A
proper implementation of authorization and authentication results
in a trustworthy environment which ensures a secure environment
for communication. Moreover, the accounting for resource usage,
along with auditing and reporting provide a reliable mechanism
for securing network management.
2.2.3. Availability of services
The attacks on IoT devices may hinder the provision of services
through the conventional denial-of-service attacks. Various strategies including the sinkhole attacks, jamming adversaries or the
replay attacks exploit IoT components at different layers to deteriorate the quality-of-service (QoS) being provided to IoT users.
2.2.4. Energy efficiency
Th IoT devices are typically resource-constrained and are characterized with low power and less storage. The attacks on IoT
architectures may result in an increase in energy consumption
by flooding the network and exhausting IoT resources through
redundant or forged service requests.
2.3. Single points of failure
A continuous growth of heterogeneous networks for the IoTbased infrastructure may expose a large number of single-pointsof-failure which may in turn deteriorate the services envisioned
through IoT. It necessitates the development of a tamper-proof
environment for a large number of IoT devices as well as to provide alternative mechanisms for implementation of a fault-tolerant
network.
3. Categorization of security issues
As the IoT paradigm encompasses a wide variety of devices and
equipment ranging from small embedded processing chips to large
high-end servers, it needs to address security issues at different
levels.
A taxonomy of security issues for IoT is given in Fig. 3 along
with publication references related to each issue. We categorize
the security threats with regard to the IoT deployment architecture
as described below.

• Low-level security issues
• Intermediate-level security issues
• High-level security issues
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Fig. 3. A taxonomy of security issues and related publications.

3.1. Low-level security issues
The first level of security is concerned with the security issues
at the physical and data link layers of communication as well as
hardware level, as detailed below.
Jamming adversaries. The jamming attacks on wireless devices in IoT target deterioration of the networks by emitting radio
frequency signals without following a specific protocol [30,31].

The radio interference severely impacts the network operations
and can affect the sending and receiving of data by legitimate
nodes, resulting in malfunctioning or unpredictable behavior of the
system.
Insecure initialization. A secure mechanism of initializing and
configuring IoT at the physical layer ensures a proper functionality
of the entire system without violating privacy and disruption of
network services [32,33]. The physical layer communication also
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needs to be secured in order to make it inaccessible to unauthorized receivers.
Low-level Sybil and spoofing attacks. The Sybil attacks in a
wireless network are caused by malicious Sybil nodes which use
fake identities to degrade the IoT functionality. On the physical
layer, a Sybil node may use random forged MAC values for masquerading as a different device while aiming at depletion of network resources [34,35]. Consequently, the legitimate nodes may
be denied access to resources.
Insecure physical interface. Several physical factors compound serious threats to proper functioning of devices in IoT. The
poor physical security, software access through physical interfaces,
and tools for testing/debugging may be exploited to compromise
nodes in the network [23].
Sleep deprivation attack. The energy constrained devices in
IoT are vulnerable to ‘‘sleep deprivation’’ attacks by causing the
sensor nodes to stay awake [36]. It results in depletion of battery
when a large number of tasks is set to be executed in the 6LoWPAN
environment.
3.2. Intermediate-level security issues
The intermediate-level security issues are mainly concerned
with the communication, routing and session management taking
place at network and transport layers of IoT as described below.
Replay or duplication attacks due to fragmentation. The fragmentation of IPv6 packets is required for devices conforming to
the IEEE 802.15.4 standard which is characterized with small frame
sizes. A reconstruction of the packet fragment fields at the 6LoWPAN layer may result in depletion of resources, buffer overflows
and rebooting of the devices [37]. The duplicate fragments sent by
malicious nodes affect the packet re-assembly, thereby hindering
the processing of other legitimate packets [38].
Insecure neighbor discovery. The IoT deployment architecture
requires every device to be identified uniquely on the network. The
message communication taking place for identification must be
secure to ensure that the data being transmitted to a device in the
end-to-end communication reaches the specified destination. The
neighbor discovery phase prior to transmission of data performs
different steps including the router discovery and address resolution [39]. The usage of neighbor discovery packets without proper
verification may have severe implications along with denial-ofservice.
Buffer reservation attack. As a receiving node requires to reserve buffer space for re-assembly of incoming packets, an attacker
may exploit it by sending incomplete packets [38]. This attack
results in denial-of-service as other fragment packets are discarded
due to the space occupied by incomplete packets sent by the
attacker.
RPL routing attack. The IPv6 Routing Protocol for Low-Power
and Lossy Networks (RPL) is vulnerable to several attacks triggered
through compromised nodes existing in the network [40]. The
attack may result in depletion of resources and eavesdropping.
Sinkhole and wormhole attacks. With the sinkhole attacks,
the attacker node responds to the routing requests, thereby making the packets route through the attacker node which can then
be used to perform malicious activity on the network [41,42].
The attacks on network may further deteriorate the operations of
6LoWPAN due to wormhole attacks in which a tunnel is created
between two nodes so that packets arriving at a node reach other
node immediately [43–45]. These attacks have severe implications
including eavesdropping, privacy violation and denial-of-service.
Sybil attacks on intermediate layers. Similar to the Sybil attacks on low-level layers, the Sybil nodes can be deployed to degrade the network performance and even violate data privacy. The
communication by Sybil nodes using fake identities in a network
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may result in spamming, disseminating malware or launching
phishing attacks [46,47].
Authentication and secure communication. The devices and
users in IoT need to be authenticated through key management
systems. Any loophole in security at network layer or large overhead of securing communication may expose the network to
a large number of vulnerabilities [48–50]. For instance, due to
constrained resources, the overhead of Datagram Transport Level
Security (DTLS) requires to be minimized, and the cryptographic
mechanisms ensuring secure communication of data in IoT must
take into account the efficiency as well as the scarcity of other
resources [51,52].
Transport level end-to-end security. The transport level endto-end security aims at providing secure mechanism so that the
data from the sender node is received by the desired destination
node in a reliable manner [53,54]. It requires comprehensive authentication mechanisms which ensure secure message communication in encrypted form without violating privacy while working
with minimum overhead [55,56].
Session establishment and resumption. The session hijacking
on transport layer with forged messages can result in denial-ofservice [57,58]. An attacking node can impersonate the victim node
to continue the session between two nodes. The communicating
nodes may even require re-transmission of messages by altering
the sequence numbers.
Privacy violation on cloud-based IoT Different attacks which
may violate identity and location privacy may be launched on cloud
or delay tolerant network based IoT [20,59]. Similarly, a malicious
cloud service provider on which IoT deployment is based, can
access confidential information being transmitted to a desired
destination.
3.3. High-level security issues
The high-level security issues are mainly concerned with the
applications executing on IoT as described below.
CoAP security with internet. The high-level layer containing
the application layer is also vulnerable to attacks [60–62]. The Constrained Application Protocol (CoAP) being a web transfer protocol
for constrained device uses DTLS bindings with various security
modes to provide end-to-end security. The CoAP messages follow
a specific format defined in RFC-7252 [29], which need to be encrypted for secure communication. Similarly, the multicast support
in CoAP requires adequate key management and authentication
mechanisms.
Insecure interfaces. For accessing IoT services, the interfaces
used through web, mobile, and cloud are vulnerable to different
attacks which may severely affect the data privacy [23].
Insecure software/firmware. Various vulnerabilities in IoT include those caused by insecure software/firmware [23]. The code
with languages such as JSON, XML, SQLi and XSS needs to be
tested carefully. Similarly, the software/firmware updates need to
be carried out in a secure manner.
Middleware security. The IoT middleware designed to render
communication among heterogeneous entities of the IoT paradigm
must be secure enough for provision of services. Different interfaces and environments using middleware need to be incorporated
to provide secure communication [63,64].
4. Security solutions for IoT
The security threats in IoT exploit vulnerabilities of various
components such as applications/interfaces, network components,
software, firmware, and physical devices, existing at different levels. The users in an IoT paradigm interact with these components
through protocols which may also be dismantled of their security
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Table 1
Mapping of low-level IoT security threats, implications, and solutions.
Sr#

Security issue

Implications

Affected layers

IoT levels

Proposed solutions

References

1

Jamming
adversaries

Disruption and
denial-of-service

Physical layer

Low-level

Measuring signal strength,computing
packet delivery ratio, encoding packets
with error correcting codes, and change of
frequencies and locations

[30,31,66]

2

Low-level Sybil and
spoofing attacks

Network disruption,
denial-of-service

Physical layer

Low-level

Signal strength measurements, and
channel estimation

[34,35,68–70]

3

Insecure
initialization and
configuration

Privacy violation and
denial-of-service

Physical layer

Low-level

Setting data transmission rates b/w nodes,
and introducing artificial noise

[32,33,67]

4

Insecure physical
interface

Privacy violation,
denial-of-service

Hardware

Low-level

Avoiding software/firmware access to USB,
hardware based TPM modules, and
avoiding testing/debugging tools

[23]

5

Sleep deprivation
attack

Energy consumption

Link layer

Low-level

Multi-layer based intrusion detection
system

[36]

Table 2
Mapping of intermediate-level IoT security threats, implications, and solutions below transport layer.
Sr#

Security issue

Implications

Affected layers

IoT levels

Proposed solutions

References

1

Replay or
duplication attacks
due to
fragmentation

Disruption and
denial-of-service

6LoWPAN
adaptation layer,
and network
layer

Intermediatelevel

Introduction of timestamp and
nonce options for protecting
against replay attacks, and
fragment verification through
hash chains

[37,38]

2

Insecure neighbor
discovery

IP Spoofing

Network layer

Intermediatelevel

Authentication using Elliptic
Curve Cryptography (ECC) based
signatures

[39]

3

Buffer reservation
attack

Blocking of
reassembly buffer

6LoWPAN
adaptation layer,
and network
layer

Intermediatelevel

Split buffer approach requiring
complete transmission of
fragments

[38]

4

RPL routing attack

Eavesdropping,
man-in-the-middle
attacks

IPv6 network
layer

Intermediatelevel

Hashing and Signature based
authentication, and monitoring
node behavior

[40,75]

5

Sinkhole and
wormhole attacks

denial-of-service

Network layer

Intermediatelevel

Rank verification through hash
chain function, trust level
management,
nodes/communication behavior
analysis, anomaly detection
through IDS, cryptographic key
management, graph traversals,
and measuring signal strength

[41–45,76–84]

6

Sybil attacks

Privacy violation,
spamming,
Byzantine faults,
unreliable
broadcast

Network layer

Intermediatelevel

Random walk on social graphs,
analyzing user behavior, and
maintaining lists of
trusted/un-trusted users

[46,47,86–89]

7

Authentication and
secure
communication

Privacy violation

6LoWPAN
adaptation layer,
transport layer,
network layer

Intermediatelevel

Compressed AH and ESP, Header
compression and software based
AES, TPM using RSA, SHA1/AES,
hybrid authentication,
authentication with fuzzy
extractor, encryption of payload
dispatch type values with
compressed AH, IACAC using the
Elliptic Curve Cryptography,
distributed logs, and symmetric
homomorphic mapping

[48–
52,92,93,96,99,101,59,20,100]

measures. The countermeasures for security threats address vulnerabilities of this interaction at different layers to attain a specific
security level. The diverse protocols supporting deployment of
components add to the complexity of these countermeasures. A review of major security solutions proposed in the literature is given
in this section. A comparative analysis of the security threats, and
their possible solutions is given for the low-level, intermediatelevel below transport layer, intermediate-level involving transport
layer, and high-level in Tables 1–4, respectively. The comparative
analysis considers the parameters of threats, their implications,

affected layers, corresponding levels and the possible solutions
proposed in the literature.
4.1. Low-level security solutions
For wireless sensor networks, the jamming attacks relate to interference resulting in message collisions or flooding the channels.
An approach for detection of jamming attacks is proposed by Young
et al. [65]. The detection of attacks is made possible by measuring
the signal strength which is then used for extracting noise-like signals. These statistics are then compared with customized threshold
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Table 3
Mapping of intermediate-level IoT security threats, implications, and solutions involving transport layer.
Sr#

Security issue

Implications

Affected layers

IoT levels

Proposed solutions

References

1

Transport level
end-to-end
security

Privacy violation

Transport layer,
and network
layer

Intermediatelevel

DTLS-PSK with nonces, 6LoWPAN Border
Router with ECC, DTLS cipher based on
AES/SHA algorithms, compressed IPSEC,
DTLS header compression, IKEv2 using
compressed UDP, and AES/CCM based
security with identification and
authorization

[53–
56,92,93,102–
105]

2

Session
establishment and
resumption

denial-of-service

Transport layer

Intermediatelevel

Authentication with long-lived secret key,
and symmetric key based encryption

[57,58,106]

Table 4
Mapping of high-level IoT security threats, implications, and solutions.
Sr#

Security issue

Implications

Affected layers

IoT levels

Proposed solutions

References

1

CoAP security with
internet

Network bottleneck,
denial-of-service

Application
layer, and
network layer

High-level and
intermediatelevel

TLS/DTLS and HTTP/CoAP mapping,
Mirror Proxy (MP) and Resource
Directory, TLS-DTLS tunnel and
message filtration using 6LBR

[60–62,108]

2

Insecure interfaces

Privacy violation,
denial-of-service,
network disruption

Application layer

High-level

Disallowing weak passwords, testing
the interface against the vulnerabilities
of software tools (SQLi and XSS), and
using https along with firewalls

[23]

3

Insecure
software/firmware

Privacy violation,
denial-of-service,
network disruption

Application
layer, transport
layer, and
network layer

High-level,
intermediatelevel, and
low-level

Regular secure updates of
software/firmware, use of file
signatures, and encryption with
validation

[23]

4

Middleware
security

Privacy violation,
denial-of-service,
network disruption

Application
layer, transport
layer, and
network layer

High-level,
intermediatelevel, and
low-level

Secure communication using
authentication, security policies, key
management between devices,
gateways & M2M components, service
layer M2M security, transparent
middleware using
authentication/encryption
mechanisms

[63,109,64,110,111]

values for attack detection. Xu et al. [30] suggest an approach
of detecting jamming attacks through computation of successful
packet delivery ratio. The proposed algorithms work by performing
consistency checks on signal strength and locations of the nodes.
Another anti-jamming mechanism using cryptographic functions
and error correcting codes is proposed by Noubir et al. [31]. The
approach works by encoding packets through division into blocks
and interleaving the encoded packet bits. Similarly, the strategies
incorporating channel surfing and spatial retreats are also proposed to cope with jamming attacks [66]. The channel surfing
enables the legitimate communicating devices to change channel
frequencies, whereas, the spatial retreats causes these devices to
change their location while moving to a desired location at some
specific distance.
For a secure physical layer communication, a framework aimed
at secure initialization of IoT is proposed by Pecorella et al. [67]. A
minimum data rate is configured between the sending and receiving nodes to ensure absence of eavesdroppers. Other approaches
of introducing artificial noise [32,33] in signals are also used for
securing the communication.
A malicious Sybil node may use fake MAC values for masquerading as a different device. It can result in resource exhaustion as
well as denial of access to legitimate devices in the network. An
approach of detecting Sybil attacks using signal strength measurements is given by Demirbas et al. [68]. Their approach works by
deploying detector nodes to compute the sender location during
message communication. Another message communication with
the same sender location but different sender identity is implied
as a Sybil attack. The assumptions of the proposed approach
make it applicable to static networks. Other approaches by Chen
et al. [35] and Li et al. [69] use signal strength measurements for

MAC addresses for detecting spoofing attacks. Another approach
by Xiao et al. [34] incorporates channel estimation for detecting
Sybil attacks. The approach uses number of identities and other
parameters related to channel estimation for detecting Sybil nodes.
Similarly, the approach in [70] uses channel response to differentiate between legal users and attackers.
The devices having improper physical security are characterized with having external interfaces providing firmware or software access, and providing vulnerable utility tools such as those for
testing and debugging. The Open Web Application Security Project
(OWASP) provides recommendations to improve physical security
of the devices in IoT [23]. The unnecessary hardware interfaces
such as USBs providing access to the device firmware/software
must be avoided. The testing and debugging tools must be disabled
and hardware based mechanisms such as Trusted Platform Modules (TPMs) should be incorporated to improve physical security.
A framework for mitigating sleep deprivation attacks in wireless sensor networks is described in [36]. The proposed framework
incorporates a cluster based approach where each cluster is divided into several sectors. The energy consumption is reduced by
avoiding long distance communication. The framework performs
intrusion detection with a 5-layers model of the wireless sensor
network. A cluster coordinator contains an extended intrusion
detection system together with the leader nodes and sink nodes
in upper layers of the WSN model. Similarly, the follower nodes
existing in lower layers of the WSN model are equipped with
simple intrusion detection systems.
4.2. Intermediate-level security solutions
The threats arising from replay attacks due to fragmentation
of packets in 6LoWPAN are addressed by adding timestamp and
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nonce options to the fragmented packets [37]. These packets are
added to the 6LoWPAN adaptation layer corresponding to the fragmented packets. The timestamp option and the nonce option work
for the unidirectional and bi-directional packets, respectively. The
64-bit timestamp value in the fragment ensures to eliminate the
redundant advertisements and redirects in the network. The nonce
option ensures that the advertisement is only made to respond to
a fresh solicitation. Similarly, a content-chaining strategy which
ensures an in-order transmission of fragments of IPv6 packets in
6LoWPAN is proposed in [38]. The fragment contents are added to
the hash-chain generation in order to verify the fragments.
A security framework with modules for secure neighbor discovery, authentication, key generation and data encryption is proposed by Riaz et al. [39]. For secure neighbor discovery, the Elliptic Curve Cryptography (ECC) [71] is used. The ECC public key
signatures are used to identify nodes in the neighbor discovery
phase. Both symmetric and asymmetric key management systems
are proposed to be deployed depending upon the application requirements. The encrypted data is then communicated to ensure
node-to-node security.
Through a buffer reservation attack, the reassembly buffer of
a node may be blocked. This attack is mitigated through split
buffer approach [38] which increases the cost of launching attack
by requiring complete fragmented packets to be transmitted in
short bursts. Every node is required to compute the percentage of
completion of a packet and record the behavior of sending fragments. Upon overload, the node can discard the packets with low
percentage or having large variation in fragment sending pattern.
For mitigating adversary attacks during routing through the
IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL),
a security service for authentication of rank and version numbers is proposed by Dvir et al. [40]. The RPL protocol works by
constructing the Directed Acyclic Graph (DAG) with root at any
of the gateways. The version number is updated when a new
version of the destination-oriented DAG is being constructed. RPL
uses ranks for representing the quality of route to the final sink
node. The rank value of a node may be decreased to connect
to the root for eavesdropping. The proposed security mechanism
termed Version Number and Rank Authentication (VeRA) uses the
hash function (SHA [72]), MAC function (HMAC [73] and digital
signature (RSA [74] etc.) for authenticating version numbers and
ranks. Similarly, with RPL, the rank value computed on the basis
of rank of the preferred parent is broadcast to other nodes. The
RPL standard requires the parent node to have lower rank than the
children. An attack proposed by Le et al. [75] sets the malicious
node to select the worse parent instead of the best parent. The
compromised node does not forward the DAO messages, thereby
adding traffic delay during transmission through malicious nodes.
The attack becomes more severe depending upon the forwarding
load of the network area. To mitigate the attack, it is suggested
to monitor node behavior for various parameters including the
messages delivered and the end-to-end delay etc.
To cope with sinkhole attacks in the low-power lossy networks,
a mechanism incorporating failover and authentication techniques
is proposed by Weekly et al. [41]. For rank verification corresponding to a Destination Information Object (DIO) message, a one-way
hash function is used together with a hash chain function. A hash
value generated for a random number selected by the root node is
broadcast through DIO message. The valid nodes on the network
perform further hashing before forwarding messages, whereas,
the compromised nodes communicate the received hash values.
After convergence of routing tree, the root performs a broadcast
of the initially selected random value for verification by individual
nodes. A mismatch at a node implies an unauthentic parent rank
value. Similarly, the parent failover technique augments the DIO
message with a special field signed by the root node. The special

field represents the non-root nodes which are unable to transmit
30% of sensor data at specified intervals. The parents of such nodes
are therefore blacklisted for subsequent communication. Another
approach by Firoz et al. [42] identifies suspicious nodes by analyzing the behavior of the neighbor nodes. It then requires the
suspicious node to be verified as a black hole. Another strategy
to countermeasure sinkhole attacks using different trust levels is
given by Pirzada et al. [43]. Their approach uses different features
of the Dynamic Source Routing (DSR) protocol for detecting and
avoiding the sinkhole and wormhole attacks in wireless networks.
The approach is based on the accuracy and sincerity levels which
are computed by verifying the forwarded packets through some
integrity checks. Similarly, an ad hoc routing protocol [76] incorporating the symmetric cryptography based algorithms is designed
for securing the nodes from the compromised wireless nodes in a
network. Another approach of detecting wormhole attacks in wireless sensor networks works by broadcasting distances estimated
between neighbors [44]. The network distortions are then analyzed to detect wormholes and suspicious neighbor connections.
Another approach suggested by Wazid et al. [45] aims at detecting
sinkhole or wormhole attacks for a hierarchical wireless sensor
network. The entire network is distributed into several clusters
with each cluster containing a high power sensor node which
works for detecting sinkholes for its cluster. Various approaches
using an intrusion detection mechanism for detecting and avoiding
sinkhole attacks are proposed [77,78]. The proposed strategies
incorporate an analysis of network packets, and anomaly detection
using pre-defined rules. Other approaches of wormhole detection
employ the network graphs [79–81], analyzing signal strength
messages [82], or key management systems [83,84].
The Sybil attacks on network layer use pseudo-identities to
mimic multiple unique identities termed as Sybil nodes [85]. These
attacks pose a serious threat to distributed as well as peer to peer
(p2p) systems including IoT. These attacks may also affect defense
against Byzantine faults thereby producing hindrance in reliable
broadcast in the network. For social networks, a trust relationship
is incorporated to limit the creation of Sybil identities. The countermeasures using social graphs make it possible for legitimate nodes
to detect Sybil nodes by traversing the graph through random
walks or using the community detection algorithms [46,86–88].
Similarly, the users’ behavior regarding activities on the network
are analyzed, and subsequently, the users with a fixed pattern of
activities are assumed to be Sybil users [47,46]. For mobile networks, the lists of trusted and untrusted users may be maintained
to detect Sybil nodes [89].
For securing network layer of IPv6 based networks using 6LoWPAN adaptation layer, the compressed formats of Authentication
Header (AH) [90] and Encapsulating Security Payload (ESP) [91]
are proposed in [50]. The 8-bits of the IPv6 addressing header
as per 6LowPAN adaptation layer specification are used to define
header dispatch and addressing types. The compressed headers
are used in communication in two modes: transport mode and
tunnel mode, depending upon the payload encryption. The evaluation of different encryption techniques implemented for the
new proposed security format shows the SHA1 [72] algorithm to
have less time and energy requirements. Similarly, a compressed
format of IPsec is described by Raza et al. [49,92,93] for providing
end-to-end security. The authors use the authentication header
(AH) and the Encapsulating Security Payload (ESP) for providing
security using IPsec. The encodings for AH and ESP headers are
performed using NHC encoding which is defined in HC13 compression mechanism [94]. For authentication and encryption, different
variants of SHA1 and AES are implemented. The bitwise encodings
result in a reduced packet size, however, the proposed approach
incurs overhead in terms of the energy consumption and average
response time.
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Another mechanism for securing network layer of 6LoWPAN
by supporting new dispatch type values is suggested by Granjal
et al. [48]. The authors propose the usage of reserved values of
the payload byte as given in RFC 4944 [95]. The first 3 bits of
the dispatch type values describe the security header and the
usage mode, whereas, the remaining 3 bits describe the types
of 6LoWPAN addressing headers. To extract information from a
packet regarding the cryptographic algorithms and the keys to be
applied for processing the packet, a 2-byte Security Parameters
Index (SPI) is used. In contrast to this approach, Mahalle et al. [51]
propose a protocol for securing IoT against denial-of-service (DoS),
man-in-the-middle, and replay attacks. The DoS attacks may arise
on constrained devices as the attackers may send messages for
utilization of resources. Similarly, the secret keys revealed due
to eavesdropping may result in identity theft due to main-inthe-middle attacks in a networked environment. Moreover, the
identity information or credentials can be replayed by attackers
to affect network traffic. The proposed approach called Identity
Authentication and Capability based Access Control (IACAC) generates secret keys using the Elliptic Curve Cryptography based Diffie
Hellman algorithm. For communication and access, the devices
are mutually authenticated through encryption with secret keys.
A capability based access control is implemented where the capability represents a structure containing access rights and the device
identifier. With the capability based access, the communication
to take place between two devices is first verified. Moreover, the
capability of the device to perform the desired functionality is
checked before the actual operation takes place.
Kothmayr et al. [96,97] describe an approach for end-to-end security using two-way authentication through public key cryptography. A trusted Access Control server is deployed to store access
rights of publishers in the network. The certificate of the publisher
and the Certificate Authority (CA) must exist on the publisher site.
The authentication may be performed via the Trusted Platform
Module (TPM) [98] chips using RSA or through the DTLS pre-shared
keys. With TPMs, the RSA certificates are transmitted in X.509
format. The end-to-end communication is set to take place only
after authentication of subscribers with the Access Control server.
The proposed approach is shown to work with low energy and
memory requirements. Another authentication and authorization
scheme based on multiple factors is proposed by Huang et al. [99].
The proposed scheme incorporates password authentication while
using smart cards. A fuzzy extractor is then used for extracting
secret random string from biometrics. The authentication protocol
supports four major operations related to creation of security parameters, storing registration information in a database, authentication, and modification of authentication credentials. The authors
also suggest a stand-alone authentication mechanism where the
connectivity to the authentication server is not functional.
A distributed framework for secure communication among IoT
networks is proposed by Henze et al. [59]. To protect an IoT
network from a malicious cloud services provider, the proposed
framework allows for configuration of IoT network from a central
location. It logs control messages at multiple locations, in order
to be verified through different gateways. The size of log messages is minimized by removing old messages continuously. The
verification of log messages is then used to indicate malicious
behavior which in turn protects cloud-based IoT from modification, withholding, insertion and reordering of messages. Aimed at
preserving privacy for identity and location on cloud-based IoT, an
authentication mechanism with secure packet forwarding is given
by Zhou et al. [20]. The proposed algorithm uses symmetric homomorphic mapping for delay tolerant networks which lack a consistent end-to-end connectivity thereby requiring the intermediate
nodes to cooperate during transmission of messages. Similarly, a
platform for securing data shared among IoT devices is proposed

403

in the SMARTIE project [100]. The data platform proposed by the
SMARTIE project defines an authentication scheme for accessing
the service along with different libraries for management of cryptographic keys. For providing a secure channel for communication
between IoT devices and cloud, the project defines the light weight
secure CoAP protocol using elliptic curve cryptography. Similarly,
for preserving privacy during data sharing and providing secure
tracking of IoT objects, it includes middleware and location based
services.
For providing end-to-end security, the usage of TLS-PSK is suggested by Brachmann et al. [53] while making communication possible between HTTP and CoAP. This requires message translation
from the DTLS layer and other high-level protocols. Similarly, for
securing multicast messages, an extension of DTLS incorporating
PSK and nonces is suggested to support negotiation of session keys.
For transport level security, a delegated authentication mechanism
is also proposed using the 6LoWPAN Border Router (6LBR) which
intercepts the packets, performs computation for the public key
authentication and forwards the packets [54]. An Access Control
server is incorporated to support authentication between 6LBR
and the sensing devices. The Elliptic Curve Cryptography (ECC)
is employed for implementation of transport level security. The
end-to-end communication is secured with 6LBR negotiating keys
and communicating for other authentication steps between both
the ends. The computation delegated to 6LBR results in better
performance for secure communication despite heavy computations required by ECC. Another framework termed BlinkToSCoAP
for providing end-to-end security in IoT is suggested in [55]. The
proposed framework incorporates lightweight implementations of
CoAP, DTLS, and 6LoWPAN for securing IoT. The DTLS cipher is
based on the 128-bit AES and 26-bit SHA algorithms. On resource
constrained devices, the proposed framework is shown to work
with minimum requirements in terms of RAM size, flash memory
size, and energy consumption. A strategy incorporating header
compression for 6LoWPAN protocol for reducing DTLS overhead
is given by Sinthan et al. [52]. The proposed strategy performs the
DTLS header compression and uses software based AES implementation. The compression strategy improves energy consumption as
well as the network response time.
The RERUM project [104] proposes a framework for Smart City
IoT applications to ensure privacy and security. For developing
trustworthy applications, the data integrity and authentication
based approaches are being adapted. New access control mechanisms for dynamically switchable systems, along with hop-to-hop
and end-to-end authentication are used to secure communication
to/from objects in IoT. It also aims to ensure privacy through
signature schemes and compressive sensing techniques. Another
framework for experimenting with security protocols in an IoTbased infrastructure is implemented in the ARMOUR project [107].
The project aims at vaildation of trust and security for IoT-based
scenarios like Smart City and Healthcare. The ARMOUR experimentation defines the security architecture, establishes testbeds,
executes experiments, and generates certification labels. The experiments can be used to ensure reliable end-to-end connectivity
as well as layer specific security requirements. Similarly, the BUTLER project [105] provides support of context-aware information
systems for IoT systems including smart homes, smart shopping,
smart healthcare, and smart cities. The services implemented in
the project enable reliable communication of IoT objects using context information. The project included lightweight cryptographic
protocols with the aim to improve confidentiality and integrity of
data.
Different header compression techniques have been proposed
for providing transport level end-to-end-security. Raza et al. [103]
describe an approach for compressing DTLS Record and Handshake
headers together with different Handshake messages so as to fit
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within a single MTU of 6LoWPAN. The proposed approach encodes
the header bits for combined encoding of Record and Handshake
byte as well as for individual encoding of Record header after the
Handshake is completed. Similarly, an enhanced version of DTLS
incorporating header compression for securing IoT is presented
in [102]. For UDP based next header compression (NHC), special
05 bits in the DTLS header are used to identify compressed headers,
whereas the remaining 03 bits are used to represent checksum and
ports. Similarly, for the record and handshake headers having size
of 13 bytes and 12 bytes, the proposed strategy compresses the
headers to the size of 05 bytes and 03 bytes, respectively. For CoAP,
the enhancement in DTLS incorporating header compression reduces the DTLS overhead, thereby improving energy consumption
and response time. A lightweight implementation of Internet Key
Exchange (IKE) aimed at improving key management for 6LoWPAN
is proposed by Shahid et al. [56]. The IKE protocol is used by IPSec
for managing keys, however, it is considered to be inappropriate for
resource constrained devices. The authors propose a compressed
version of IKEv2 using a compressed UDP format which may be
recognized as IKE header. Different fields in the IKE header are
compressed while using NHC encoding mechanism. It is also proposed to use protocol ID field in the security association payload of
IKEv2 for the IEEE 802.15.4 link layer security.
A mutual authentication scheme for secure session management using symmetric key based encryption methods is given by
Park et al. [57]. The proposed scheme initially selects a random
number, and performs encryption, and generates a session key
which is subsequently used for encryption of another random
number. The encrypted value is then used for authentication. For
each session, a new session key may be generated without requiring repetition of parameters. Similarly, another method of encryption using hashes for resource-constrained devices supporting
hash functions is also proposed. It works in an efficient manner
due to small overhead of computations. Another scheme of mutual authentication for fog computing based environments having
resource constrained devices is suggested in [58]. The proposed
scheme termed Octopus requires to have a long-lived secret key
which is then used for authentication with any of fog servers.
An adaptation of the HIP Diet Exchange has been used for
improving IoT security by Hummen et al. [106]. By incorporating
an efficient session resumption technique, the overhead of public
key based operations is reduced. The session resumption results
in peers performing heavy operations while initializing the session
establishment. The session state is then stored which subsequently
improves the session resumption with re-authentication. The negotiation required for session resumption may also be integrated
into DTLS and IKEv2.
4.3. High-level security solutions
To secure CoAP based Low-power and Lossy Network (LLN) connected with internet, an approach incorporating TLS and DTLS is
proposed by Brachmann et al. [60]. The proposed approach works
for scenarios where the 6LoWPAN Border Router (6LBR) connects
the LLN with internet in order to access devices remotely. The LLN
nodes are used to provide services to CoAP and HTTP clients. A
mapping of TLS and DTLS is proposed to provide end-to-end security which protects LLNs from internet-based attacks. The mapping
computation when delegated to the resource-constrained devices
may however incur a substantial overhead. Another approach of
securing messages for applications communicating through internet using various CoAP security options is suggested by Granjal
et al. [61]. The new security options related to CoAP are: SecurityOn, SecurityToken and SeurityEncap. The SecurityOn option relates
to protection of CoAP messages at the application level. The SecurityToken option facilitates identification and authorization for

providing access to CoAP resources at the application level. The SecurityEncap option uses configuration of the SecurityOn option and
mainly performs transmission of data required for authentication
and protection against replays. An AES/CCM based security is incorporated for protecting the messages. Using the above options, the
proposed approach is shown to perform well in terms of the packet
payload space, energy consumption and the communication rate.
Similarly, for IoT based on IP networks, a security model with 6LBR
being used for message filtration in order to provide end-to-end
security is suggested in [108]. The TLS-DTLS tunnel can be created
while 6LBR is used for mapping during the handshake. Similarly,
with two hosts sharing a common key, the message verification or
detecting replays is suggested to be performed at the CoAP device.
An energy efficient security model using public key cryptography for IoT based CoAP is proposed by Sethi et al. [62]. The
suggested security model implemented through a prototype uses a
Mirror Proxy (MP) and Resource Directory representing the server
to serve requests during sleep state and the list of resources on the
server (or endpoints), respectively. The MP registers the endpoints,
adds the resources in a resource tree and also stores the public
keys of endpoints. The resources are accessed by clients through
resource identifiers. The public keys is transmitted to the client
which is subsequently used for authentication of data updates. The
prototype implementation is shown to require small amount of
energy for resource-constrained devices.
The OWASP project [23] provides recommendations of countermeasures for securing IoT. To cope with insecure high-level interfaces, the security mechanisms include the configurations which
discourage weak passwords, testing the interface against the wellknown vulnerabilities of software tools (SQLi and XSS), and the
usage of https along with the firewalls. Moreover, the software
or firmware installed on the device should be updated regularly
through an encrypted transmission mechanism. The updated files
should be downloaded from a secure server and these files must be
signed and properly validated prior to installation.
The VIRTUS middleware [63] proposed by Conzon et al. [63]
implements authentication and encryption to secure distributed
applications running in an IoT environment. The middleware uses
an event-drive communication approach while incorporating TLS
and SASL for data integrity, XML stream encryption and validation.
The authentication mechanism ensures data exchange and access
to resources only for authorized users. The VIRTUS middleware
integrated with web services results in implementation of reliable and scalable IoT applications. A semantic framework called
Otsopack [109] acts as a middleware to make heterogeneous implementations interact in a secure manner. For interoperability,
it uses Triple Space Computing (TSC) based semantic format for
interaction between applications running within a virtual space.
For secure data exchange, an Open-ID based security solution is
proposed. An identity provider is used to grant access of limited
data to authorized users.
A middleware server which supports data filtering during communication among heterogeneous IoT environments is proposed
by Liu et al. [64]. The proposed middleware supports efficient
mechanism for naming, addressing, and profiling across heterogeneous environments. The standard authentication, authorization,
and accounting (AAA) features are implemented through a key
hierarchy with keys for root, applications, and services. For service registration, a web-based portal is implemented to provide
access to services only to authorized users. For machine to machine (M2M) communications in the IoT environment, a standard
architecture with different layers for security is proposed [110].
The proposed architecture includes layers for security services
corresponding to security functionality, environment, and abstraction. For M2M service layer security, the resource contents are
suggested to be encrypted along with secure message exchange
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using TLS or DTLS sessions. Another security architecture for IoT
middleware is proposed by Ferreira et al. [111]. It uses standard
encryption methods such as AES to provide data privacy. Similarly,
the end-to-end security and open authentication mechanisms are
implemented. The deployments based on proposed architecture
are able to secure communication for IoT entities including users,
objects, and services.
5. Blockchain solutions for IoT security
Blockchain technology has been foreseen by industry and research community as a disruptive technology that is poised to
play a major role in managing, controlling, and most importantly
securing IoT devices. This section describes how blockchain can
be a key enabling technology for providing viable security solutions to todays challenging IoT security problems. The section first
gives a brief background about blockchain, and then outlines open
research IoT security problems and challenges which blockchain
may provide solutions for. The section also surveys the literature
of blockchain-based solutions for IoT security problems.
5.1. Background
A blockchain is fundamentally a decentralized, distributed,
shared, and immutable database ledger that stores registry of
assets and transactions across a peer-to-peer (P2P) network. It has
chained blocks of data that have been timestamped and validated
by miners. The blockchain uses elliptic curve cryptography (ECC)
and SHA-256 hashing to provide strong cryptographic proof for
data authentication and integrity [112]. Fundamentally, the block
data contains a list of all transactions and a hash to the previous
block. The blockchain has a full history of all transactions and provides a cross-border global distributed trust. Trusted Third Parties
(TTP) or centralized authorities and services can be disrupted, compromised or hacked. They can also misbehave and become corrupt
in the future, even if they are trustworthy now. In blockchain, each
transaction in the shared public ledger is verified by a majority
consensus of miner nodes which are actively involved in verifying
and validating transactions. In a bitcoin network [113], miners
validate the block by computing a hash with leading zeros to meet
the difficulty target. Once transactions are validated and verified by
consensus, block data are immutable, i.e. data can never be erased
or altered. Blockchain can be built as: (1) permissioned (or private)
network that can be restricted to a certain group of participants,
or (2) permission-less or public network that is open for anyone
to join in. Permission blockchains provide more privacy and better
access control.
Fig. 4 depicts a typical design structure of a Blockchain. The
design structure is composed mainly of the block header and
the block body which contains a list of transactions. The block
header contains various fields, one of which is a version number
to track software of protocol upgrades. Also, the header contains
a timestamp, block size, and the number of transactions. Merkle
root field represents the hash value of the current block. Merkle
tree hashing is commonly used in distributed systems and P2P
networks for efficient data verification. The nonce field is used
for the proof-of-work algorithm, and it is the trial counter value
that produced the hash with leading zeros. The difficulty target
specifies the number of leading zeros, and is used to keep the
blocktime approximately 10 min for Bitcoin [114], and 17.5 s for
Ethereum [115]. The difficulty target is adjustable periodically and
is increased (with more leading zeros) as the computation power
of hardware increases over time. The blocktime is set by design to
account for the propagation time of blocks to reach all miners, and
for all miners to reach a consensus.
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Bitcoin is one of the first and the most popular applications that
runs on the top of blockchain infrastructure. In general, bitcoin
blockchain has been the underlying platform and technology of
many of todays most popular cryptocurrencies. However, with the
advent of the Ethereum blockchain, which implements smart contracts, the potential use space for blockchain has become endless.
Ethereum blockchain was launched and opened for use to the public in July 2015. Afterward, similar smart-contract blockchain platforms have recently emerged. Those include Hyperledger [116],
Eris [117], Stellar [118], Ripple [119], and Tendermint [120]. As
opposed to bitcoin blockchain which is primarily used for digital
currency transactions, Ethereum blockchain has the ability to store
records, and more importantly run smart contracts. The term smart
contracts was first coined by Nick Szabo in 1994. A smart contract
is basically a computerized transaction protocol that executes the
terms of the contract. In the simplistic definition, smart contracts
are programs written by users to be uploaded and executed on
the blockchain. The scripting or programming language for smart
contracts is called Solidity which is a JavaScript-like language.
Ethereum Blockchain provides EVM (Ethereum Virtual Machines)
which are basically the miner nodes. These nodes are capable of
providing cryptographically tamper-proof trustworthy execution
and enforcement of these programs or contracts.
Ethereum supports its own digital currency called Ether. As in
bitcoin, in Ethereum, users can transfer coins to each other using
normal transactions which get recorded on the ledger, and for such
transactions, there is no need for a blockchain state in bitcoin.
However, for Ethereum to support smart contract execution, a
blockchain state is used, as shown in Fig. 4. A smart contract has
its own account and address, and associated with it is its own executable code and balance of Ether coins. The storage is persistent
and holds the code to be executed on the EVM nodes. EVM storage
is relatively expensive, and for large storage to be uploaded to the
blockchain, another remote decentralized data store like BitTorrent, IPFS, or Swarm can be used. The smart contracts, however,
can hold a validation hash of such remotely stored information.
The possible use cases and applications of smart-contract
blockchain applications are immense and endless, extending from
cryptocurrency and trading to autonomous machine-to-machine
transactions, from supply chain and asset tracking to automated
access control and sharing, and from digital identity and voting
to certification, management, and governance of records, data, or
items [121]. The commercial deployments based on blockchains
are increasing rapidly. For instance, SafeShare [122] has offered
insurance solution using blockchain based on bitcoin. Similarly,
IBM has launched its blockchain framework using Hyperledger
Fabric platform [123]. The framework supports development of
blockchain applications, and in contrast to other frameworks, it
does not require cryptocurrency. The IBM blockchain is being used
commercially in banks, supply chain systems, and cargo shipping
companies.
5.2. Potential blockchain solutions
In the context of IoT, blockchain based on smart contracts is
expected to play a major role in managing, controlling, and most
importantly securing IoT devices. In this section, we discuss and
summarize some of the intrinsic features of blockchain that can be
immensely useful for IoT in general, and IoT security in particular.
Address Space. Blockchain has a 160-bit address space, as opposed to IPv6 address space which has 128-bit address space [112].
A blockchain address is 20 bytes or a 160-bit hash of the public key
generated by ECDSA (Elliptic Curve Digital Signature Algorithm).
With 160-bit address, blockchain can generate and allocate addresses offline for around 1.46 ∗ 1048 IoT devices. The probability
of address collision is approximately 1048 , which is considered sufficiently secure to provide a GUID (Global Unique Identifier) which
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Fig. 4. Blockchain design structure showing chained blocks with header and body fields.

requires no registration or uniqueness verification when assigning
and allocating an address to an IoT device. With blockchain, a centralized authority and governance, as that of the Internet Assigned
Numbers Authority (IANA), is eliminated. Currently, IANA oversees
the allocation of global IPv4 and IPv6 addresses, Furthermore,
blockchain provides 4.3 billion addresses more than IPv6, therefore
making blockchain a more scalable solution for IoT than IPv6.
Lastly, it is worth noting that many IoT devices are constrained in
memory and computation capacity, and therefore will be unfit to
run an IPv6 stack.
Identity of Things (IDoT) and Governance. Identity and Access
Management (IAM) for IoT must address a number of challenging
issues in an efficiently, secure, and trustworthy manner. One primary challenge deals with ownership and identity relationships
of IoT devices. Ownership of a device changes during the lifetime
of the device from the manufacturer, supplier, retailer, and consumer [124,51]. The consumer ownership of an IoT device can be
changed or revoked, if the device gets resold, decommissioned, or
compromised. Managing of attributes and relationships of an IoT
device is another challenge. Attributes of a device can include manufacturer, make, type, serial number, deployment GPS coordinates,
location, etc. Apart from attributes, capabilities, and features, IoT
devices have relationships. IoT relationships may include deviceto-human, device-to-device, or device-to-service. An IoT device
relationships can be deployed by, used by, shipped by, sold by,
upgraded by, repaired by, sold by, etc.
Blockchain has the ability to solve these challenges easily, securely, and efficiently. Blockchain has been used widely for providing trustworthy and authorized identity registration, ownership tracking and monitoring of products, goods, and assets. The
approaches like TrustChain [125] are proposed to enable trusted
transactions using blockchain while maintaining the integrity of
the transactions in a distributed environment. IoT devices are no
exception. Blockchain can be used to register and give identity
to connected IoT devices, with a set of attributes and complex
relationships that can be uploaded and stored on the blockchain
distributed ledger.
Blockchain also provides a trustworthy decentralized management, governance, and tracking at every point in the supply chain
and lifecycle of an IoT device, as depicted in Fig. 5. The supply chain
can include multiple players such as factory, vendor, supplier,
distributor, shipper, installer, owner, repairer, re-installer, etc. As
shown in Fig. 5, keypairs can be changed and re-issued at multiple
points during the lifecycle of an IoT device. Issuance of keypairs
can be done initially by the manufacturer, then by the owner,
periodically after deployment.

Data Authentication and Integrity. By design, data transmitted by IoT devices connected to the blockchain network will always be cryptographically proofed and signed by the true sender
that holds a unique public key and GUID, and thereby ensuring
authentication and integrity of transmitted data. In addition, all
transactions made to or by an IoT device are recorded on the
blockchain distributed ledger and can be tracked securely.
Authentication, Authorization, and Privacy. Blockchain smart
contracts have the ability to provide a de-centralized authentication rules and logic to be able to provide single and multiparty authentication to an IoT Device. Also, smart contracts can
provide a more effective authorization access rules to connected
IoT devices with way less complexity when compared with traditional authorization protocols like Role Based Access Management (RBAC), OAuth 2.0, OpenID, OMA DM and LWM2M. These
protocols are widely used these days for IoT device authentication,
authorization, and management. Moreover, data privacy can be
also ensured by using smart contracts which set the access rules,
conditions, and time to allow certain individual or group of users
or machines to own, control, or have access to data at rest or in
transit. The smart contracts can spell out also who has the right
to update, upgrade, patch the IoT software or hardware, reset the
IoT device, provision of new keypairs, initiate a service or repair
request, change ownership, and provision or re-provision of the
device.
Secure Communications. IoT application communication protocols as those of HTTP, MQTT, CoAP, or XMPP, or even protocols
related to routing as those of RPL and 6LoWPAN, are not secure
by design. Such protocols have to be wrapped within other security protocols such as DTLS or TLS for messaging and application
protocols to provide secure communication. Similarly, for routing,
IPSec is typically used to provide security for RPL and 6LoWPAN
protocols. DTLS, TLS, IPSec, or even the light-weight TinyTLS protocols are heavy and complex in terms of computation and memory
requirements, and complicated with a centralized management
and governance of key management and distributions using the
popular protocol of PKI. With blockchain, key management and
distribution are totally eliminated, as each IoT device would have
his own unique GUID and asymmetric key pair once installed and
connected to the blockchain network. This will lead also to significant simplification of other security protocols as that of DTLS, with
no need to handle and exchange PKI certificates at the handshake
phase in case of DTLS or TLS (or IKE in case of IPSec) to negotiate the cipher suite parameters for encryption and hashing and
to establish the master and session keys. Therefore, light-weight
security protocols that would fit and stratify the requirements for
the compute and memory resources of IoT devices become more
feasible.
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Fig. 5. IoT device lifecycle security management.

5.3. Blockchain and IoT related work

6.1. Resource limitations

In the literature, research work on IoT security and blockchain
is limited, with the majority of work being focused on leveraging blockchain technology to benefit IoT in general. The authors
in [126] have categorized 18 use cases of blockchain, out of which
four cases are for IoT. The four use case categories for IoT include
an immutable log of events and management of access control to
data [127], trading of collected IoT data [128,129], and symmetric
and asymmetric key management for IoT devices [130,131]. The
authors in [124] have laid out the challenges for the identity in
IoT. These challenges primarily include ownership and identity relationships, authentication and authorization, governance of data
and privacy. In Section 5.1, we discussed how blockchain can be a
key enabler for solving these challenges.
The authors in [132] propose a blockchain-based framework
for industrial IoT (or IIoT). The framework enables IIoT devices to
communicate with the cloud as well as the blockchain network.
Each IIoT device is equipped with single-board computer (SBC)
having control and communication interface capabilities for both
cloud and the Ethereum blockchain. IIoT devices are designed to
send data to the cloud for storage and analysis, and send/receive
transactions to other devices on the blockchain network, and also
to trigger executions of smart contracts. As a proof of concept, the
authors implement a simple platform using Arduino Uno board and
Ethereum smart contracts and describe briefly how the platform
can be used for machine maintenance and smart diagnostics.
The applications of blockchain smart contracts to IoT are reviewed by Christidis et al. [133]. The authors describe how smart
contracts of blockchain can facilitate and support the autonomous
workflow and the sharing of services among IoT devices, as proposed in [134]. Moreover, the authors argue how IoT can benefit
from blockchain networks in aspects related to billing, e-trading,
shipping and supply chain management. Furthermore, they describe a scenario where blockchain can facilitate the buying and
selling of energy automatically among IoT device like smart meters.
Smart contracts can be used to set user-defined criteria for energy
trading. The authors also describe another scenario for asset tracking of container shipment using smart contracts and IoT.

The resource-constrained architecture of IoT has been a main
hindrance in defining a robust security mechanism. In contrast to
the conventional paradigms, the cryptographic algorithms have to
be limited to work within these constraints. With any broadcasts,
or multicasts required for exchange of keys or certificates, the
storage as well as the energy requirements need to be coped with
in order to provide a successful implementation of security and
communication protocols for IoT. This entails re-designing of these
protocols to be lightweight and energy efficient despite requiring
complex computations along with improvement of energy harvesting techniques [135].

6. Open challenges and future research directions
This section discusses the challenges being envisaged for effective implementation of security for IoT devices.

6.2. Heterogeneous devices
As with heterogeneous devices ranging from small low power
devices with sensors to high-end servers, a multi-layer security
framework needs to be implemented. The framework should initially adapt itself to existing resources, make decisions regarding
selection of security mechanisms at IoT layers before any services
are provided to end-users. Such a dynamically adaptable security
framework requires intelligence, which is subject to the standardization of resources to be deployed in IoT architectures.
6.3. Interoperability of security protocols
For standardizing a global security mechanism for IoT, the protocols implemented at different layers need to interoperate by
providing conversion mechanisms. Within the global mechanism,
an effective combination of security standards at each layer can
then be defined through consideration of architectural constraints.
6.4. Single points of failure
With the heterogeneous networks, architectures, and protocols,
the IoT paradigm becomes more vulnerable to single points of
failure than any other paradigm. A significant amount of research
work yet needs to be carried out to ensure adequate availability of
IoT elements, especially for mission-critical applications. It would
require mechanisms and standards to introduce redundancy while
keeping in view the trade-off between the costs and the reliability
of the entire infrastructure.
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6.5. Hardware/firmware vulnerabilities
With the low-cost and low-power devices becoming ubiquitous, the IoT architecture may become more exposed to hardware
vulnerabilities. It is not just the physical malfunctioning, instead,
implementation of security algorithms in the hardware, routing
and packet processing mechanisms also need to be verified before
deployment in IoT. Any vulnerabilities exploited after deployment
become difficult to detect and alleviate. A standard verification
protocol is therefore an essential requisite for harnessing the IoT
security.
6.6. Trusted updates and management
One of the key open issues for future research is providing
scalable and trusted management and updates of software to millions of IoT devices. Moreover, the issues related to secure and
trusted governance of IoT device ownership, supply chain, and data
privacy are open research problems that need to be addressed
by the research community to foster a wide and massive scale
adoption for IoT. The blockchain technology can be an enabler for
such IoT security solutions. However, the blockchain technology in
itself poses research challenges to be tackled with regards to its
scalability, efficiency, arbitration/regulations, and key collision.
6.7. Blockchain vulnerabilities
Despite providing robust approaches for securing IoT, the
blockchain systems are also vulnerable [136]. The consensus mechanism depending upon the miner’s hashing power can be compromised, thereby allowing the attacker to host the blockchain. Similarly, the private keys with limited randomness can be exploited
to compromise the blockchain accounts. Effective mechanisms
yet need to be defined to ensure the privacy of transactions and
avoid race attacks which may result in double spending during
transactions.
7. Conclusion
Todays IoT devices are insecure and incapable of defending
themselves. This is due to mainly the constrained resources in IoT
devices, immature standards, and the absence of secure hardware
and software design, development, and deployment. The efforts of
defining a robust global mechanism for securing the IoT layers are
also being hampered due to diversity of resources in IoT. In this paper, we survey and review main IoT security issues. We categorize
these issues depending upon the high-level, intermediate-level,
and low-level IoT layers. We discuss succinctly the mechanisms
suggested in the literature for leveraging IoT security at different
levels. A parametric analysis of attacks in IoT and their possible
solutions is also provided. We consider the attack implications
and map them to possible solutions proposed in the literature.
We also discuss how the blockchain can be used to address and
solve some of the most pertaining IoT security problems. The paper
also outlines and identifies future and open research issues and
challenges that need to be addressed by the research community
in order to provide reliable, efficient, and scalable IoT security
solutions.
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