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Network Intrusion Detection System Using Attack Behavior

Classification
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V. CONCLUSIONS

Intrusion detection is an important issue that has received a lot of attention in computer
networks. This paper uses TDDNN neural network to recognize the temporal behavior of
network attacks. Our system captures packets in real time using a packet capture engine
that presents the packets to a preprocessing stage using two pipes. The preprocessing
stage extracts the relevant features for port scan and host sweep attacks, stores the
features in a tapped line of a TDNN, and produces outputs that represent possible attack
behaviors in a pre-specified number of packets. These outputs are used by the
pattern recognition neural networks to recognize the attacks, which are classified, by the
classifier network to generate attack alerts.

DARPA data sets are used to evaluate the systems in terms of recognition capability and
throughput. Test results show that our system detects all types of attacks much faster than
rule-based systems such as SNORT.
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