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Privacy preserving Internet of Things: From privacy techniques

to a blueprint architecture and efficient implementation
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6. Conclusion

In this paper, we present a novel techniques for end-to-end pri-
vacy and security of next generation IoT systems. The proposed
techniques uses an innovative approach wherein each data item
x that is collected from an IoT device is randomly expressed as a
sum of multiple numbers (data addends), such that x = x;+x2+x;
(n > 2), and stored on n data stores that keep only one of the com-
ponents number x;. We also proposed a privacy-preserving data
access scheme that uses the homomorphic properties of the Pail-
lier cryptosystem to allow retrieval of analysed IoT data without
exposing the actual data to any of the servers or the users. We
implemented and demonstrated the feasibility and applicability
of novel IoT privacy preserving techniques and architecture using

the widely used OpenloT platform. Experimental evaluations of the
implemented Privacy-Preserving IoT system using data generated
from IoT devices show that the proposed techniques has insignifi-
cant impact on the overall performance of the IoT system.
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