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User Awareness of Security Countermeasures and Its Impact on

Information Systems Misuse: A Deterrence Approach
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Conclusion

This study makes significant progress toward explain-
ing the relationships between security countermea-
sures, sanction perceptions, and IS misuse. The results
suggest that user awareness of security policies, SETA
programs, and computer monitoring each have some
deterrent effect on IS misuse intention, and this effect
is achieved indirectly through perceived certainty
and/or severity of sanctions. There is also evidence
that the influences of sanction perceptions vary based
on one’s level of morality. From a theoretical per-
spective, the research introduces an extended ver-
sion of GDT and confirms its applicability to the IS
security domain. This study also adds to previous
deterrence-based assessments of security countermea-
sures by measuring GDT’s two main constructs (per-
ceived certainty and severity of sanctions) directly.
Several avenues for future research remain and it is
hoped that this study will stimulate others to extend
this line of research.
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