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5 Conclusions

Combining the concept of location with the merits of key-

insulated systems, we introduced the first location-based

data encryption for WSNs using dynamic keys. Our scheme

allows a sensor node to generate a flexible ciphertext for

some packet composed of many datagrams such that only

the designated data aggregator has the ability to decrypt. To

demonstrate the authenticity of some packet, the data ag-

gregator is capable of revealing an ordinary signature for

public verification. Our proposed protocol is conversion-

free and provides unlimited time periods and random-ac-

cess key-updates. In the proposed scheme, each sensor node

can periodically update its private key while the corre-

sponding public one remains unchanged. The underlining

security assumption of our scheme is based on the well-

known BDHP along with CDHP over elliptic curves. We

also addressed detailed security proofs and precise advan-

tage analyses to show the feasibility of our work.
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