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A Reliable Group Key Management Framework

Using Fuzzy Logic for MANETS
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5. Conclusion and Future Works

In this paper, we proposed a reliable, efficient
and secure group key management framework for
MANETSs. In this framework, a lightweight fuzzy
rule set is used to improve efficiency and eliminate
the dishonest or attacker nodes over a span of time.
Here trust value is determined for each node based
on the direct and indirect observations.

The network is clustered and the cluster head is
elected based on the highest trust vale and lowest
mobility. The procedure for group key management
and handle the attackers described. By simulation
results, we proved that the proposed technique
reduces the complexity and overhead and so leads to
save computing power of each node. A weakness of
using fuzzy logic is that storing the rules database
might involve a significant amount of memory. As a

future work direction, we plan to investigate defence
mechanisms for attacks such as bad-mouthing,
ballot-stuffing, and collusion [25] [26] posed by
dishonest nodes.
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