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V. CONCLUSIONS

Unlimited potential of WSNs has been attracting a great
deal of attention. To ensure a sustainable progress, a high level
of security has to be accommodated. In this paper, we have
surveyed the major security problems exhibited at the different
layers of WSNs and discussed three types of countermeasures
against various attacks. The first is using secure routing to
prevent attacks mainly from the outside. The second is to
mitigate the impact of attacks by efficiently circumventing the
damaged area, in which we have proposed the KAT mobility
model for this purpose. The third incorporates the technique
used in ad hoc networks, in which we have applied PCA
for anormaly detection. Designing countermeasures highly
depends on the nature of WSNs including objective, scale,
and level of interest by the adversaries. The most important
factor in designing the countermeasures for WSNs is the
cost efficiency. Given the fact that the applications of sensor
networks are versatile, it is desired to address the security
in great details and considerations in order to conceive an
effective integrated solution. Although the perfect solution
might not exist, powerful countermeasures would still be a
good deterrent. With advances in sensor technologies, more
security measures can be embedded in sensors and mobile
sinks in the future. Many useful techniques developed in the
fixed/wireless networks or ad hoc networks can be adopted.
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