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A Secure Cloud Computing Based Framework for Big Data

Information Management of Smart Grid
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6 CONCLUSION

In this paper, we have introduced the Smart-Frame, a gen-
eral framework for big data information management in
smart grids based on cloud computing technology. Our
basic idea is to set up cloud computing centers at three hier-
archical levels to manage information: top, regional, and
end-user levels. While each regional cloud center is in
charge of processing and managing regional data, the top
cloud level provides a global view of the framework. Addi-
tionally, in order to support security for the framework, we
have presented a solution based on identity-based cryptog-
raphy and identity-based proxy re-encryption. As a result,
our proposed framework achieves not only scalability and
flexibility but also security features. We have implemented
a proof-of-concept for our framework with a simple

identity-based management for data confidentiality. Our
immediate next step is to also support proxy re-encryption
for the framework.
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