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Conservation of energy in wireless sensor network by

preventing denial of sleep attack
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6. C nclusion

In this paper, we have detailed our proposed defending mechanism against the denial of sleep attack. This
solution is an effective method for preventing this attack as all the nodes sending the synchronization messages will
be validated before those messages are accepted and rejected if the node is not validated. The attacker node cannot
replay the sleep synchronization signal again as its sleep schedule will not be accepted without authentication

Sensor nodes have limited capabilities and resources. More importantly excessive use of resources may result in
a decrease in network lifetime. The mechanism against the denial of sleep attack is authentication of node trying to
send synchronization message. This is done by using zero knowledge protocol. By preventing the denial of sleep
attack we see significant improvement in network life time the x -graph analysis shows the same.
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