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Four Decades of Data Mining in Network and

Systems Management
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5 CONCLUSION

In this paper, we have explained how data mining has
been applied in various network and systems management
operations for the last four decades. For each decade, an
overview of what happened was presented and then few
selected sample cases were explained in detail. Narration of
the selected cases was according to the NSM activities (dis-
covery, monitoring, analysis, reporting, and configuration).
The last section presented a thorough discussion covering
accounts of the mining steps, apparent issues which still
hamper the process and the ongoing frontiers.

The survey revealed that most applications are in intru-
sion/anomaly detection. Other areas include failure (hard-
ware and software) detection and prediction, SPAM classi-
fication, causality and resource prediction and optimization.
Over the decades and across the application areas, the
central role of data mining process has remained the same
—  that is to detect interesting pattern from recorded
data. This is achieved by using various learning meth-
ods and algorithms, which are commonly categorized into
data summarization, classification, clustering, association,
regression and visualization. Other methods and techniques
mainly facilitate these categories. In a mining process, the
methods, techniques and algorithms are used recursively
and iteratively for a specific objective.
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