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CONCLUSION

Intrusion detection continues to be an active research field. Even after 20 years of research, the intrusion detection community still faces
several difficult problems. How to detect unknown patterns of attacks without generating too many false alerts remains an unresolved
problem, although recently, several results have shown there is a potential resolution to this problem. The evaluating and benchmarking
of IDSs is also an important problem, which, once solved, may provide useful guidance for organizational decision makers and end
users. Moreover, reconstructing attack scenarios from intrusion alerts and integration of IDSs will improve both the usability and the
performance of IDSs. Many researchers and practitioners are actively addressing these problems. We expect intrusion detection to
become a practical and effective solution for protecting information systems.
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