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In wireless networks, opportunistic routing (OR) protocols are designed to route data packets towards
their destination with greater reliability than traditional routing schemes. In addition to reliability, nodes’
trustworthiness and willingness to cooperate can also play a significant role in the delivery of packets to
their final destinations. More specifically, nodes in the network may be compromised, experience soft-
ware or hardware failures, or behave maliciously for various reasons. Therefore, it would be beneficial to
model the behavior of malicious or uncooperative nodes and study their effects in a wireless network that
employs OR for communications. In this paper, the behavior of malicious nodes in a wireless mesh net-
work that utilizes unicast opportunistic routing protocols is modeled using Discrete Time Markov Chain
(DTMC). Afterwards, using the proposed model, we introduce a novel approach for the calculation of
packet drop ratio, through which the negative effects of uncooperative nodes can be calculated. Further-
more, a customized version of a black-hole attack is introduced as an example of malicious behavior in
OR protocols; we apply this routing attack to several well-known OR protocols, with the additional use of
network simulation as well as through the proposed analytical technique. Finally, a comprehensive set of
performance evaluation scenarios is designed and applied, with the purpose of investigating the effects of
different parameters on a wireless mesh network that uses OR as a routing approach in the presence of
malicious nodes. Evaluation results indicate that the proposed black-hole attack can significantly down-
grade communication performance, and the proposed model can properly model the effects of malicious
nodes on OR protocols.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

destination, OR methods select a subset of neighbors, known as the
candidate set, as potential next hop forwarders.

Ensuring the reliability of end-to-end packet routing is of signif-
icant importance in wireless networks. Opportunistic Routing (OR)
protocols are a set of unicast or multicast routing protocols de-
signed to address such reliability requirements. As discussed in
[1], the main purpose of OR protocols is to more effectively use
the broadcast nature of packet transmissions in wireless networks.
To be more specific, when a packet is transmitted in wireless net-
works through a specific node, all neighboring nodes that are geo-
graphically located in the transmission radius of the sending node
may receive it. In contrast to traditional routing schemes such as
DSR, AODV, OLSR, etc. [2] which suggested selecting only one node
in each hop of the routing process to operate as the actual next-
hop forwarder and to assist in transmitting the packet towards its
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In OR protocols, the candidate set of each node is selected using
a candidate selection algorithm, and different aspects are consid-
ered to increase the probability of delivering packets to their final
destination. Amongst the nodes in the candidate set, however, one
node will act as the actual next hop forwarder; this node transmits
the packet one hop further on its way towards the destination. This
node is determined by performing a candidate coordination mech-
anism between nodes in the candidate set. Upon transmission of
the packet, such a candidate should wait to receive an acknowl-
edgment from one of its own candidates to ensure that the packet
has been successfully forwarded; otherwise, it tends to retransmit
the packet for the maximum number of predetermined repetitions.
This process increases the likelihood of delivering each packet to
its destination. As mentioned in [1], most of the research in the
area of OR paradigms is focused on different candidate selection
and coordination methods.

Although a tremendous amount of research has been conducted
in the interest of various candidate selection and coordination
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methods for OR protocols [1], the research in this area is still ongo-
ing in terms of security and aspects of trustworthiness. To be more
specific, almost all of the well-known proposed OR protocols oper-
ate following a strong assumption that all nodes in the network are
benign and cooperative nodes. In real world situations, however,
the scenario might be completely different, and nodes may not be-
have as expected when it comes to cooperation in network opera-
tions. This adversarial behavior occurs as a result of varying mali-
cious or selfish intentions, and can have devastating effects on the
performance of communication in wireless networks. For example,
in black-hole attack [3], which is categorized as a Denial of Service
(DOS) attack, malicious nodes seek selection by other nodes in the
network as next-hop forwarders, and attract as many data pack-
ets as possible. Instead of forwarding, however, such nodes will
tend to discard all of the received packets, and decrease network
performance.

To the best of our knowledge, the effects of malicious nodes
in OR protocols have not yet been significantly studied and in-
vestigated. This lack of research has motivated us to propose a
model that demonstrates the behavior of uncooperative nodes in
OR-based wireless mesh networks, in which candidate nodes fol-
low perfect coordination. As explained in [1], perfect coordination
implies a situation in which data packet forwarding through a
highest-priority candidate that has received the packet results in
notification of this transmission to all other candidates, including
the previous-hop; this prevents them from forwarding the same
packet again. The proposed model, which is an extended version
of our previous work [4], is considered a comprehensive approach
for investigating the behavior of adversary nodes in unicast OR
protocols, when such nodes probabilistically prevent collaboration
with benign nodes. In this extension, the proposed model has
been elaborated in greater details. Furthermore, a novel method
and model for calculating the packet drop ratio is proposed. This
makes it possible to more accurately measure the effects of ma-
licious nodes or node failures on data packet drop rates. In addi-
tion, some of the various applications and scenarios that accom-
modate the proposed model including, but not limited to, highly
sensitive networks, underwater sensor networks, and environment
monitoring applications are explained and studied. This demon-
strates the effectiveness with which the proposed model can be
applied to provide an estimation of the network connectivity and
performance in real-world applications. Furthermore, in order to
investigate the effects of different candidate selection algorithms,
the introduced model is applied to four well-known OR proto-
cols. Thus, it becomes possible to investigate the behavior of differ-
ent protocols using the proposed analytical model in the presence
of malicious nodes. Finally, a more comprehensive set of evalua-
tions is performed and studied, creating the possibility of study-
ing the proposed model more extensively under different network
conditions.

Some of the most important contributions of this paper can be
listed as follows.

 First, a novel model to represent the OR-based wireless
mesh network is introduced using Discrete-Time Markov
Chain (DTMC) for use where malicious and uncooperative
nodes exist in the system and prevent data packet forwarding.
A set of scenarios and applications is also provided to indicate
how the proposed model can be applied.
Second, using the proposed model, a new approach for the cal-
culation of packet drop ratio parameter is introduced. Drop ratio
assists in measuring the effects of uncooperative nodes in an
OR-based wireless mesh network.
- Third, a novel version of the black-hole attack is introduced, in
which the malicious node receives a data packet from a pre-
vious hop, drops the packet, and pretends that it has already

forwarded the packet so that other candidates do not repeat
the transmission.

« Fourth, the effects of the proposed model are evaluated by per-
forming a comprehensive set of performance evaluation tests
that consider different network parameters, using both analyti-
cal and simulation results. The evaluation is applied and stud-
ied on four well-known OR protocols.

The remainder of this paper is organized as follows.
Section 2 consists of the most current research in OR methods and
secure routing. Some of the applications of the proposed model
in real-world scenarios are discussed in Section 3. In Section 4,
the proposed DTMC model is elaborated and discussed in greater
detail. An analysis of the proposed model is presented in Section 5,
and results are discussed in Section 6. Finally, Section 7 concludes
the paper and introduces some areas for future research.

2. Related works

Since the presented paper introduces a novel approach to
model the effects of malicious nodes in OR-based wireless net-
works, this is of significant importance for studying the state of
the arts in both areas of OR protocols, as well as in secure routing.
In the following sub-sections, some of the most important research
findings in the mentioned areas are briefly investigated.

2.1. Opportunistic routing protocols

Routing operations in OR protocols, as mentioned in Section 1,
are divided into two major phases, known as candidate selection
and candidate coordination. Therefore, most of the research in such
an area focuses on various methods of performing candidate se-
lection or coordination. Amongst the two, however, candidate se-
lection methods have received more attention from researchers
in recent years. In order to select candidates, some methods re-
quire a global knowledge of the entire network topology, whereas
other techniques only utilize local information. In addition, var-
ious methods use different metrics and parameters in the can-
didate selection process. The quality of communication links be-
tween nodes, geographical location of nodes, and security consid-
erations such as trustworthiness of potential candidates are some
of the most important parameters used for candidate selection.
[1] presents a comprehensive study on different aspects and pro-
tocols of OR protocols.

Extremely Opportunistic Routing (EXOR) [5] is one of the pri-
marily published works in OR protocols; it uses the Expected
Transmission Count (ETX) as a metric for candidate selection. More
information regarding ETX metric, as well as EXOR protocol, will
be discussed in Section 5.1.1. Similar to EXOR, Simple Opportunis-
tic Adaptive Routing Protocol (SOAR) [6] uses the ETX metric for
candidate selection. In SOAR, the shortest path between source
and destination nodes is first calculated using the ETX metric. The
set of candidates is then selected by adding nodes that are close
to such a shortest path. Least-Cost Opportunistic Routing (LCOR)
[7] is another well-known OR protocol that uses the Expected Any-
Path Transmission (EAX) metric for candidate selection. EAX, as
will be discussed in Section 5.1.4, has been developed consider-
ing the characteristics for OR protocols. The authors of LCOR have
proven that this algorithm is capable of finding the optimum set
of candidates by performing an analysis on a network topology
graph. In Opportunistic Any-Path Forwarding (OAPF) [8], nodes are
first forced to select an initial list of candidates using the ETX
metric. Afterwards, the primarily selected nodes will choose their
candidates. In the end, the source node completes the process of
candidate selection using the EAX metric. Similar to LCOR, MTS,
which stands for minimum transmission selection [9], proposes an
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optimum OR protocol using the EAX metric for candidate selec-
tion. More information regarding this protocol will be presented in
Section 5.1.4.

Unlike previously described protocols, which consider only the
quality of links between nodes for candidate selection, there are a
category of other protocols that focus on the geographical location
of nodes. In CBF [10], which was originally proposed as a routing
algorithm for mobile ad-hoc networks, the source node initiates
the routing process by locating its own location information, as
well as that of the destination node, inside the data packet. Af-
terwards, the source node broadcasts such a packet, and neighbor-
ing nodes receiving this packet will forward it towards the destina-
tion, following the timer-based coordination method according to
the distance to the destination as described in [1]. Similarly, POR
[11] selects the candidate set by considering the amount of achiev-
able distance progress through each candidate to the destination.
However, in DPOR [12], a combination of link delivery probability
between nodes and distance progress is used to define a metric for
candidate selection. POR and DPOR algorithms will be investigated
in greater detail in Sections 5.1.2 and 5.1.3. [13] introduced the con-
cept of selecting and changing candidates according to their trust
level in wireless networks. The authors introduced different met-
rics for candidate selection, considering different application re-
quirements. On the other hand, [14] proposed an energy-efficient
OR protocol customized for wireless sensor network environments,
and [15] proposed an OR approach that consider quality of service,
while routing packets towards their destination.

2.2. Security challenges in routing

Apart from reliability requirements, consideration of security
measurements is also of great significance. To be more specific,
even the most reliable routing algorithms will not be able to ef-
fectively operate in the presence of malicious nodes and attackers
in the network. [16] and [17] provided reviews of security chal-
lenges in wireless sensor networks and mobile ad-hoc networks.
Regarding security problems in a wireless network, plenty of re-
search findings have considered cryptography solutions as a de-
fensive mechanism against malicious nodes. Such techniques can
guarantee the safety and integrity of data transmission between
nodes. However, a separate category of misbehavior can be intro-
duced when it comes to node collaboration in hop-by-hop routing.
For example, some malicious nodes may introduce and inject false
information in the network, or prevent collaboration with other
nodes at the required time.

[17] indicated that the most detrimental routing attacks include
impersonation, black-hole, gray-hole and worm-hole attacks. Im-
personation reflects the situation in which the malicious node tries
to contaminate the network using false identities [17]. However,
in black-hole attack, which is a Denial of Service (DoS) attack, the
adversary node tries to attract as many data packets as possible,
and tends to discard all of the packets afterwards. In ad-hoc net-
works, black-hole nodes advertise false routing information, and
try to convince other nodes in the network that they deserve to
be selected as a next-hop node in routing. In a worm-hole at-
tack, two malicious nodes located in different regions collude with
each other and attack the network. Technically, once one of the
malicious nodes receives a data packet, it sends such a packet to
the other region through a private tunnel. The other malicious
node will then replay the packet in the other area. In this sim-
ulation, such nodes are neighbors that are directly connected to
one another, although in reality they are not [18]. In a gray-hole
attack, which is a special variant of black-hole, nodes tend to se-
lectively drop some of the received packets and forward others. In
other words, the malicious node sometimes acts maliciously, and

sometimes not. This makes it more difficult to recognize gray-hole
nodes compared to black-hole ones [17].

2.3. Secure routing enhancements

In order to defend against routing attacks, however, different
methods have been proposed in the literature. For example, trust
and reputation management protocols have been developed with
the purpose of recognizing uncooperative nodes in the network,
and isolating them accordingly. CONFIDANT [19], CORE [20], [21],
and [22] are some of the most important trust and reputation
models that have been proposed that utilize direct/indirect inter-
actions between nodes in a wireless network. Conversely, [23] in-
troduced a trust calculation method for opportunistic networks
that operates by sending Positive Feedback Messages (PFM). A PFM
message is sent by a receiver node to acknowledge the cooperation
of another node in an opportunistic network. Similarly, [24] and
[25] proposed security enhancements in order to detect and isolate
selfish or malicious nodes in an opportunistic networks. Further-
more, [26] proposed a trust-based algorithm for routing packets
to their destination in a more reliable manner, taking into account
nodes’ energy considerations. [27], [28], and [29] presented surveys
in the area of trust management systems in wireless networks.

To the best of our knowledge, there has not been enough work
in the literature to investigate the security aspects of OR proto-
cols. For example, it is interesting to study the effects of malicious
nodes on an OR-based wireless network, and to evaluate how ma-
licious nodes can affect different performance-related parameters.
These considerations have motivated us to propose an analytical
approach that models the behavior of malicious nodes in wireless
mesh networks.

3. Applications of the proposed model

This section includes some of the most important scenarios in
which the proposed model can be applied. To be more specific,
the introduced approach is a general and comprehensive analyti-
cal model that can be utilized in order to assess the performance
of any wireless sensor or mesh network in realistic situations. In
fact, although the focus of this paper is to investigate the behavior
of malicious nodes in OR protocols, the proposed model can be ap-
plied to simulate any hardware and software node failure that can
occur in a wireless network. For example, in a WSN, nodes have a
limited amount of energy, and will crash once their energy is com-
pletely consumed. In this scenario, dead nodes will have a simi-
lar role to malicious nodes in the proposed model, due to the fact
that such nodes will not be cooperating in the packet forwarding
process. On the other hand, as stated in [30] and [31], OR proto-
cols outperform traditional routing protocols when it comes to net-
work performance. Furthermore, traditional routing protocols for
wireless networks can be considered as a special case of OR pro-
tocols, in which each node selects only one node as its next hop
forwarder. Therefore, the introduced model can assist in a realis-
tic study of any wireless network, including malicious behaviors
or node failures. Some applications of the proposed model can be
summarized as follows.

- Highly sensitive networks: As stated in [32] and [33], sensor
networks have been widely used in highly sensitive situations
such as military applications for detecting noise, light, chemi-
cals, explosions, etc. in the area of interest. Consequently, for
such mission critical situations, it is highly important to deploy
a network that is effective and operational in hostile environ-
ments. For example, there is always a possibility that some of
the sensor nodes in the battlefield become compromised or get
destroyed. The proposed model in this paper is able to effec-
tively simulate the existence of compromised/broken sensors in
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a military sensor network. More precisely, the proposed model
can simulate the creation of any number of sensors, when a
proportion of them is not functioning properly. This will cre-
ate the possibility of evaluating the performance of such a net-
work, and in the creation of a network that is tolerant to node
failures, or misbehaviors in adversary environments.
Underwater networks: Underwater sensor networks are a
promising subsection of WSNs with the purpose of exploring
and investigating the world beneath the water’s surface [34].
However, due to the highly dynamic environment and unsta-
ble physical conditions, a suite of more reliable routing pro-
tocols must be designed and developed for underwater sensor
networks. [35] indicated that OR protocols can be appropriate
solutions for addressing the unreliability of such networks, as
they can boost the reliability of communications in noisy and
unstable environments. On the other hand, maintaining and
providing technical support for underwater sensor networks is
a considerably more complex task compared to regular sensor
networks. Moreover, sensors are at high risk of getting dam-
aged or lost in such environments. Therefore, investigating and
studying the effects of malfunctions in such networks before
the actual deployment can assist in a more sophisticated and
realistic sensor deployment. The proposed model in this paper
can effectively simulate the existence of node failures in under-
water sensor networks. It should also be noticed that, using the
introduced analytical model, the extraction of network param-
eters such as packet delivery ratio, drop ratio, hop count, etc.
will be less computationally expensive, and more flexible than
performing network simulations.

Environment monitoring/sensing applications: As cited in
[36] and [37], wireless sensor networks (WSNs) and Internet
of Things (IoT) have been or will be widely used in many ap-
plications including, but not limited to, intelligent transporta-
tion systems, target tracking, manufacturing, wildlife monitor-
ing, data gathering, healthcare systems, and so forth. In each of
the mentioned applications, wireless nodes might fail to con-
nect to other peers, or might be compromised. Therefore, con-
sidering that the proposed protocol in this paper is a general-
purpose model that is applicable in any wireless sensor or
mesh network, it can be used to evaluate the performance of
such networks in realistic situations. This can not only help in
performing risk management, but also in building a more reli-
able, secure, and fault tolerant network.

4. Modeling routing attacks using DTMC in OR protocols

This section describes the proposed model, in which an OR-
based wireless mesh network containing malicious nodes is mod-
eled using DTMC. As explained in [38], the hop-by-hop routing
process of OR methods creates the possibility of modeling an OR-
based wireless mesh network using DTMC, if the coordination
method between candidates is perfect. In the following section, an
overview of modeling OR protocols using DTMC is described, as
presented in [38]. Afterwards, a complementary model is proposed
in Section 4.1 which includes and models the effects of malicious
nodes in OR protocols. Section 4.3 includes more details on how
to calculate transition probabilities between states of DTMC in the
proposed model. Finally, a novel method of calculating packet drop
ratio by malicious nodes is proposed and calculated in 4.4.

4.1. Modeling OR using DTMC

As explained in Section 1, according to the link quality between
the transmitting node in OR protocols and each of its candidates,
some candidates may receive the mentioned packet; otherwise, the
sending node tends to retransmit the packet a certain number of

times if no candidates receive it. Assuming that a perfect coordina-
tion mechanism is applied between candidate nodes, and consid-
ering node priority in the candidate set, only one of the candidates
will forward the packet, while others discard it. This process con-
tinues until the packet successfully reaches its destination, or gets
discarded in a node after being retransmitted for the maximum
number of times.

Routing operations in OR methods can be accurately modeled
using DTMC, according to the characteristics described in the re-
mainder of this section. First of all, DTMC is a memoryless system,
meaning that reaching a specific state in DTMC is independent of
past states. This situation applies to OR protocols in which packet
arrival at any given time is independent of previous hops, and the
current hop attempts to forward the packet to the next hop. Sec-
ond, in DTMC the state of the system changes given probability
values between different states. This is also applicable in OR pro-
tocols, where a probability value for each node in the candidate
set determines whether each candidate will act as the relay node
and will progress the packet. Finally, a DTMC with two absorbing
states is basically similar to an OR protocol with two absorbing
states. Such states can be considered as a Success state, which re-
sembles successful delivery of the packet to its final destination,
and a Fail state, which represents the situation in which a packet
is discarded after a maximum number of retransmissions. For the
purpose of modeling an OR protocol using DTMC, perfect coordi-
nation between candidate nodes should be applied. Furthermore,
each state in the DTMC is defined using a tuple, which contains
the node identifier and the number of occurred retransmissions in
that specific node. The proposed model is valid for an OR contain-
ing any number of candidates or retransmissions, any topology, or
any candidate selection algorithm, as described in [38].

4.2. A DTMC model for black-hole attack

Although the proposed model in [38] is a general model for
assessing the performance of an OR-based mesh network, such a
model is unable to represent realistic scenarios in which the net-
work may contain uncooperative or malicious nodes. More specifi-
cally, there are numerous situations in which nodes do not partic-
ipate in routing operations as expected. This may occur due to a
hardware or software failure, malicious intentions, and so forth. In
this section, we propose a modified model of an OR protocol that
uses DTMC in the presence of uncooperative nodes. It should be
emphasized that a node is considered uncooperative when, for any
reason, it does not collaborate in routing operations according to
the specification of an OR protocol. More specifically, it is possi-
ble to assign a probability value to a malicious node indicating its
ratio of willingness to cooperate. In this paper, however, it is as-
sumed that malicious nodes will always behave maliciously if they
are supposed to take any action. Table 1 contains symbols and no-
tations that are used throughout the entire paper.

The main idea of the proposed model in this paper is the exis-
tence of M malicious nodes in the network. In fact, the focus of the
paper is on modeling black-hole attacks in the network. Similarly,
it would be possible to generalize the model, to encompass any
uncooperative behavior in which the malicious node is assigned
with a probability value regarding its ratio of cooperation. As men-
tioned in Section 2.3, a black-hole node receives all of the data
packets and drops them maliciously. Basically, when a node se-
lects a black-hole node as one of its candidates, it expects the ma-
licious candidate to forward received packets according to its prior-
ity in the candidate set. Surprisingly, however, the malicious node
drops such packets and, following perfect coordination, sends an
acknowledgment message to all other candidates indicating that it
has already forwarded every single packet. Therefore, the previous
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Table 1

Notation and ymbols.
Symbol Description
N Number of nodes in the network
M Number of malicious nodes
K Maximum number of allowed retransmissions
C Maximum number of candidates
CSi, dest Candidate set of node i for destination dest
S Number of states in DTMC
P Transition probability matrix
Q Transition probability matrix between transient states
R Transition probability matrix between transient

and absorbing states
Transition probability matrix between absorbing states

z Transition probability matrix between absorbing
and transient states

\ DTMC's initial state

F Fundamental matrix of Markov process

ID Node identifier

ReTx Number of retransmissions taken place so far

(ID, ReTx) A state in the DTMC

pf’,’])) Transition probability between states (i, j) and (7', j')

[ The iy, priority candidate

linkyop(x, y)  Link delivery probability between nodes x and y

Fig. 1. An example of a DTMC for a linear topology in the presence of a black-hole
node (N=5 M=1,K=3,C=2).

hop and all other candidates will prevent the forwarding of such
packets, and they will be permanently lost.

In order to simply describe the proposed model, a linear topol-
ogy is studied in which N=5, K=3, M=1, and C = 2. In this
simple model, it is also assumed that the distance between all
nodes is equal, and nodes with (ID=0) and (ID=4) are the
source and the destination, respectively. In this scenario, it is also
assumed that a node with (ID = 2) is the only malicious node for
following a black-hole attack. This scenario conveys that the ma-
licious node will drop all of the received packets upon receiving
them. Such nodes can therefore be modeled as absorbing states
in DTMC. More specifically, once the system reaches an absorb-
ing state, it will stay in that state, and no more transitions be-
tween states will occur. Therefore, as shown in Fig. 1, since the
node with (ID = 2) is a packet dropper, neither an attempt to for-
ward the packet towards the destination nor a retransmission will
take place once the system reaches state (2, 0). Considering this, as
well as the existence of M malicious nodes, it would be possible to
calculate the number of states in the system, say S, using Eq. (1).

S=(N-M-1)x (K+1)+M+2 (1)

As shown in Eq. (1), the number of absorbing states will be
equal to M + 2, corresponding to M number of malicious nodes,
one Fail, and one Success state. Furthermore, the number of tran-
sient states in the proposed model would be (N—M —1) x (K +
1). Finally, once all of the states in a DTMC are known, it would
be possible to create a stochastic matrix containing the transition
probabilities between states; using that matrix, we can extract re-
quired network parameters such as packet delivery ratio, drop ra-
tio, etc.

The transition probability matrix P is an S x S matrix in the

form of P = [3 f] which corresponds to the modeled DTMC in

the presence of malicious nodes. This matrix is presented in canon-
ical form in Fig. 2. As observed, P is composed of four different
sub-matrices. Q, which demonstrates the probability of transi-
tioning between transient states, is a matrix with [(N—-M —1) x
(K+1),(N—M-1) x (K+1)] dimensions. Matrix R, which shows
the probability of the transition from transient states to absorbing
states, isa [(N—M —1) x (K+ 1), (M + 2)] matrix. The bottom-left
corner of P, the Z matrix, isa [M+2), (N-M—1) x (K+ 1) ma-
trix, and represents the probability of transitioning between ab-
sorbing and transient states. According to DTMC, logically this ma-
trix is filled with all zero elements; the reason is that once the
system is in an absorbing state, it remains in that state perma-
nently, and no more transitions occur. Finally, I, which is an iden-
tity matrix of [(M +2), (M + 2)] dimensions, demonstrates transi-
tion probabilities between absorbing states.

In some network situations, particularly when the number of
malicious nodes is significant and corresponds with the candidate
selection algorithm, it is possible that all of the candidates for a
specific node will be selected as malicious nodes. In this case, all
of the packets being sent by the sending node will be maliciously
dropped by all of the candidates. More specifically, the probabil-
ity of reaching the destination node, represented as Success state
in DTMC, will be zero. This is due to the fact that no path will
exist between the source and the destination nodes. This scenario
has been depicted in Fig. 3, in which all candidates of node 0, say
nodes 1 and 2, are malicious nodes. In this scenario, regardless of
the number of retransmissions by node 0, all of the sent packets
will be captured and dropped by its candidates, and no packet will
have the chance to arrive at its destination.

4.3. Calculating transition probability matrix

Once all states of the DTMC are recognized and the dimensions
of each matrix is known, it should be possible to calculate the
probability values of each element in P. As previously stated, the
transition probability value between states (i, j) and (7, j/) is de-
fined as pﬁ‘,{j).,) where i and i’ represent node identifiers, whereas
j and j’ stand for the number of occurred retransmissions in each
node. To obtain the probability values, different situations should
be considered, as inspired by [38]. It should also be mentioned that
all of the calculations are independent of any network topology,
and are valid for any OR-based wireless mesh network, regardless
of the number of candidates or retransmissions.

+ Reaching a state corresponding to the highest-priority can-
didate: This case demonstrates the probability of transition-
ing to a state in DTMC that corresponds to the highest-priority
candidate in the candidate set. For example, p((g’.g; or pg*g; in
Fig. 1 is calculated following this rule. This probability value is
basically equal to the link delivery probability between node i
and its highest-priority candidate, say c;, in the candidate set,
as specified in Eq. (2).

Pl o = linkyron (i, €1) (2)
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Fig. 2. The transition probability matrix.

Fig. 3. The DTMC for a linear topology in the presence of two black-hole
nodes (N=5 M=2,K=3,C=2).

» Reaching a state corresponding to other candidates (except
for the highest-priority candidate): In this case, the transition
occurs from state (i, j) to state (i, j') where i’ is not the highest-
priority candidate for node i. This can be calculated using the
link delivery probability between nodes i and ', say linkp,(i,
i"), given that none of the higher-priority candidates have al-
ready received the packet. The probability of this transition in
the state machine can be calculated using Eq. (3).

x—1

piéle,o = Iinkprob(i, Cx) X 1_[(1 - linkPTOb(i’ ct)) 3)

t=1

Reaching a state corresponding to a retransmission or the
Fail state: As described earlier, if no candidates receive a packet
upon transmission, the sending node tends to perform a re-
transmission. This happens for a maximum of K retransmis-
sions. After that, if no candidate receives the packet, it is per-
manently discarded from the network. Eq. (4) is designed to ad-
dress the probability of retransmission or packet failure.

C
t=1

Reaching absorbing states: Finally, in the process of differ-
ent transitions, it would be possible for the system to reach
one of the absorbing states. This is simulated as a situation in

which the packet is discarded after K retransmissions, success-
fully reaches the final destination, or is grabbed by one of the
malicious nodes in the network. All of the demonstrated cases
are shown in the state machine using Fail, Success or (ID, 0)
where ID is the identifier of a malicious node. In this scenario,
the system will stay in the mentioned state, and no other tran-
sition takes place between states. This results in the creation of
an identity matrix, represented as I in the transition probabil-
ity matrix P. Matrix I is created by setting p',::g to 1 where (i, 0)
shows an absorbing state.

4.4. Packet drop ratio calculation

After creating states in DTMC and calculating all probability val-
ues in transition probability matrix P, it will be possible to obtain
different parameters in the network. [38] showed how to calcu-
late different parameters, such as packet delivery ratio, expected
number of transmissions, and hop-count. In our paper, a novel
method for the calculation of another important parameter, known
as packet drop ratio, is introduced. Packet drop ratio is defined as
the number of packets received by uncooperative nodes and ma-
liciously dropped. More precisely, packet drop ratio can be ob-
tained by calculating the probability that each absorbing state cor-
responding to malicious nodes can be reached from an initial state,
and subsequently combining them. Clearly, the initial state in OR
protocols will be related to the source node, which generates data
packets. Eq. (5) shows the initial state of an OR-based DTMC. The
probability of reaching any state from the initial state V after mul-
tiple (h) number of transitions between states can then be calcu-
lated using P".

v=[1 0o .. 0] (5)

If we assume the existence of only one node as a source node
in the network, say a node with ID = 0, it would be necessary to
calculate the probability of reaching each absorbing state related to
malicious nodes. For this purpose, considering the initial state of
the system in Eq. (5), calculating V x P will result in the first row
of the P", This can be used to determine the probability of reach-
ing any absorbing state from the source node. More specifically,
the element (0, BH;) in matrix V x P" will represent the probabil-
ity that the malicious node BH; will receive and drop the packet.
Finally, Eq. (6) is used to calculate the overall ratio of packets being
dropped by all of the malicious nodes. Similarly, as demonstrated
in [38], it becomes possible to determine the probability of reach-
ing Success or Fail states. Such values account for the probability of
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reaching the destination, or failing a packet, respectively.
M
Drop Ratio =) " Dropgy, (6)
i=1
Alternatively, as shown in [38], required parameters can be ob-
tained using the fundamental matrix F of the Markov process.
Eq. (7) shows how to calculate F. In the end, by calculating F x
R, it would be possible to calculate the probability of reaching any
absorbing state from any transient state.

F=(1-Q) (7)
5. Analysis

The proposed DTMC model, which takes into account the be-
havior of malicious nodes, must be evaluated. The model is inde-
pendent of any OR algorithm; however, four well-known OR proto-
cols, EXOR [5], POR [11], DPOR [12], and MTS [9] have been consid-
ered as case studies. A brief explanation of the behavior of each al-
gorithm is presented in the following subsections. All of the men-
tioned algorithms are then evaluated under the effect of different
network parameters, using both the proposed analytical model as
well as the simulation. The proposed model has been implemented
using Java programming language, while all simulations have been
performed through Network Simulator 2 (NS 2.35) [39]. Having
done so, it would be possible to perform the same set of experi-
ments using the analytical model and simulation, and compare re-
sults accordingly.

5.1. OR case studies

As explained earlier, four famous OR protocols have been se-
lected for performance evaluation. Out of these four algorithms,
EXOR and MTS select candidates using link delivery probability be-
tween nodes, where MTS is proven to select the optimum candi-
date set in terms of expected number of transmissions (ETX). The
other two algorithms, POR and DPOR, take the geographical lo-
cation of nodes into account for candidate selection. This way, it
would be possible to compare both categories of OR protocols.

5.1.1. EXOR algorithm

EXOR [5] uses the ETX metric for candidate selection. More
specifically, ETX between nodes i and j is calculated considering
the link delivery probability between such nodes following ETX; ; =
lmkprlm equation. First, EXOR tries to establish the shortest path
between each node and its destination, then finds the first neigh-
bor of each node as a potential candidate in this shortest path. Af-
terwards, if the ETX value from such a candidate to the destination
is smaller when compared to the current node, this candidate will
be added to the candidate set for the current node. This process
is repeated until the maximum number of candidates is selected.
Algorithm 1 provides greater detail on the method of candidate se-
lection used by EXOR, following the work in [5].

5.1.2. POR algorithm

POR [11] is a simple OR protocol that selects the candidate set
for each node by considering only their geographical location. To
be more specific, each node in the network selects the neighbor
resulting in the highest amount of distance progress towards the
destination, and adds this neighbor to its set of candidates. This
process continues until the maximum number of candidates has
been selected, or the number of neighbors is too small to meet
demands. The basic concept behind the POR algorithm is to de-
crease the number of hops required to send a packet, by select-
ing the next closest neighbors to the destination from each node.
Algorithm 2 provides the pseudocode of the POR protocol, as ex-
plained in [11].

Algorithm 1 EXOR Protocol
1: procedure SELECT-CANDIDATES(node, dest, C)
2 C0Stpoge < ETXnode, dest
3: CSnode,dest < ¥
4 while (’CSnode’dm’ < C) and exists(shortestPath(node, dest))

do
5: path < shortestPath(node, dest)
6: cand <« getNeighgour(node, path)
7: if equals(cand, dest) then
8 add (CSpode.dest» dest)
9: cost(dest) < 0
10: else

11: cost(cand) < ETX qng dest

12: if cost(cand) < cost(node) then
13: add (CSpoge. dest - cand)

14: end if

15: end if

16: removeEdge(node, cand);

17: end while
18: end procedure

Algorithm 2 POR Protocol

1: procedure SELECT-CANDIDATES(node, dest, C)

2 Csnode,dest <9

31 while (|CSuoqe dest| < C) and notEmpty (neighbors(node)) do
4 cand <« findBestNeighborByDistanceProgress(node)

5: add (CSyode.dest» cand)
6
7
8
9:

removeEdge(node, cand)
end while
sortByDistanceProgress(CSyoge. dest» Node, dest)
end procedure

5.1.3. DPOR algorithm

Similar to POR, DPOR [12] benefits from the geographical loca-
tion of nodes for its candidate selection. DPOR introduces a metric
known as Expected Distance Progress (EDP), and attempts to estab-
lish a balance between the amount of achievable distance progress
through each neighbor and the link delivery probability between
them. In fact, DPOR suggests candidate selection not only on their
ability to progress the packet towards the destination, but also on
the quality of their links. More details regarding the candidate se-
lection algorithm for DPOR can be found in Algorithm 3, according
to [12].

5.1.4. MTS algorithm

MTS [9] is an OR algorithm that guarantees the selection of the
optimum set of candidates in the context of the expected number
of transmissions between source and destination. MTS uses EAX
as a metric for candidate selection. [1] provided additional infor-
mation on how to calculate the EAX metric. Basically, EAX is cal-
culated recursively, considering multiple possible paths for reach-
ing the destination in an OR-based wireless network. MTS initi-
ates the process of candidate selection from the destination node’s
neighbors, adds the destination node to the candidate set of all
such neighbors, and assigns the cost of each link using the EAX
of each candidate to the destination. Subsequently, the algorithm
iteratively finds the node with a minimum amount of EAX to the
destination, for example bestNode, and adds bestNode and all of its
candidates to the initial candidate set of all bestNode’s neighbors.
Finally, to determine the optimum candidate set, nodes are sorted
in an increasing order using EAX value, and an exhaustive search
is conducted to obtain the candidate set that includes less than or
equal to C candidates. It was proved in [9] that this set contains an
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Algorithm 3 DPOR Protocol
1: procedure SELECT-CANDIDATES(node, dest, C)
candSetEDP « —1
3 neighbors < getNeighbors(node)
4 eligibleNeighbors « ¢
5: for all neighbor in neighbors do
6: if distanceneignpor.dest < diSLaNCepyge gose then
7
8
9

add (eligibleNeighbors, neighbor)
end if
: end for
10: sortByDistance(eligibleNeighbors)
11: while (|CSyoqe dest | < C) and notEmpty eligibleNeighbors) do

12: cand < findBestNeighborByEDP(node)
13: thisSet < (CSpoge. dest | cand)

14: thisSetEDP < EDP(thisSet)

15: if thisSetEDP > candSetEDP then

16: add(CSpoqe.dest- cand)

17: candSetEDP <« thisSetEDP

18: removeEdge (node, cand)

19: end if

20: end while

21:  sortByDistanceProgress(CSyoge dest N0de, dest)

22: end procedure

optimum combination of candidates with regards to the expected
number of transmissions (ETX). More details on the candidate
selection method for MTS protocol is presented in Algorithm 4,
following [9].

Algorithm 4 MTS Protocol
1: procedure SELECT-CANDIDATES(node, dest, C)
2 COStpoge < 0
: nodes < The set of all nodes except dest

3

4 for all node in nodes do

5: if isNeighbor(node, dest) then
6: add(CSp e, dest - dest)
7

8

9

1
cost (node) « Tk (node,dest)

Ky
else
: CSnode.dest < ¥
10: cost (node) < oo
11: end if

12: end for
13: while notEmpty(nodes) do

14: currentNode < minCost (nodes)

15: removeNode (currentNode, nodes)

16: neighbors < getNeighbors(currentNode)
17: for all neighbor in neighbors do

18: add (CSpeighpor,dest - currentNode)

19: for all ¢ in CScyrreneNode,dest 4O

20: add (Csneighbor, dest+ )

21: end for

22: cost (neighbor) < EAX (CSyeighbor. dest» €ighbor, dest)
23: end for

24: end while

25: nodes <— The set of all nodes except dest

26: sortByCost (nodes)

27: for all node in nodes do

28: CSpode,dest < PickBestSetsByMaxSize (CSpeighpor. dest» C)
29: cost(node) < EAX(CSpqge.dest- 10de, dest)

30: end for

31: end procedure

Table 2
Propagation model parameters.
Parameter Value
Py 0.28183815 Watt
Gi, G, L 1
A 3x108
914 MHz
RXThresh 3.652 x 1071° Watt
B 2.7
O 4 6

5.2. Customized Black-hole attack

As explained in Section 2.2, black-hole nodes try to decrease
network performance by attracting and dropping as many data
packets as possible. In this section, a variation of the black-hole
attack is introduced, after customization for OR protocols. In the
proposed version, the malicious node not only tries to drop all of
the received packets, but also prevents other candidates from pro-
gressing the packet. In fact, in conducted simulations, once the ma-
licious node receives the packet, it informs all other candidates (as
well as the previous-hop node) that it has already received and
forwarded the packet. Following perfect coordination, other can-
didates and the previous hop then assume that the packet has
already been transmitted, and they abstain from transmitting or
retransmitting packets. The malicious node, however, drops the
packet and removes it from the network.

5.3. Evaluation settings

Before presenting and exploring evaluation results, it is of sig-
nificant importance to study network parameters and settings. For
instance, in the modeling and simulation of wireless networks, it
is important to select a realistic propagation model. In this paper,
we have selected the shadowing propagation model, as it is possi-
ble to simulate the existence of noise in wireless channels with the
use of this model, as explained in [39]. More details on related pa-
rameters for this model are presented in the following subsection,
followed by a thorough list of network parameters.

5.3.1. Propagation model

As explained in Section 5.3, the shadowing propagation model
is used in this paper for wireless communication between nodes,
and the standard set of parameters is applied following [39], as
shown in Table 2, to simulate communication between nodes in
outdoor environments. Having used the shadowing propagation
model, for every single transmitted packet it would be possible to
calculate the power received from the signal, using Eq. (8) where
d represents the distance, P(d) shows the power received at dis-
tance d, P; stands for the transmitted power, G; accounts for the
transmission antenna’s gain, and G, demonstrates the reception an-
tenna’s gain. Similarly, A is the signal wavelength, 8 is the sys-
tem loss, and X, stands for a Gaussian random variable with zero
mean and standard deviation o 4g. Finally, when a packet is trans-
mitted, if the received power at the receiving node is greater than
or equal to a threshold, say RXThresh, the node can successfully re-
ceive the packet. Therefore, it would be possible to calculate the
delivery probability between nodes x and y at distance d using
Eq. (9) as discussed in [12,39].

P..G.Gr. 22

Po(d)|dB = 10.loglo(m

) + X (8)

link o (x, y) = Probability (P, (d)|dB > 10 logio(RXThresh))  (9)
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Table 3

Simulation parameters.
Parameter Value
Propagation model Shadowing
MAC 802.11
Number of nodes (N) 40
Network field dimension 500 x 500 m?
Number of malicious nodes 6
Maximum number of candidates (C) 3

Maximum number of retransmissions (K) 3

Data payload Size 512 bytes
Transmission rate 5 Packets/Second
Coordination delay 15 ms
Simulation time 1800 s
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Fig. 4. Drop ratio.

5.3.2. Network parameters

Table 3 shows a list of all parameters being used in both ana-
lytical and simulation studies. In order to thoroughly study the ef-
fects of various parameters, three different parameters have been
chosen for experiments including the number of malicious nodes,
node density, and the maximum number of candidates (C). When
all parameters are set to their default value, then changed one
at a time, four different important network evaluation metrics
are calculated and reported. These parameters include drop ratio,
packet delivery ratio, expected number of transmissions, and hop
count.

6. Results

As mentioned in Section 5.3.2, the results of performance eval-
uation for three different parameters are reported in this paper.
For each parameter, evaluations for both analytical and simula-
tion results have been conducted 100 times by randomly chang-
ing the network topology and reporting the average value of all
executions, while considering a confidence interval of 95%. In ad-
dition, all graphs consist of four curves for EXOR, POR, DPOR, and
MTS protocols. Finally, in order to prevent including very similar
graphs in the paper, all plotted figures represent only the results
of analytical studies, although the figures are significantly similar
to simulation results. At the end of each subsection, however, the
mean and the standard deviation of difference for each calculated
parameter between analytical and simulation results is presented
and explained.

6.1. Effect of malicious nodes

This section is presented to investigate the effects of the num-
ber of malicious nodes on different parameters. For this purpose,
the number of malicious nodes changes from 0 to 15, where all
other parameters are set to their default values listed in Table 3. As
we will observe through all figures, malicious nodes can have sig-
nificant and devastating effects on different network parameters.

Delivery Ratio

o 1 2 3 4 5 6 7 8 9 10 " 12 13 14 15
Number of Malicious Nodes

Fig. 5. Packet delivery ratio.

6.1.1. Drop ratio

Fig. 4 shows the packet drop ratio as a function of the number
of malicious nodes. Drop ratio in analytical results has been calcu-
lated using Eq. (6). For simulation results, however, the drop ratio
is calculated by dividing the overall number of dropped packets
through malicious nodes by the total number of generated pack-
ets. Clearly, as the number of malicious nodes increases, the drop
ratio rises as well. This change in ratio occurs because when there
are more malicious nodes in the network, the probability of such
nodes being selected as candidates in all of the protocols increases
and, consequently, more malicious nodes will have the chance to
attack the network by capturing data packets and dropping them
accordingly. Amongst the four protocols, POR demonstrates the
best performance when it comes to exposing packets to malicious
nodes. The focus of POR algorithm is to minimize the number of
hops for every packet. This indicates a reasonable decrease in the
probability of packet receipt by malicious nodes. MTS, which fo-
cuses on optimizing the number of transmissions, ranks second.
Here too, fewer overall transmissions indicate a smaller chance of
capturing packets by malicious nodes, and consequently, a smaller
drop ratio. Finally, DPOR outperforms EXOR through its considera-
tion of nodes’ geographical locations for candidate selection.

6.1.2. Delivery ratio

The delivery ratio of packets is calculated via the method ex-
plained in [38]. Basically, the delivery ratio in the analytical results
is calculated as the probability of receiving the success state from
the initial state. In simulations, however, the delivery ratio is the
percentage of packets being received by the destination node, di-
vided by the total number of generated packets. As observed in
Fig. 5, increasing the number of malicious nodes will result in a
decrease of the delivery ratio for all protocols. This is reasonable,
as an increase in the number of malicious nodes will result in an
increase in the number of packets being captured and dropped.
This will clearly lead to a lower delivery ratio. When comparing
different protocols, it is evident that MTS, which has an optimum
candidate selection algorithm, possesses nearly the highest deliv-
ery ratio. As shown in the previous subsection, POR seems to be
less affected by malicious nodes when compared to other proto-
cols. The reason for its resiliency can be found in its candidate se-
lection algorithm, which attempts to decrease the number of po-
tential hops that can receive packets between the source and the
destination. Similarly, DPOR outperforms EXOR in terms of packet
delivery ratio.

6.1.3. Expected number of transmissions

Fig. 6 shows how a change in the number of malicious nodes
can affect the expected number of transmissions (ETX). As ob-
served, the ETX for MTS is reasonably the lowest value, when com-
pared to other protocols. This behavior is predictable, because MTS
has been proven to minimize ETX value. In contrast, EXOR has the
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9 Table 4
Comparison of results for changing malicious nodes
Evaluated parameter = Measurement EXOR POR DPOR MTS
Drop ratio (%) Average 0.0121  0.0175 0.0141  0.0286
Deviation 0.0086 0.0097 0.0109 0.0125
Delivery ratio (%) Average 0.0759 0.0025 0.0710 0.0026
Deviation 0.0360 0.0021 0.0266  0.0020
ETX Average 0.1809  0.0233 0.2192  0.0289
i Deviation 0.0323  0.0092 0.0339 0.0140
R Hop count Average 0.2643 0.0043 02512 0.0156
brOR - Deviation 0.0467 0.0051 0.0398 0.0072
40 1 ‘2 3 4 5 ‘5 ‘7 ‘B i‘) |‘0 \‘\ 12 1‘3 14 15
Number of Malicious Nodes
1
Fig. 6. Expected number of transmissions. o9l J
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Fig. 7. Hop count.

worst ETX between all four protocols. POR, with its focus on min-
imizing hop count, outperforms DPOR. For all protocols, however,
ETX value slightly decreases as the number of malicious nodes in-
creases. The reason for this observation is that with the presence
of a large number of malicious nodes in the network, a negligible
proportion of packets will have an opportunity to arrive at their
destination. Such packets demonstrate a rare situation, in that the
route between the source and the destination is most likely clear
of malicious nodes and, as shown later in this section, fewer hops
are required to route such packets to their destination. A smaller
hop count will result in fewer overall transmissions and retrans-
missions and, as a result, a lower value for ETX.

6.1.4. Hop count

Fig. 7 shows the effect of changing the number of malicious
nodes in the hop count. As observed, by increasing the number
of malicious nodes, the hop count decreases slightly for all pro-
tocols. As previously explained, this is because an increase in the
number of attackers corresponds with a greater probability that
such nodes may receive and drop data packets. In this scenario,
a smaller number of hops between the source and the destination
indicates a higher probability that packets will reach their desti-
nation, because the probability of having a malicious node in the
path also decreases. When different algorithms are compared, POR
displays the best hop count by considering the closest node to
the destination as the best candidate, even though POR is inca-
pable of delivering a large number of packets to their destination.
MTS ranks second, with an optimal algorithm for candidate selec-
tion. DPOR is the third best algorithm, whereas EXOR ranks as the
worst protocol in terms of the number of hops between source and
destination.

6.1.5. Comparison of analytical and simulation results

This section is allocated for the comparison of conducted ana-
lytical results with simulation results. As observed in Table 4, two
values have been reported for each evaluated parameter, which
represent not only the average of the difference between all points

0 . . . .
300 400 500 600 700 800 900 1000
Network Field Size

Fig. 8. Drop ratio.

in analytical and simulation results, but also their standard de-
viation. In fact, for drop ratio and delivery ratio, reported values
demonstrate a percentage value, whereas absolute values are re-
ported for ETX and hop count. As observed in Table 4, simulation
results are, overall, very close to analytical results, which can be
assumed as a verification for provided analytical results.

6.2. Effect of node density

This subsection studies the effects of changes in node den-
sity on different network parameters. For this evaluation, the di-
mensions of the network area will change from 300 x 300 to
1000 x 1000 m?, while the number of malicious nodes is set to
6 nodes.

6.2.1. Drop ratio

Fig. 8 demonstrates the effect of changes in network size on
packet drop ratio. As observed, by enlarging the field size, the drop
ratio for all protocols increases to a certain level, and starts to de-
crease afterwards. This behavior is reasonable, since with a smaller
network, say 300 x 300 m?, the path between source and destina-
tion is shorter, and packets are not required to travel from many
different hops to reach the destination. This decreases the proba-
bility that malicious nodes may receive data packets. In contrast,
by enlarging the field size, more nodes will become involved in
routing packets towards their destination. This offers greater op-
portunities for malicious nodes to capture more packets. However,
when the network size is too large, say 1000 x 1000 m?, the av-
erage distance between nodes will be reflective of that size; there-
fore, a great deal of packets will become lost in the network as a
result of obstructions in the wireless channel. Therefore, although
malicious nodes may still be selected as potential candidates by
other nodes, fewer packets will successfully reach them, so they
can discard less. A comparison of different protocols shows that
POR is the most resistant protocol against malicious nodes, and
EXOR ranks as the worst.

6.2.2. Delivery ratio
Fig. 9 shows packet delivery ratio as a function of changing
the network field size. Reasonably, by increasing the network size,
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Fig. 9. Packet delivery ratio.
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Fig. 10. Expected number of transmissions.

delivery ratio decreases. This occurs because, first of all, malicious
nodes will be able to capture and drop some of the received data
packets. Second, as the network size extends, the distance between
nodes increases, and the probability of packet loss escalates for all
different protocols. Therefore, fewer packets will have the oppor-
tunity to successfully reach the destination. A comparison of dif-
ferent protocols indicates that MTS acts as the best algorithm for
packet delivery to the destination, whereas EXOR shows the worst
delivery ratio. Interestingly, however, POR almost outperforms both
EXOR and DPOR. The reason, as stated in the previous subsection,
is that POR will try to decrease the number of necessary hops be-
tween the source and the destination. This results in a smaller
probability of receiving packets to malicious nodes compared to
DPOR and EXOR and, as a result, a higher delivery ratio. DPOR still
outperforms EXOR by incorporating both link delivery probability
between nodes, and their geographical information for candidate
selection.

6.2.3. Expected number of transmissions

Fig. 10 shows the expected number of transmissions for all dif-
ferent protocols as a function of network field size. In all proto-
cols, enlarging the network size results in an increase in distance
between source and destination; as a result, packets will need to
travel longer paths to reach their destination. Having longer paths
means that packets must be transmitted or retransmitted more fre-
quently in larger networks, compared to smaller ones. In this sce-
nario, MTS, as expected, performs the best due to its optimum can-
didate selection scheme, and POR ranks second. DPOR and EXOR
rank third and fourth, respectively.

6.2.4. Hop count

The hop count of packets sent between the source and the des-
tination is shown in Fig. 11. As previously explained, a larger net-
work area requires longer paths. Therefore, it is reasonable to have
a higher hop count for larger networks. Taking the POR algorithm
as an example, in a 300 x 300 m? field, packets must travel for less
than 3 nodes to reach their destination, whereas in a 600 x 600 m?

00 700 800 900 1000
Network Field Size

300 400 500

Fig. 11. Hop count.

Table 5
Comparison of results for changing node density.

Evaluated parameter Measurement EXOR POR DPOR MTS

Drop ratio (%) Average 0.0732 0.0686 0.0650 0.0808
Deviation 0.0484 0.0602 0.0632 0.0615
Delivery ratio (%) Average 0.0640 0.0018 0.0582 0.0025
Deviation 0.0504 0.0012 0.0445 0.0017
ETX Average 03535 0.0215 0.3084 0.0245
Deviation 0.2344 0.0146 0.1550 0.0154
Hop count Average 0.3812 0.0187 0.3137  0.0287
Deviation 0.1872  0.0172  0.1147  0.0195
1
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Fig. 12. Drop ratio.

field, the hop count is less than 6; and in a network with an area
of 1000 x 1000 m2, the value is less than 11. Comparing different
protocols also represents a reasonable behavior in which POR has
the lowest hop count, and EXOR has the highest. Similarly, MTS
outperforms DPOR due to its candidate selection algorithm.

6.2.5. Comparison of analytical and simulation results

A comparison of simulation and analytical results following
changes to node density is shown in Table 5. As observed, the aver-
age and standard deviation of changes show that simulation results
are close to analytical ones. This conveys that changes to different
network parameters follow the same trends for both sets of con-
ducted results.

6.3. Effect of candidates

This subsection investigates the effect of the number of candi-
dates on different network parameters. In this scenario, the maxi-
mum number of candidates changes from one to six nodes, while
other parameters are set to their default values, as shown in
Table 3.

6.3.1. Drop ratio
Fig. 12 shows the effect of candidate changes on the packet
drop ratio. The change in the drop ratio for EXOR and DPOR
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Fig. 13. Packet delivery ratio

appears insignificant when the number of candidates is more than
two. More specifically, although the probability of a packet reach-
ing its destination increases with the presence of more nodes in
a candidate set, the probability also increases of a malicious node
being included in the candidate set. POR, however, shows an in-
teresting behavior; an increase in the number of malicious nodes
leads to an increase in packet drop ratio for this protocol. This is
because a small number of candidates, say one node, results in
losing a large number of packets due to packet loss and fading
in the propagation model. In fact, increasing the number of nodes
in the candidate set decreases the chance of packet loss, while at
the same time, increases the likelihood of selecting higher num-
ber of malicious candidates. This will lead to an increase in drop
ratio. MTS reasonably shows results identical to EXOR when there
is only one node in the candidate set. However, with more candi-
dates, MTS’ focus on best candidate selection shows a slight reduc-
tion until the number of candidates is 3, and the trend becomes
almost constant thereafter. Overall, it can be concluded that EXOR
has the highest drop ratio, whereas POR has the lowest value. Sim-
ilarly, in MTS fewer packets can be captured by malicious nodes
compared to DPOR.

6.3.2. Delivery ratio

Packet delivery ratio is shown in Fig. 13. In POR, as discussed
earlier, the probability of packet loss decreases as the number of
candidates is increased, while the algorithm still attempts to re-
duce the hop count by selecting nodes closest to the destination.
Therefore, the reliability of sending packets to their destination in-
creases, resulting in an increase in packet delivery ratio. MTS also
shows a considerable rise in delivery ratio until the number of can-
didates is 3 nodes. After that, the trend of packet delivery ratio
becomes almost constant, similar to EXOR and DPOR algorithms.
Finally, effects of the candidate selection algorithm can be clearly
compared between all protocols. Overall, MTS has been proven to
function as the best algorithm. POR shows a poor delivery ratio
when the maximum number of candidates is less than 3 nodes,
and its performance increases with more nodes in the candidate
set. Finally, DPOR has a higher delivery ratio compared to EXOR,
which is achieved by incorporating geographical information with
link delivery probability between nodes.

6.3.3. Expected number of transmissions

Fig. 14 shows the expected number of transmissions when the
number of candidates is variable. For all protocols, the expected
number of transmissions decreases as the number of candidates
increases. This is reasonable because, as previously explained, hav-
ing more candidates in the candidate set means that the probabil-
ity of packet loss will decrease. Thus, packets will most likely ei-
ther be captured and dropped by malicious nodes, or successfully
sent to the next hop. In either case, the probability of retransmis-
sion decreases, and packets may experience fewer transmissions.

1 2 3 4
Maximum Number of Candidates

Fig. 14. Expected number of transmissions.

Hop Count
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Fig. 15. Hop count.

Table 6
Comparison of results for changing candidates.

Evaluated parameter = Measurement EXOR POR DPOR MTS

Drop ratio (%) Average 0.0150 0.0180  0.0181  0.0233
Deviation 0.0060 0.0133 0.0076 0.0147
Delivery ratio (%) Average 0.1011 0.0040 0.0840 0.0051
Deviation 0.0555 0.0036 0.0416  0.0078
ETX Average 0.2132 0.0552 0.1819  0.0668
Deviation 0.1314  0.0995 0.0958 0.1072
Hop count Average 0.2833 0.0266 0.2350 0.0516
Deviation 0.1676  0.0557 0.1275 0.0884

Here too, MTS shows the best ETX when more than one node ex-
ists in the candidate set whereas EXOR shows the worst value. Fi-
nally, DPOR demonstrates better performance than EXOR.

6.3.4. Hop count

The hop count of packets is represented in Fig. 15. As observed
in POR, an increase in the number of candidates results in a slight
corresponding increase in hop count. This is due to the fact that a
smaller number of candidates leads to greater packet loss in POR;
if some packets reach the destination, they have traveled from a
very short path. As the number of candidates increases, however,
more packets will reach the destination, but packets may need to
travel from more hops. Nevertheless, POR still has the lowest hop
count compared to other protocols, and EXOR shows the worst hop
count. MTS reasonably ranks second, while DPOR operates better
than EXOR but worse than MTS.

6.3.5. Comparison of analytical and simulation results

Finally, Table 6 shows the average and standard deviation of
gaps between simulations as well as analytical results. The values
on the table demonstrate that simulation results are very close to
analytical results, which verifies the correctness of the proposed
model and reported results.
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7. Conclusion

In this paper, the effects of malicious and uncooperative nodes
were studied on opportunistic routing protocols in wireless mesh
networks. More specifically, assuming that nodes in the can-
didate set follow perfect coordination, a new analytical model
was designed and implemented using Discrete-Time Markov Chain
(DTMC) to demonstrate the existence of malicious nodes. Addition-
ally, in order to measure the effect of malicious nodes on the net-
work, a new approach of calculating drop ratio was introduced.
As an example of a malicious behavior, an implementation of a
black-hole attack was introduced, after customization for oppor-
tunistic routing protocols. Finally, a comprehensive set of perfor-
mance evaluation scenarios was designed and conducted, using
both simulation and analytical studies on four well-known oppor-
tunistic routing protocols known as EXOR, POR, DPOR, and MTS. To
summarize, evaluation results demonstrated that malicious nodes
can significantly decrease the performance of wireless networks
by preventing packets from reaching their destinations. Finally, by
comparing results of simulations and analyses, we conclude that
the proposed model is capable of demonstrating the effects of ma-
licious nodes on opportunistic routing protocols. A possible direc-
tion for future works involves extending the proposed analytical
model to include a defensive mechanism against malicious nodes,
using a variation of trust and reputation systems.
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