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A Practical Framework for Privacy-Preserving Data Analytics
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7. CONCLUSION AND DISCUSSION

‘We have proposed a practical framework for privacy-preserving
data analytics by sampling a fixed number of records from each
user. We have presented two solutions, i.e. SRA and HPA, which
implement the framework with different sampling techniques. Our
solutions do not require the input data be preprocessed, such as re-
moving users with large or little data. The output analysis results
are highly accurate for performing top-K discovery and context-
aware recommendations, closing the utility gap between no privacy
and existing differentially private techniques. Our solutions benefit
from sampling techniques that reduce the individual data contribu-
tion to a small constant factor, /, and thus reducing the perturba-
tion error inflicted by differential privacy. We provided analysis
results about the optimal sampling factor [ with respect to the pri-
vacy requirement. We formally proved that both mechanisms sat-
isfy e-differential privacy. Empirical studies with real-world data
sets confirm that our solutions enable accurate data analytics on a

small fraction of the input data, reducing user privacy cost and data
storage requirement without compromising utility.
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