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Abstract It is a very difficult task to estimate abnormal
objects and analyze reliability in peer-to-peer (P2P) networks.
In the P2P network environment, successful execution of a
program is conditional on the successful access of related files
and software distributed throughout the P2P network.
Abnormal phenomena in peer-to-peer systems occur very
often. They occur in software and in data operated on by the
computer itself or by a connected computer. This paper focuses on estimating abnormal objects and reliability in a P2P
network that is very complex and different. We propose an
estimation method for abnormal objects and reliability in a
P2P network. First, we define a P2P static graph model, where
the node is a computational unit and the edge is a communication unit in the P2P network. The computational unit is
software or data installed on a computer. Second, we propose
a converting algorithm where the P2P static graph model is
converted to a colored Petri net model. Last, we estimate
abnormal objects and the reliability of the P2P network. The
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technique successfully classifies abnormal objects and estimates reliability of the P2P network. This procedure provides
a very useful method for detection of abnormal objects in a
P2P network, which occur through abnormal faults of software and data. While we manage the P2P network, the reliability of the system can be predicted.
Keywords P2P Network . Abnormal Object . Colored Petri
Net . Reliability

1 Introduction
The “peer” in a peer-to-peer (P2P) network is the computer
that is connected to another, or connected to the Internet. So,
P2P services in a P2P system are very complex and dynamic.
Although Web services need a central server, P2P services are
localized. So, local servers in a P2P system are needed. Local
servers are the users’ local personal computers. Files in a P2P
system can be shared directly between local computers on the
network without the need for a central server. In other words,
each local computer on a P2P network becomes a file server as
well as a client. In a P2P network, tasks (such as searching for
files or streaming audio/video) are shared amongst multiple
interconnected peers that each make a portion of their resources directly available to other network participants, without the need for centralized coordination by servers [1].
The structure types for P2P network models are the structured P2P network, the unstructured P2P network, and the
hybrid P2P network. The unstructured P2P network model
does not have a particular structure for the layout of the
network by design, but rather is formed by nodes that randomly form connections to each other [2, 3]. Because there is
no structure globally imposed upon them, unstructured networks are easy to build and allow for localized optimizations
to different regions of the overlay [4]. Also, because the role of
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all peers in the network is the same, unstructured networks are
highly robust in the face of high rates of “churn” (when large
numbers of peers frequently join and leave the network)
[5–16]. A structured P2P network is organized into a specific
topology, and the protocol ensures that any node can efficiently [17] search the network for a file/resource, even if the
resource is extremely rare. Hybrid models are a combination
of peer-to-peer and client–server models [15, 16, 18]. P2P
services in a P2P network are very complex and difficult to
manage. Many unusual symptoms occur in a P2P service, so
such a phenomenon can be very hard to find. The only
resources needed for a user’s computer to use a P2P network
are an Internet connection, P2P software, and files. General
P2P software allows the user to access thousands of other
users’ systems on the network. The quality of the P2P service
has a major impact on the overall P2P system. In general, it is
also known that small abnormal actions of an object in a P2P
service are responsible for the majority of abnormal objects.
Handling faults is generally an expensive part of P2P service
software development projects. Managing and completing the
P2P service is a very difficult task. The greater the delay in
detecting abnormal objects of a Web service after it occurs, the
more expensive it is to correct. To predict the faults of a Web
service for implementation, information such as the source
code may be necessary [7–10, 13–15, 19–21]. This difficulty
arises from abnormal objects in program and data files that are
distributed among several computers. Many copies of the data
and programs can be distributed in a P2P network, and an
abnormal object in the data or programs has an effect on other
data or programs. This makes it a very difficult task to estimate
abnormal objects and analyze reliability of the P2P network.
In this environment, successful execution of a program is
conditional on successful access of related files distributed
throughout the P2P system. We propose a reliability analysis
method and an estimating method for abnormal objects based
on the colored Petri net. The colored Petri net [19, 20, 22–25]
is a very useful tool for analyzing systems. We adapt this
model to estimate abnormal objects and analyze the reliability
of the P2P network.
This paper consists of five sections as follows. In Section 2,
we describe colored Petri nets. In Section 3, we explain the
proposed system model. In Section 4, we validate the proposed model through simulation. In Section 5, we offer
conclusions.

2 Related work
2.1 Colored petri net structure
Petri nets were originally developed by C. A. Petri in the
1960s [26], and have been one of the most widely used
methods to adequately describe and analyze computer
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systems from then on. Petri nets themselves, however, have
two problems. First, Petri nets themselves only control concepts, but not data concepts. Because all data manipulation has
to be represented directly in the net structure, Petri net models
can be excessively large. Second, there are no hierarchy
concepts, and thus it is not possible to build a large model
via a set of separate submodels with well-defined interfaces.
The development of high-level Petri nets in the late 1970s, and
hierarchical Petri nets in the late 1980s got rid of these two
problems. The colored Petri net (CP-net) also shortened to
CPN, is one of the two most well-known types of high-level
Petri net.
CP-nets [27] incorporate both data structuring and hierarchical decomposition—without compromising the qualities of
the original Petri nets. CP-nets are used for three different—
but closely related—purposes. First of all, a CP-net model is a
description modeling system and can be used as a specification for a system to be built or as a presentation of a system to
be explained to other people, or for ourselves. By creating a
model, we can investigate a new system before we construct
it. This is an obvious advantage, particularly for systems
where design errors may be expensive to correct. Second,
the behavior of a CP-net model can be analyzed, either by
means of simulation that is equivalent to program execution
and program debugging, or by means of more formal analysis
methods, which are equivalent to program verification.
Finally, it should be understood that the process of creating
the description and performing the analysis usually gives the
modeler a dramatically improved understanding of the
modeled system—and this is often more valid than the description and the analysis results themselves.
We redefine CP-nets as follows:
Definition 1 CP-nets structure is a tuple (P, T, I, O, C, μ)
where
P
T
I
O

{p1, p2,,,,, pn} is a finite set of places.
{t1, t2,,,,, tn) is a finite set of transitions.
T -> P is a finite set of input functions where the elements
map from places to multiple sets of transitions.
T -> P is a finite set of output functions where elements
map from transitions to multiple sets of places.

C is the color function, which defines P ∪ T into non-empty
sets. It attaches each to place a set of possible token-colors and
to each transition a set of possible occurrence colors. The
initial marking M0 is a function defined on P, such that
M0(p) ∈ C(p) k for all p ∈ P, where k denotes a multi-set,
which can contain multiple occurrences of the same element.
The places and their tokens represent states, while the
transitions represent state changes. But each place may contain several tokens, and each of these carries a data value. The
input function I(tj)=pi means that there exists an arc from the
pi place to the tj transition, and the input place of the tj
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transition is pi. The output function O(tj)=pi means that there
exists an arc from the tj transition to the pi place, and the output
place of the tj transition is pi. The dynamic aspect of a Petri net
model is denoted by markings that are assignments of tokens
to the places of a Petri net. The execution of a Petri net is
controlled by tokens and their colors in places. The unreliable
object estimation of a Petri net is controlled by the number of
tokens.
In order to describe the behavior of a system easily,
we can extend the input function I and output function
O as follows : I : P -> T, O : T -> P, where the number of
(tj,I(pi)) is the number of (pi,O(tj)), and the number of (tj,O(pi))
is the number of (pi,I(tj)).

the input function vj =I(vi) of the vi transition, and the weight
of its arc is a token value f(vj, I(vi)) of its input function. If for
vi ∈ V2, vj ∈ V1, there exists an arc ak =(vi, vj), the ak arc is the
output function vj =I(vi) of the vi transition, and the weight of
its arc is a token value f(vj, I(vi)) of its output function. The
number of dots in the V1 vertices is the number of tokens in
the places. We, therefore, can derive a colored Petri net structure from a colored Petri net graph.

2.2 Colored petri graph

In general, because many programs and data are distributed
among many computers [22–24] in the distributed environment, communication between peer computers frequently occurs in a P2P network. That is to say, a program on one peer
computer needs a program or data on another peer computer.
We call the peer computer the computation object, and the
communication between peer computers the communication
object. Our objective is to separate computation objects and
communication objects. That is to say, the computation object
comprises the peer computers and communication objects
comprise the other computers’ files or programs. We can
describe a P2P abnormal objects estimation model as a graph
G(N, E), where the set of nodes N corresponds to the computational units, and set E corresponds to the communication
links [24]. Figure 1 shows a typical representation of a graph
model showing the P2P abnormal objects estimation model.
So, we can define a P2P abnormal objects estimation model
with Definition 3, calling it the P2P static graph model
(PSGM).

A graphical representation of a colored Petri net structure is
much more useful for illustrating the concepts of a colored
Petri net. Therefore, we can define a colored Petri net graph
with the following definition.
Definition 2 A colored Petri net graph is a bipartite-directed
multi-graph, G=(V, A), where V={v1, v2,,,,, vs} is a set of
vertices, and A={a1, a2, a3,,,, ar} is a bag of directed arcs,
ai =(vj, vk), vj, vk∈V. The set V consists of P and T such that
V=P∪T, P∩T=ø in the place P set and the transition T set of a
colored Petri net. Set A consists of a bag of directed arcs such
that for all pi∈P and ti∈T, the number of (pi, I(tj)) is equal to the
number of ((pi,tj),A), and the number of (pi, O(tj)) is equal to
the number of ((tj, pi), A). If there exists ai =(vj, vk), for vj ∈P,
vk∈T, ai is the element of A, and the token value of input
function vj =I(vk) is the weight of arc ai. Also, if there exists
ai =(vj,vk), for vj ∈T, vk∈P, ai is the element of A, the token
value of output function vk =O(vj) is weight of arc ai. The
value of tokens in a place is the value of dots of vertices
generated from a place.
[Theorem 1] G=(V,A) is a colored Petri net graph, which is
equivalent to a colored Petri net structure where the CP-nets
structure is a tuple (P, T, I, O, C, μ).
(Proof) Given that the CP-net structure is a tuple (P, T, I, O, C,
μ), we can define a colored Petri net graph as Definition 6
(below). Now, we must convert in the opposite direction (from
a colored Petri net graph to a colored Petri net structure).
Given colored Petri net graph G=(V, A), we can partition
the set V into two disjoint sets, V1 and V2, such that V=
V1∪V2, V1∩V2 =ø. As there can exist dots of vertices set V,
the vertices set that includes its vertices is either one of sets V1
and V2. Assume it is the vertices set V1; therefore, vertices set
V1 is the places set of a colored Petri net structure, and vertices
set V2 is the transitions set of a colored Petri net structure. If
for vi ∈ V1, vj ∈ V2, there exists an arc ak =(vi, vj), the ak arc is

3 Estimating unreliable objects and system reliability
3.1 P2P static graph model

Definition 3 The P2P static graph model is a tuple (N, E)
where N is a set of nodes and E is a set of edges.
Figure 1 shows a typical representation for a P2P abnormal
objects estimation model where computational units are n1, n2,
n3, and n4. Edge e12 is communication link between nodes n1
and n2. Edge e23 is a communication link between nodes n2
and n3. Edge e13 is a communication link between nodes n1

n2
e12

e24
e23

n1

n4
e13
e13

e34
n3

Fig. 1 Abnormal objects estimation model
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and n3. Edge e14 is a communication link between nodes n1
and n4. Edge e24 is a communication link between nodes n2
and n4. Edge e34 is a communication link between nodes n3
and n4.

analyze and estimate unreliable objects in the P2P network.
In order to show that we share data and other programs in the
P2P network to execute a program, we can convert a PSGM
into an extended PSGM (EPSGM) comprising the PSGM,
RST, and ODS.

3.2 Resource sharing table
In the P2P network environment, many programs and data are
shared in the node of the P2P static graph model. All nodes in
the PSGM share many programs (or software) and data. We
describe all peer nodes that have programs and data, so we can
define the resource sharing table (RST) with Definition 4.
Definition 4 The resource sharing table is a tuple (N, P, D)
where N is a set of nodes, P is a set of programs or software,
and D is a set of data files
We can share programs and data in all nodes of the PSGM
model in Fig. 1. An example of a resource sharing table is
shown in Table 1. In the table, n1 shares program p1, program
p2, data file f1, and data file f2; n2 shares program p3, program
p4, and data file f3; n3 shares program p5, program p6, data file
f4, data file f5, and data file f6; and n4 shares program p7,
program p8, program p9, data file f7, data file f8, and data file
f9.
3.3 Object dependence set
An object or program in one node shares programs and data
files in other nodes. The reliability of an object or program is
affected by the reliability of programs and data files in the
other nodes shared by it. So, in order to estimate the reliability
of a program, we can make decisions about programs and data
that affect it.
We can define an object dependence set (ODS) with
Definition 5.
Definition 5 Object Dependence Set
Program P’s PDS is defined as the data or other programs
in the P2P network that are needed to execute program P.
We assume that every program’s ODS is like those in
Table 2. That is to say, if program p1 needs data f1, data f2,
data f3, and program p2, then program p1’s ODS is {f1, f2, f3,
p2}.
We can see that the P2P network is very complex in
dynamic behavioral aspects. It, then, is very difficult to
Table 1 Resource
Sharing Table (RST)

Node

Program

Data

n1
n2
n3
n4

p1, p2
p3, p4
p5, p6
p7, p8, p9

f1, f2
f3
f4, f5, f6
f7, f8, f9

Definition 6 An EPSGM is a tuple (N, E) where N is a set of
nodes and E is a set of edges, where every element of node N
has many ODSs.
Based on the EPSGM model, we can easily analyze and
estimate an unreliable object from among all objects in the
P2P network by using colored Petri nets.
3.4 Transform algorithm
The EPSGM model represents static information in the P2P
network. In general, a P2P network has dynamic characteristics. Reliability that is measured or estimated under a dynamic
operational environment is valuable. We cannot estimate reliability for the P2P network directly in the EPSGM model. So,
we must estimate the reliability of the P2P network with a
model that has a dynamic property. We propose an algorithm
that converts an EPSGM model to a colored Petri net in order
to easily analyze system reliability. The colored Petri net
model is a model that describes the dynamic characteristics
of the P2P network. Algorithm 1 converts an EPSGM model
to a colored Petri net.
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Table 2 ODS of Fig. 1
Program

ODS

p1
p2
p3
p4
p5

{f1, f2, f3, p2}
{f2, p3}
{f1, f3}
{f3, p5}
{f4, f5, f6}

p6
p7
p8
p9

{f4, f5, p2}
{f7, f8, f9, p8}
{f7, f8, p2}
{f4, f5, p5}

There are five types of places in the colored Petri
net. The first type comprises places that are made by
nodes of the PSGM graph. We call them node places. A
place is useful for representing computational objects
such as a peer site of a P2P network. In this algorithm,
all nodes of the PSGM model are a node place of the
colored Petri net. The second type comprises places that
are made by communication lines between two sites in
a P2P network. We call them edge places. It is useful
for representing communication lines over which a message in a peer computer is sent to another peer computer. The third type is the program place. It is useful
for representing programs in a P2P network system. All
programs of an RST are program places of the colored
Petri net. The fourth type is a start place. It is a starting
point of a colored Petri net, and is expressed by ps. The
last type is a terminate place. It is an ending point of a
colored Petri net, and is expressed by pf.
Algorithm 1 shows the six steps.
In the first step, all places of the colored Petri net
will be decided. All places of the colored Petri net
consist of the five types of places. First, all nodes of
the PSGM become node places that are a type of place
that is consistent with a colored Petri net. Second, all
edges of the PSGM become edge places that are a type
of place consistent with a colored Petri net. Third, all
programs of the RST become program places that are a
type of place consistent with a colored Petri net. Finally,
a start place and terminate place are included as places
of the colored Petri net.
In step 2, we define the start transition (ts), and transitions
correspond to program places. That is to say, all programs in
the ODS are transformed to transitions of the colored Petri net.
This step makes a decision about all transitions of the colored
Petri net.
In step 3, we can determine that the input place for the start
transition is ps and its input is the start place. For example, the
input places start transition(tf) in Fig. 2 are places that are
made by a start place. A transition’s input corresponding to a

program place are program places and node places with its
transition.
In step 4, the places for output functions of a start transition
are all program places. For example, the places for output
functions of start transition(ts) in Fig. 2 are places that represent place p1, place p2, place p3, place p4, place p5, place p6,
place p7, place p8, and place p9.
We can assert that the abnormal rate of the output function
in a start transition and the abnormal rates of the input
functions in a terminate transition are 0. For example, the
abnormal rate of output function for transition ts and the input
function of transition tf in Fig. 2 are 0. In step 5 and step 6, we
assign a token to all places and their start place (which is ps).
We assert that Algorithm 1 is very effective. We show that
Algorithm 1 is very useful for analyzing and estimating unreliable objects of the P2P network by converting the abnormal
object estimation model into the colored Petri model.
For example, we can convert Fig. 1 into Fig. 2 by
Algorithm 1 based on the resource sharing table shown in
Table 1, the object dependence set shown in Table 2, and the
abnormal object estimation model shown in Fig. 1.
We assume that the abnormal rate of the input function
is an exponential distribution in order to easily analyze and
estimate system abnormality probability. We can then regard the abnormal rate f(pi,I(tj)) of the input function I(tj)=
pi as λij, and the abnormal rate f(pi,O(tj)) of the input
function O(tj)=pi as λji, given the interval time (t, t+Δt).
Therefore, we can regard a colored Petri net as a continuous time homogeneous Markov process, and we can analyze and estimate abnormal or unreliable objects by means
of an analytic method.
A transition is enabled if and only if each of its input places
contains at least as many tokens as arcs that exist from that
place to the transition, and each input function is not abnormal. When a transition is enabled, it may fire. Whenever a
transition fires, all enabling token values are removed from its
input places, and a token value is deposited in each of its
output places. When a transition fires, all input functions are
not abnormal. We can therefore define the firing rate of
transition tj with Definition 7.
Definition 7 The firing rate of transition tj is


i¼n
RðtjÞ ¼ ∏ 1−f pi; I ðtjÞ
i¼1

where I(tj)={p1, p2, p3,,,,, pn).
The abnormal rate of the output function is a rate at which
its transition does not fire. The abnormal rates of all output
functions in a transition are the same value as one another. We
can define the abnormal rate of the output function that
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Fig. 2 Colored Petri net model
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Definition 8 The abnormal rate is



i¼n

 

 

 

 
f p1 ; O t j ¼ f p2 ; O t j ¼ f p3 ; O t j ¼ :::::::f pn ; O t j ¼ 1− ∏ 1− f pi; I ðtjÞ
i¼1

where O(tj)={p1, p2,,,,, pn}.
After the firing rate of all transitions is determined, we can
measure the abnormal rate of all output functions with
Definition 8. In other words, this abnormal rate is a token
value of output functions.
For example, we assume that all program abnormal
rates in a P2P network are 0.02, all node abnormal rates
are 0.01, and all communication abnormal rates are 0.03.
Then, we can assign token values to the input functions.
By Definition 7 and Definition 8, we can assign a token
value to the output function. Therefore, under the above
assumption and Fig. 2, we can calculate transition ti’s
output functions’ abnormal rates (= token value), which
are shown in Table 3. For example, the output function’s
token value from transition t1 to place pf is 1-0.94(=10.98*0.99*0.97=0.941094).

Definition 9 Abnormal objects are objects that have a value
less than a certain threshold value.
Table 3 Output functions’ token values
Transition

Place

Output function’s token value

t1
t2
t3
t4
t5
t6
t7
t8
t9

pf
pf
pf
pf
pf
pf
pf
pf
pf

1-0.94=0.06
1-0.94=0.06
1-0.94=0.06
1-0.94=0.06
1-0.97=0.03
1-0.94=0.06
1-0.97=0.03
1-0.94=0.06
1-0.94=0.06
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4 Simulations
4.1 Property

Fig. 3 Simulation result of Property 1

Next, the P2P network that consists of nodes and
edges is dynamically operational. All programs in the
P2P network must operate without abnormalities. We
therefore define a P2P network system’s reliability with
Definition 10.
Definition 10 P2P system reliability is
i¼n

RðsystemÞ ¼ ∏ RðtiÞ  f ðtiÞ
i¼1

where f(tj) is the probability that transition ti is executed
for the P2P network system, and n is the number of
transitions.
i¼n
X

f ðtiÞ ¼ 1; 0 ≤ f ðtiÞ≤ 1

i¼1

For example, in Table 3, by Definition 10, we can estimate
that the probability that all programs in the P2P network are
normal is 0.64.
Fig. 4 Simulation result
of Property 2

In order to prove that the reliability analysis method of the
colored Petri net model is effective, we assert six properties
based on a P2P network model. In general, we assert that the
extended P2P network model consists of a PSGM, an RST,
and an ODS. As these model’s attributes are added, the abnormality probability of the P2P network model varies. If a
node or edge is added to the P2P network model, the reliability
of the PSGM decreases. Then, we derive Property 1 and
Property 2. A program or datum is added to the P2P network
model. The reliability of the PSGM decreases. Then, we
derive Property 3, Property 4, Property 5, and Property 6.
Now, we assert these properties.
Property 1. If we add a node to the PSGM, the reliability
of the PSGM decreases.
Property 2. If we add an edge to the PSGM, the reliability
of the PSGM decreases.
Property 3. If we add a program to the RST, the reliability
of the PSGM decreases.
Property 4. If we add a datum to the RST, the reliability of
the PSGM does not increase.
Property 5. If we add a program to the ODS, the reliability
of the PSGM decreases.
Property 6. If we add a datum to the ODS, the reliability
of the PSGM decreases.

4.2 Simulation result
In this section, we explain the result of the simulation. In order
to model the reliability analysis of the P2P network model, we
assume that the abnormal rate of all nodes is 0.001, the abnormal rate of all edges is 0.001, and the abnormal rate of programs
is 0.001.
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Fig. 5 Simulation result
of Property 3

At first, we run a simulation in order to test whether
Property 1 is satisfied or not. We define the average number
of programs that exist in the system as the number of nodes
times two. We can assume that the distribution of interactions
between programs on the other computers is normal with a
mean of 0.5 and a range of [0, 1]. We add each node to the P2P
network from 1 to 20. We can assume that the distribution of
programs is normal with a mean of 2, a standard deviation of
1, and a range of [0, 5]. We can assume that the distribution of
data files is normal with a mean of 2, a standard
deviation of 1, and a range of [0, 5]. We ran the simulation
100 times under the above conditions. The result is shown in
Fig. 3. This chart shows that if we add a node to the PSGM,
the reliability decreases. We conclude that Property 1 is
satisfied.
Second, we run a simulation in order to test whether
Property 2 is satisfied or not. If we add an edge to the
PSGM under Property 2, the number of interactions between
programs increases. We define the average number of programs that exist in the system as the number of nodes times
two. We can assume that the average frequency of interactions
between programs on the other computers is 0.1, 0.2, 0.3, 0.4,
0.5, 0.6, 0.7, 0.8, and 0.9.
We ran simulations with the number of nodes at 5, 10,
15, and 20. We can assume that the distribution of programs is normal with a mean of 2, a standard deviation of
Fig. 6 Simulation result of
Property 4

1, and a range of [0, 5]. We can assume that the distribution of data is normal with a mean of 2, a standard
deviation of 1, and a range of [0, 5]. We ran the simulation
100 times under the above conditions. The result is shown
in Fig. 4. This chart shows that if we add an edge to the
PSGM, the reliability decreases. We conclude that Property
2 is satisfied.
Third, we ran a simulation in order to test whether
Property 3 is satisfied or not. If we add a program to
the RST under Property 3, the number of programs in
the system increases. We can assume that the average
frequency of interactions between programs on the other
computers is 0.5. We ran simulations with the number
of nodes at 5. We can assume that the distribution of
data is normal with a mean of 2, a standard deviation of
1, and a range of [0, 5]. We ran the simulation 100
times under the above conditions. The result is shown in
Fig. 5. This chart shows that if we add a program to the
RST, the reliability of the PSGM decreases. We show that
Property 3 is satisfied.
Fourth, we ran a simulation in order to test whether
Property 4 is satisfied or not. If we add a datum to the
RST under Property 4, the number of programs that
need the datum in the system increases. We can assume
that the average frequency of interactions between programs on the other computers is 0.5. We ran simulations
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where the number of nodes is 5 and 10. We can assume
that the distribution of programs is normal with a mean
of 2, a standard deviation of 1, and a range of [0, 5]. We ran
the simulation 100 times under the above conditions. The
result is shown in Fig. 6. This chart shows that if we add data
to the RST, the reliability of the PSGM decreases. We show
that Property 4 is satisfied.
Fifth, we ran a simulation like the one for Property 3
in order to test whether Property 5 is satisfied or not.
Finally, we ran a simulation like the one for Property 4
in order to test whether Property 6 is satisfied or not.

5 Conclusions
In this paper, we propose an estimation method for
abnormal objects and for reliability in a P2P network.
A colored Petri net is used as the analysis tool, and is
useful for representing P2P system behaviors in order to
estimate abnormal objects and the reliability of a P2P
network. The procedure for analyzing system reliability
and estimating abnormal objects is as follows. At first, a
P2P network model is described with a general graph
model, which is the P2P static graph model. Second, the
resource sharing table and object dependence set must be
constructed by the P2P network. Third, a colored Petri
net is constructed with the proposed algorithm. Finally,
we estimate abnormal objects and system reliability of
the P2P network. We validate the proposed reliability
model by simulation. So, the proposed reliability estimation method and abnormal objects prediction method for
a P2P network is effective. The results of this study offer
advantages where, while managing a P2P network, the
reliability of the system and any abnormal objects can be
predicted. The disadvantage in this study is finding all
data and programs that run under the P2P network, and
assuming the probability of abnormalities for each program and all the data.
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