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Dempster-Shafer Evidence Theory Based Trust Management Strategy against

Cooperative Black Hole Attacks and Gray Hole Attacks in MANETS
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VII. CONCLUSIONS

In this paper, the problem of black hole attack and gray hole
attack are discussed and two algorithms, NNOM-based DTV
and NRTM-based ITV are proposed. The proposed DTV can
be used to detect the gray hole attacks in the networks. The
proposed ITV aims at the recommendation of cheating
neighbour nodes. If there is no such recommendation node or

the cheating nodes are too many, the proposed ITV may not
take effects. For the future study, it may find another better
method instead of the evaluation difference method.
Furthermore, we would like to apply this trust management
strategy into wireless sensor network (WSN) where the
network structure is similar to MANET. Some other problems
such as energy should also be taken into consideration.
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