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4. Conclusion

The wireless sensor networks continue to grow and become widely used in many applications. So, the need for
security becomes vital. However, the wireless sensor network suffers from many constraints such as limited
energy, processing capability, and storage capacity, etc. Consequently, many innovative security protocols and
techniques have been developed to meet this challenge. There are many ways to provide security, one is
cryptography. Selecting the appropriate cryptography method for sensor nodes is fundamental to provide
security services in WSNs. In this paper, we present an analysis of cryptographic frameworks designed so far.
Also a comparison of proposed schemes is presented. Table 1 presents the various frameworks for different
parameters like encryption, ciphering, freshness, key agreement, code requirement, authentication, cost and
which mote supports this framework. This comparison chart might be helpful for research community and
might provide a future direction to them also.
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