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Zero Knowledge Protocol to design Security Model for threats in WSN
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8. CONCLUSION

In this paper, we proposed a new security model to
address three important active attacks namely cloning
attack, MITM attack and Replay attack. We used the
concept of zero knowledge protocol which ensures
non-transmission of crucial information between the

prover and verifier. The proposed model uses social
finger print together with ZKP to detect clone attacks
and avoid MITM and replay attack. We analyzed

various attack scenanos, cryptographic strength and
performance of the proposed model.
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