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A Fingerprinting System Calls Approach for Intrusion Detection in a Cloud Environment
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V. CONCLUSIONS

In this paper, an approach for detection of malicious
program executions in Cloud environment is proposed, which
is based upon analysis of system call sequences generated by
the virtual machines programs to the hypervisor. Our proposed
implementation prevents malicious VM users to modify well
known frequently executed programs. Hence it detects any
malicious code insertions in frequent and well known program
executions. This approach of modelling valid system call
sequences helps in detection of system call sequences which
are anomalous and falls outside the set of valid system call
sequences hence result in anomaly detection. This approach
can help in the detection of subverted operations that may be
launched by an attacker from a VM to exploit the vulnerability
of a particular operating system or computing platform.
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