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A study of Methodologies used in Intrusion Detection and Prevention Systems (IDPS)
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V. CONCLUSION

This paper presented the four main methodologies that are
used in intrusion detection and prevention systems. These
methodologies are anomaly based, signature based, stateful
protocol analysis, and hybrid based. Although the anomaly
based methodology has the edge on the other two on detecting
new threats without any updates or input for the users, most
current IDPS on the market utilizes a combination of the four
main methodologies. The paper also offered ways to easily
compare and evaluate IDPS methodologies that are used by
IDPS products on the market. Our future research includes
experiments using some commercial and open source tools
using our evaluation criteria.
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