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A quantitative analysis of current security concerns and solutions for

cloud computing
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Considerations and future work

Security is a crucial aspect for providing a reliable envi-
ronment and then enable the use of applications in the
cloud and for moving data and business processes to
virtualized infrastructures. Many of the security issues
identified are observed in other computing environments:
authentication, network security and legal requirements,
for example, are not a novelty. However, the impact of
such issues is intensified in cloud computing due to
characteristics such as multi-tenancy and resource shar-
ing, since actions from a single customer can affect all
other users that inevitably share the same resources and
interfaces. On the other hand, efficient and secure vir-
tualization represents a new challenge in such a context
with high distribution of complex services and web-
based applications, thus requiring more sophisticated
approaches. At the same time, our quantitative analysis
indicates that virtualization remains an underserved area
regarding the number of solutions provided to identified
concerns.
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