Ao Luwyld Hlgie
Ol J1oy Gudle 9 BsSsle (A Jdo huhs dellhe

Hlossl D985 pausds 5

i LSS Olgas
A Comparative Study of Hidden Markov Model

and Support Vector Machine in Anomaly Intrusion Detection
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6. Conc sions

This paper presents a comparative study of HMM
and SVM in anomaly intrusion detection. A new
method of identifying distinguishable TCP services
using J48 decision tree algorithm is introduced. In
the HMM based anomaly intrusion detection, each of
distinguishable TCP service is associated with a
decision tree that consists of features and their values
presented in the KDD Cup 1999 dataset. These
features are then selected for training HMM model
for each TCP session of the dataset using BWT and
VT algorithms. Evaluation of trained model is
performed with Forward and Backward algorithms.
In the SVM case, SMO algorithm of Weka is used
with kernel functions at the time of training and
evaluation of SVM model of each TCP service.

Both HMM and SVM methods show similar results
with SVM showing marginally improved anomaly
detection. However, SVM based training requires all
the training data set to be applied at a time. This will
preclude large training dataset. HMM based training
is per TCP session and there are no such restrictions.
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