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VI. CONCLUSION

The mobile IPv6 requirement is still incomplete, with some
essential practical issues. The most important concern is
protocol security, since without a suitable security solution; the
protocol has no opportunity to be admitted and does not work
at all. At present, in transport mode, IP Security Encapsulation
Security Payload (ESP) is the standardized method for BU
protection and also for making a secure connection to control
messages sent in the home registration method. Some
advantages that IPSec has over SSL/TLS are that it can
perform independent of IP address, can encrypt any protocol
and can also encrypt packets which consist of IP header.
However, IPSec is very complicated, with various ways to
configure it.

Dynamic key management, mutual authentication and
negotiation of cryptographic algorithms can be controlled by
IKE protocol. In addition, the authentication method which is
one of the main ways for creating safe communication between
peers can be based on a shared secret, Extensible
Authentication Protocol (EAP) or X.509 certificates.
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