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Anomaly Detection, Explanation and Visualization
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Abstract: Anomaly detection is the process of identifying unusual behavior. It is widely used in data mining, for example, to identify
fraud, customer behavioral change, and manufacturing flaws. We discuss how a probabilistic framework can eegantly support
methods to automatically explain why observations are anomalous, assign a degree of anomaliness, visualize the normal and abnormal
observations and automatically name the clusters. To our knowledge, interactive visualization of anomalies has not previously been
addressed, nor automatic naming of clusters for verification in the anomaly detection field. We specifically discuss anomaly detection
using mixture models and the EM algorithm, however our ideas can be generalized to anomaly detection in other probabilistic
settings. We implement our ideas in the SGI MineSet product as a mining plug-in re-using the MineSet visualizers.

Keywords: Clustering, Anomaly detection, multivariate outlier detection, mixture model, EM, visualization,
explanation, MineSet
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