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ABSTRACT
As organizations accelerate digital transformatrath mobile devices, cloud services, social

media, and the Internet of Things (loT) servicedetsecurity has become a key priority in
enterprise risk management. While improving cybarsey leads to higher levels of customer
trust and increased revenue opportunities, rapelylving data protection and privacy

regulations have complicated cybersecurity managemgainst the backdrop of rapidly rising

cyber breaches and the emergence of novel cybeitsemechnologies such as machine learning
and artificial intelligence, this paper introducascyber risk management framework and
discusses a cyber risk assessment process. Thes flaptrates a continuous improvement of
cybersecurity performance and cyber investment anatysis with a real-world cybersecurity

example.
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1. Introduction

According to ISO/IEC 27032:2012, cybersecurityefimed as preservation of the confidentiality,
integrity, and availability of information in comgt environments resulting from the interaction
of people, software, and services on the Intergainbans of technology devices and networks
connected to it. Along with the advances of IT, tmmains of cybersecurity have constantly
faced up to new threat methods and techniques gintintake advantage of IT and human
vulnerabilities. Currently, cybersecurity is coresigd one of the critical components in

enterprise risk management, as the ever-growingrcigbeaches cause a wide range of critical
damages to organizations and people. These damadgesle penalties, reputational harm,

decrease in stock value, compliance breaches,qgyriveeaches, and disruption of operations, to

name a few.

The average number of security breaches grew byyetdent from 130 in 2017 to 145 in 2018
per organization. The average cost of cybercrimaifoorganization increased US$1.4 million to
US$13.0 million (Accenture, 2019). The exponengabwth of smartphones, cloud services,
social media, and the Internet of Things (loT) aations has motivated cybercriminals to
innovate penetration tools and techniques and asereyberattacks. Cybercriminals not only
steal data, but also disrupt operations and seyvieeproving cyber defense leads to higher

levels of customer trust and increased revenuertjputes.

The annual cyber security spending worldwide grevé4% from $75.6 billion in 2015 to $124

in 2020 (statista.com, 2020). Worldwide spendingecurity solutions will achieve a compound



annual growth rate (CAGR) of 9.2% over the 20182p2riod and $133.8 billion in 2022. The
fastest growing technology categories include medagecurity services (14.2% CAGR),
security analytics, intelligence, response andestiation software (10.6% CAGR), and network
security software (9.3% CAGR)DC, 2019). The ‘Top 7 security and risk trends &§20’
include creating pragmatic risk appetite statememtplementing security operations centers
(SOCs), establishing a data security governancenensork to prioritize data security

investments, and investing in their cloud secwadgnpetency (Gartner, 2020).

Installing firewall, antivirus software, and enctigm technologies serves basic security
functions in safeguarding organizations’ computiagources from cyberattacks and intrusions,
but is not sufficient in meeting the current cyleewsity needs. As a growing number of
organizations use public cloud and mobile servittess scope of cybersecurity management goes
beyond organizational boundaries as in the Capitel data breach case where a former Amazon
cloud service employee gained access to more @million Capital One customers’ accounts

and credit card applications early in 2019 (Bloongbemom, 2019).

With more and more enterprises adopting cloud sesvio accelerate their business and promote
collaboration, the importance of securing apps dath managed by public cloud services is
growing. While cloud services are economical, tlheid users must assess security risks and the
degree to which new human behaviors are requiredd€k & Ghazizadeh, 2016). Forrester’'s
2019 report estimated that by 2023 the global niadeecloud security technologies will reach
$12.7 billion, up from $5.6 billion in 2018, anddemand for the public cloud is driving the

overall market for cloud security (eWEEK.com, 2Q19)



Various cybersecurity regulations have been enadedfeguard computer systems and protect
data in organizations with the primary purpose wftgcting public interest. One of the major
goals of the Health Insurance Portability and Acttability Act of 1996 (HIPAA) is to protect
the privacy and security of healthcare informatoyncreating national standards and improving
the efficiency and effectiveness of the nation’altrecare systenfU.S. Department of Health
and Human Services, 1996). The Health Informati@ehhology for Economic and Clinical
Health Act (HITECH) of 2009 expanded the scoperofgry and security protections available
under HIPAA by increasing the potential legal llapifor non-compliance and providing for
more stringent enforceme.S. Department of Health & Human Services, 2008 General
Data Protection Regulation (GDPR), considered tdhieetoughest privacy and security law in
the world, established minimum levels of organmaél cybersecurity requirements for the
collection and use of personal data, as well asitis of data owners. The GDPR entered into
force in 2016 after passing European Parliament aharganizations were required to be
compliantin the European Union and the European Economi@a ABDPR.eu, 2018). While
government regulations have been are instrumemtshfieguarding personal data and computer
resources, they have significantly increased campé burden and the cyber investment costs

for organizations.

Against the backdrop of the current cybersecussyés and existing cybersecurity frameworks,
this paper discusses the trends of cyberattacksoerathes. Then, this paper presents a four-
layer cyber risk management framework. An illustratbased discussion with a real-world

scenario follows on the cyber risk assessment @arestment cost analysis.



2. Cybersecurity Trends

Cybersecurity started to gain wide attention of tpablic with the introduction of

microcomputers. The arrival of microcomputers ie tate 1970s shifted highly centralized
mainframe-based computing to end-user-based datieatt computing where end-users started
to develop their own applications with various offitools. However, compared to mainframe
computers which were tightly controlled and progecby professional developers, end-user-
developed applications on microcomputers becaneetidefground for numerous security attacks

such as the Brain virus, Michelangelo virus, andrdavorm.

The invention of WWW in 1989 led to the explosivewth of web applications created new
opportunities for cybercriminals. Most cyberattadene through web systems as well as the
Internet and other networks. A host of cyber tlweddveloped to take advantage of WWW
include spyware, adware, spam, spim, phishing, &aitService Attack (DoS Attack),
ransomware, and eavesdropping. Cybercriminalsestaa apply a variety of social engineering
techniques for cybercrime victims to perform certactions or divulge confidential or personal
information. Cybercriminals often exploited secyritaws of Internet-connected computers to
steal millions of credit card data and personaladat millions of customers from major

corporations such as TJX, Target, Marshalls, anob&d



Recently, mobile devices and the |oT became popmalaets of cybercriminals. Bring Your
Own Device (BYOD) policies related to the rapidfa#ion of mobile devices has introduced
mobility security risks to the organizations. Emydes bring their own smartphones, tablets, and
laptop computers to routinely access corporate cbenpsystems via wireless public/private
networks. Many of these devices are fraught wittusgy risks as users are less concerned about
authentication and data encryption for most motddeices and less concerned about protecting
their devices from cyberattacks. Fake public WihEBtworks and text-message phishing scams

are also some of the growing mobile security tlseat

The IoT has brought about a new paradigm in whigohal network of machines and devices
capable of interacting with each other is drivingitdl innovation in enterprises (Lee, 2019). As
the growing number and variety of connected devaresintroduced into the IoT networks, the
potential cyber threats grow exponentially. A lagk security in the loT systems open up
opportunities for cybercriminals to access sensitivstomer data related to privacy and business
transactions. For example, when medical 0T devsteh as remote patient monitoring systems
are left unprotected, the entire network can beos&@ and patients become extremely
vulnerable to potential attack8braham, Chatterjee, Sims, 2019). Wearable dedtssare also
susceptible to cyberattacks that can not only comse data, but also physically harm the

wearer (Mills et al., 2016).

3. A Cyber Risk Management Framework



Cyber risk management needs to holistically addresth technical and human aspects.
Currently, there is a plethora of cybersecurityrfeavorks (e.g., NIST Cybersecurity Framework,
ISO/IEC 27001, Control Objectives for Informatiomda Related Technology (COBIT),

ANSI/ISA-62443-3-3 (99.03.03)-2013). The NIST Cydeeurity Framework is voluntary

guidance created through collaboration betweensimgwand government for organizations to
better manage and reduce cybersecurity risk (N2BI8). However, risk management issues are
tangentially addressed in the NIST Cybersecurityamigwork where risk management

specifically relevant to supply chain with exterpatties was discussed.

The seven stages/chains Cyber Kill Chain® framewisrlalso a widely used framework in
cybersecurity. The model identifies what the cyatacker must complete in order to achieve
their objective and helps the defendeak the chain at an early stage as well as dage $
stop the cyber attacker’s malicious actigHsitchins, Cloppert, & Amin, 2011). The framework
focuses mainly on the technological side of cybmrsty involving attackers and defenders,
informing stage-by-stage activities defenders e tagainst organized cybersecurity attacks.
However, it did not fully reflect human aspects ayber risks such as human mistakes and
internal threats as witnessed in the case of Ja@i@e - Amazon cloud data breach

(Bloomberg.com, 2019).

While these well-known frameworks provide high-levgialitative guidelines for managers,
none of these frameworks present a balanced viewyloér risk management. They do not
explicitly address the cybersecurity ecosystemieniinpacts on risk management. Furthermore,

the frameworks do not provide any guide on how iskmeasured quantitatively and how



cybersecurity investment can be justified. Themfonanagers are left to develop cybersecurity
projects without understanding macro-level cybarsgc issues occurring in the cyber
ecosystem and without quantitative risk assessmetihods for adequate financial investment

analysis.

This paper proposed a Cyber Risk Management Frankemith a focus on the cyber ecosystem
and cyber risk quantification in order to complemeristing frameworks such as the NIST
Cybersecurity Framework and Cyber Kill Chain® framoek. The proposed framework
categorizes factors affecting cyber risk into féayers, each of which is dedicated to specific
functions and responsibilities related to cybek msanagement. Figure 1 shows the proposed
framework, which consists of the Cyber EcosysteryeLathe Cyber Infrastructure Layer, the

Cyber Risk Assessment Layer, and the Cyber Perfacenhayer.

The Cyber Ecosystem Layer focuses on understantBngtakeholders in the organizational
environment. The Cyber Infrastructure Layer focuses an understanding of the
intraorganizational elements such as organizatiemployees/internal users, and cyber
technologies that interact with elements of bote ttyber ecosystem and the cyber risk
assessment. At the Cyber Risk Assessment Layeeraytks are identified, quantified, and
investment/spending decisions are made with thpgser of mitigating cyber risks. At the Cyber
Performance Layer, investment plans are executgafjtized cyber threats are monitored and
continuous improvements are made. The elementhefQyber Ecosystem are exogenous
variables in that the values of the elements inldlger are determined outside the organization.

The elements of the Cyber Infrastructure Layer, @yber Risk Assessment Layer, and the



Cyber Performance Layer are endogenous variablessevivalues are determined by the

organization. Each layer is detailed below.

ﬁ Customers I
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Figure 1. The Proposed Cyber Risk Management Framework

3.1 Cyber Ecosystem L ayer
The Cyber Ecosystem Layer is the top layer of thde€ Risk Management Framework.
Cybersecurity involves largely independent or idégrendent stakeholders whose interests and

goals may not be compatible with each other. Undeding how specific stakeholders of the



cyber ecosystem interact with IT assets and ses\daeh as applications, networks, and data is a
prerequisite for an organization to be able to tgvelefense strategies and protect the IT assets
from cyberattacks. An organization’s cyber ecosyst#so helps them work cooperatively and
competitively with stakeholders to support cybeusig activities. An organization needs to
continuously monitor and evaluate the cyber ecesyseind communicate any changes detected

from the ecosystem to the other layers.

Major players in the cyber ecosystem include supplgain partners, customers,
intruders/hackers, regulatory agencies, technobiepelopers, and integrators/consultants. It is
crucial to understand how and why supply chainnemgt and customers interact with the IT
systems of an organization to conduct businessarions. It is essential to identify technology
developers and integrators/consultants and to stadet how they help organizations develop
cybersecurity policy and technologies. It shouldhbéed that the cyber ecosystem also includes
adversaries such as intruders and hackers who doegherattacks for economic gains or other
nefarious purposes. It is important to identify dbaintruders/hackers and analyze how they
penetrate the organization’s IT systems, steal ,datatall malware, and/or intercept
communications. Regulatory agencies are responfiblestablishing cybersecurity laws, rules,
and guidelines, and overseeing compliance. Onceyhber ecosystem is evaluated, the cyber
infrastructure layer is analyzed to understanddfage of the internal infrastructure needed to

support cyber risk management.

3.2 Cyber Infrastructure Layer
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The Cyber Infrastructure Layer is the middle lagéthe Cyber Risk Management Framework,
which plays an active role in safeguarding theeniriT assets and services of an organization.
Organizations, employees/internal users, and agotinologies are the three key elements of the
Cyber Infrastructure Layer. The Cyber Infrastruetluayer focuses on both the technological
and human aspects of cybersecurity managemeneéladts the current cybersecurity capability
of an organization. The organization element dsfimeles, responsibilities, policies, and
processes for cybersecurity management. The enwlayernal users element focuses on
employee awareness, morale, job satisfaction, gbdrctraining. The cyber technologies are
deployed to detect and counter cyberattacks, nitighe risk of threats, and ensure data

confidentiality and user authentication.

The organization element plays the central rolddfining their strategies for cyber defense and
mitigation. A large-scale survey shows that positattitudes toward cybersecurity policies are
related to more secure behaviors (Choong & TheafaB015). Sustained support from senior
management is crucial to ensure that action plem#agplace to mitigate the risk of cyberattacks
(Esteves, Ramalho, & De Haro, 2017). Establishivey lhest-practice cybersecurity policy and

overseeing compliance strengthen and reinforcedharity practices.

The employees/internal users, also called the peslpinent, focuses on awareness, motivation,
and behavior about cybersecurity risk. The emplsietrnal users interact with the cyber
ecosystem and presumably support organizationds.géacording to a study conducted by
Shred-it (2018), more than 85% of senior executiged 515 small business owners admit

employee negligence is one of their most seriousrimation security risks. In many

11



organizations, the people aspect of cybersecwsitne of the weakest links (Esteves, Ramalho,
& De Haro, 2017). Raising cybersecurity awareneasg8 #aining are critical to promoting

cybersecurity best-practices and integrating thetm daily tasks. It is also necessary to develop
people-centric security workplaces where desirabairity behaviors are disseminated amongst

the employees (Dang-Pham, Pittayachawan, & Bruddg R

The cyber technologies are used to protect threadbcategories of IT assets and services from
cyber threats: applications, networks, and datdbe€yechnologies are critical for protecting
organizations from threats due to the use of wie@®mMmMmunication technologies used in various
systems, unknown security holes of IT assets andces, and connectivity to the Internet. For
successful cybersecurity management, organizateesl to continuously assess cyber threats

towards the IT assets and services to commissidrd@commission various cyber technologies.

To deploy cyber technologies for applications aetivorks, an organization needs to analyze
how the technologies are used and what the thegzatt vulnerabilities of the applications and
networks. Data is another important considerationcyber technology deployment. The
explosive growth of unstructured distributed dataréases cyber vulnerabilities threats to
organizations. To understand what data are genkratsv the data are used, and what data are
targets of cyberattacks is important to the adoptd specific cyber technologies for data
security. Recently, machine learning technologeegehbeen receiving growing attention, as they
showed better results in some scenarios thanitvaditcybersecurity technologies (Lezzi, Lazoi,

& Corallo, 2019).

12



3.3 Cyber Risk Assessment L ayer

The cyber risk assessment layer plays a centralinothe cyber risk management framework.
Abraham, Chatterjee, and Sims (2019) present a-#tege approach to understanding, valuing,
and mitigating cybersecurity risksSimilarly, this layer involves three steps: (1) kris
identification, (2) risk quantification, and (3) lmyr investment analysis. The risk identification
step focuses on identifying potential cybersecutitgats, vulnerabilitiesand attacks. The risk
guantification step focuses on quantifying the nitagie and frequencies of cyberattacks and
prioritizing attack types. The cyber investmenttcasalysis step focuses on analyzing cyber

investment cost-benefit and making investment datssin the cyber infrastructure.

3.3.1 Risk Identification

Identifying cyber risks requires understanding fneferred approaches intruders and hackers
take. Taxonomies of cyber risk represent the pgammwledge that the organization has regarding
the types of assets to be protected, and also/fieedf vulnerabilities and threats (Rea-Guaman
et al., 2020). The taxonomies corresponding to tassgybersecurity vulnerabilities, and
cybersecurity threats need to be established anlhteg by the organization over time to
facilitate risk identification (Rea-Guaman et &020). The organization must be aware of the
importance of establishing and maintaining upddasecnomies to address the ever-changing

cybersecurity environment and ongoing or periogiget risk identification.

Esteves, Ramalho, and De Haro (2017) suggestedstages typical hackers take: exploration
and exploitation. During the initial stage of amaak, hackers typically take on an exploration

that combines deliberate and intuitive thinking aetles on intensive experimentation. Once

13



access to a system is gained, hackers depend @witatipn to achieve their goals. On the other
hand, the Cyber Kill Chain® framework classifiedbeyattacks into seven stages (Lockheed
Martin, 2009). Each of the seven stages from ‘reasance’ to ‘act on objective’ present
unique threats and vulnerability. Every intruderd anacker exploit vulnerabilities of an
applicable asset type and launch attacks. For jfeercrisk assessment, risk identification
requires two major activities: (1) identify the &g of assets to be protected and the type of
vulnerabilities and threats from external actorsd 42) identify the types of assets to be
protected and the type of vulnerabilities and ttwdeom internal actors. To facilitate reader’s
understanding, imagine that an organization idextiinajor cyber vulnerabilities and threats
regarding network servers and email systems arignogn external hackers and cyber

vulnerabilities and threats related to laptop/deskhishandling arising from internal users.

3.3.2 Risk Quantification

Risk quantification is being increasingly adoptedmost industry sector@\llodi & Massacci,
2017). Risk quantification is a critical step toda more efficient allocation of resources and a
more secure overall environment (Chen, Kataria,r&Mhan, 2011). Risk quantification requires
measuring frequencies of cyberattack types, magmitof consequences of cyber breaches
arising from the attacks, and prioritizing cybemalts using a risk matrixKeeping track of the
frequencies of cyber breaches and the number @fidhdls/financial losses affected helps an

organization quantify the risk in the future.

Cyberattacks arrive in certain probability disttibns. For example, cyberattacks can be

modeled as a random process of arrival with a Boiggobability density function which is
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commonly used for a variety of arrival applicatiofiuypers & Maillart, 2018). Hence, the

expected arrival rate of cyberattacks per periocdrisessential parameter in quantifying the
frequency of a certain cyberattack type. An orgaindn may also identify how the frequency of
cyberattacks changes over time from their cyberggcmonitoring system and use the trend

data to continuously adjust their cybersecurityoacplans.

Risk quantification involves estimating the cost@sated with different attack types and breach
scenarios. The cost of a cyber breach for the iddal or organization responsible is dependent
upon three things: (1) statutory fines, (2) coséxgberts or lawyers needed to resolve the breach,
and (3) value of the data released (Draper & Rayim@020). For a healthcare organization,
negative consequences include ransomware paynmesrding patients/customers to alternative
sites for care services, reputation damage, govemhpenalties and sanctions, and the costs of
recovering data, replacing equipment, and implemgntarious security measures (Abraham,
Chatterjee, & Sims, 2019). Risk quantification wibukquire sophisticated and comprehensive

analyses to determine frequencies of the diffecgherattack types and the breach costs.

The construction of a cyber risk matrix facilitatesk quantification. The use of a cyber risk
matrix helps the assessment team members facithatguantification process. The cyber risk
matrix has two dimensions. One dimension is thgueacy of cyberattack types per period and
the other dimension is the expected financial fmsscyber breach. A cyber breach refers to a
penetrated cyberattack as not all cyberattackstieagiber breaches. Through the analysis of the
risk matrix, risk priority of attack-breach can determined. In general, an attack type with a

higher expected financial loss and more frequentettacks and/or frequently penetrated

15



cyberattacks will have a higher priority. With mbeld real-world data, Figure 2 shows a cyber
risk matrix of the three attack types. In this smémand subsequent discussion, we assume that
the decision horizons under consideration is oreg.yBepending on the decision horizon an
organization chooses, a proper numeric adjustmeamyt be needed for a shorter or longer
decision horizon than one year. The dotted linesdaawn to divide a high, medium, and low
risk area. The network server attack is in the gk area with 250 attacks per year and
$20,000 of expected financial loss/per breach. Emman the medium risk area with 100 attacks
per year and $20,000 expected financial loss/peadbr. Finally, laptop/desktop is in the on the
border of the medium and low risk area with 10@a@ks per year and $10,000 of expected

financial loss/per breach.

300
High|Risk Area
(
200}
Frequency of .
attacks/year . Medium Risk Area
100 C <
Low Risk Area
0 N
$10,000 $20,000 $30,000

Expected financial loss (average valué)/breach

@ Network Server
¢ Email System
O Laptop/Desktop

Figure2. A Cyber Risk Matrix for Three Cyberattack Types
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The second step in the risk quantification is towdean expected financial loss function for each
cyberattack type and for the entire cyberattacle fighest expected financial loss comes from
the defense probability of zero from cyberattadlkes,(all cyberattacks results in cyber breaches)
and the lowest expected financial loss from thes$ probability of 1.0. The expected financial
loss of cyberattack typeat varying degree of defense probabilityis given as:

FLi = (fi*{j))(A—71) (1)

wherefj is an estimate of the frequency of cyberattacletypwhich is a constant; is an
estimate of the financial loss of each breach becsttack typei, which is also a constant, and

is a defense probability. depends on cybersecurity investment. It is assutmaidthe decision
horizon is one year. Note that the estimate offteguency of cyberattack is a constant and is
independent of the defense probability, since gie@ttacks come from adversaries and are not
under the organization’s control. It is assumed tha organization achieves the target defense
probability with certain cyber investment to redutee number of penetrated attacks (i.e.,
realized cyber breaches). The cyber investmenthgilliscussed in the next section. The number

of penetrated cyberattacks is affected by the def@nobabilityy, and isf; * (1 — ).

The total expected financial loss of all cyberditaat a defense probability,is given as:

TFL= Y7 (fi*1)(1—7) )

Continuing from the previous scenario, Figure 3vshdhe linear relationship between the
expected financial loss from cyberattack types #mel defense probability. According to

Equation (1), the network server's expected finainédss is $5 million per year when the

17



defense probability is zero. i.e., (250*$20,000)6(D). The network server's expected financial
loss is $2.5 million per year when the defense glodhy is 0.5. i.e., (250*$20,000)*(1-0.5). The
total expected financial loss of all three cybealttypes is $8 million per year when the defense
probability is zero. i.e., $1 million + $2 million $5 million. The total expected financial loss of

all three cyberattack types is $4 million per y@aen the defense probability is 0.5.

8 Wnancial Loss from All Cyberattack Types

6

Million Dollars

\

—
4 Expected Financial Loss from ork Server Cyberattack
2 - v . .
Expecte Email System Cyberattack
'Expected Financial Loss
o

0

0 0.1 .2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Defense Probability

Figure 3. Relationship between Financial Loss from Cyberattack Types and Defense

Probability

3.3.3 Cyber Investment Analysis

The financial losses that may happen due to cyiaekest and other information system failures

in an organization can be prevented with investnreuifferent security measures and purchase
of data protection systems (Bojanc & Jerman-Bla2D08). A cyber investment cost analysis

needs to take into account two opposing forceb®tiybersecurity equation: cyber attackers and
cyber defenders. In general, the stronger the rcylefense is, the more deflected the

cyberattacks are, and vice versa. A cyber defelaseipvolves cost-benefit analyses of various

18



defense options. In this papeyper investment cost is definedas any money spent to enhance
cybersecurity within a given period with the expgicn of certain benefits. The cyber
investment cost analysis uses a simple, but methlbglisound technique for practitioners. The
output of the risk quantification, the quantifieélationship between financial loss from
cyberattack types and defense probability, becoaresnput for the cyber investment cost

analysis.

As in many other new IT projects, one of the basrie the investment in cyber risk management
is the difficulty in justifying the investment befite due to a lack of proper analysis models and
techniques. Without a good justification for invesht, organizations may overlook
opportunities to achieve significant benefits ofigdle from cybersecurity investment. The cyber
investment cost analysis aims to provide convindingncial justification to managers with
guantification of tradeoffs between financial Iéssn cyber breaches and cyber investment cost.
The goal of the cyber investment cost analysis imihimize the total cost of both financial loss
from cyber breaches (i.e., penetrated cyberatta@id)cyber investment cost for target cyber
defense. The cyber investment analysis needs #oitdédx account all three elements of the cyber
infrastructure layer (organization, employees/iméusers, and cyber technologies) in order to
maximize the benefits of the investment. Traditloim@ancial methods such as NPV, ROI, and

payback methods can be easily integrated intoytherdnvestment cost analysis.

The objective function given as Equation (3) ismimize the total cyber cosf,C. Cyber

investment cosD, is a function of the defense probability,

19



MinTC = D) + (1 — 1) Ty (fy * 1) €)

The cyber defender’s cyber investment influencesdéfense probability. The probability of the
cyber defense is modeled as a binomial probabdistribution (i.e., either success or no

success)The number of successful cyber defense againsikatia a given period i *r. The

financial loss due to unsuccessful cyber defensegaten defense probability is the second term
in Equation (3). The achievement of a successfierd® probability requires a certain

investment cosD, which trades off the decrease of the financis$lo

Continuing the previous scenario, Figure 4 showesttadeoff between the decrease of financial
loss and the increase of cyber investment cost ffamdhcrease of the defense probability). The
horizontal axis represents the defense probalalginst cyberattacks from 0.0 to 1.0 and the
vertical axis represents the financial loss andecyhvestment cost over the varying defense
probability. The linear financial loss curve regets the financial loss from cyber breaches due
to unsuccessful defense. The total cost miniminagcachieved at the point where the marginal
increase of the cyber investment cost is equahémarginal decrease of the financial loss.
Therefore, the point of the minimum total cost degse on both the shape of the cyber

investment cost curve and the shape of financss turve.

Figure 4 shows that when the defense probabilifyQs the expected financial loss is $8,000,000
from cyber breaches. Assume that an organizatidikaly to receive 400 cyberattacks per year

and each breach (which is not defended success@dsts $20,000. A defense probability of 0.5
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is equivalent to 200 breaches out of the 400 cytzeres. The potential financial loss at a
defense probability of 0.5 is $4 million per yeee.( 0.5*400*$20,000). There is a wide range of
positive net benefit between the defense probgbdit 0.28 and 0.99 in which the cyber

investment is beneficial to the organization duthtogreater decrease of financial loss compared

to the cyber investment cost.

Cyber Investment Cost Analysis

20
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Figure4. Cyber Investment Cost Analysis

In this cybersecurity scenario, the cyber investnotaimve is assumed to be s-shaped, which is a
typical investment cost curve widely used for cestimation of technology projects. The s-
shaped function suggests that a rapid diminishétigrin occurs at the point of cyber investment
cost beyond the defense probability of 0.99. Wiiike minimum total cost occurs at the defense
probability of 0.9, senior management may wanthoose a higher defense probability of over

0.9 up to 0.99, if they are cyber risk averse.
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3.3.4 Estimating Costsfor Cyber Investment Analysis

Estimating costs is the basis of the cyber investna@alysis. The specific cost function may
vary by industries and scale of business operatibims section discusses general starting points
for a manager to plot a rudimentary cost curvetieir own situation. The IT asset owners (e.g.,
managers of network servers) should have a primesgonsibility for estimating financial loss
and the investment cost curve. Well-known expeatggment techniques such as three-point cost
estimates (e.g., pessimistic, optimistic, and nligely) and a Delphi method may be used to

facilitate the estimation process and derive melialsle and efficient estimates.

First, the IT asset owners need to identify différgpes of attacks to the asset and their potentia
financial losses such as penalties, compensatiepgcement, upgrade, and reputation damages.
When internal data about financial losses from cyireaches do not exist, they may look for
data from the industry or from similar organizasofEstimates of potential financial losses of
different types of attacks on the asset are sunanddhe estimate of the average of the financial
loss per breach for the asset is calculated. Fample, a financial loss from cyber breaches
arising from the attacks to the network serverstntake into account all different types of

cyberattacks to the network servers.

The average of the financial loss can be calculétedlividing the total financial loss of the

various types of attacks to the network serverghieyfrequency of the attacks to the network
servers. For example, the sum of the expected diahtoss from ten attacks is $200,000. The
average of the financial loss is $20,000 while atight attack types may result in different

amounts of financial loss. While this kind of estiion is rudimentary, it can reduce the problem
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space and simplify the cost function developmentnére precise approach with the use of
occurrence probability of each attack type couldaken to derive the expected financial loss of
a cyber breach to the network servers. This approaay be useful when certain attack types

occur more frequently than other attack types.

Next, they need to plot the cyber investment cdstsvarying degrees of countermeasures
against the cyber threats on the IT assets andcesnCyber investment costs are identified in
various countermeasure activities such as policyeldpment, tool development, training,

monitoring and control activities. For a theoretiparpose, the previous section illustrated the
continuous investment cost curve. However, in peactthe cyber investment cost curve may
take a discrete cost curve and a specified deferd®bility range, not the entire range between
0 and 1. A good starting point for estimating cylmestment costs is the current cybersecurity
expense level and defense performance for eachs$Btaand service. For example, the
organization may have operated at the 90% defenod@bility with the cybersecurity expense of

$200,000 for the network server operations. Farrutyber investments, the organization may
consider defense probabilities of 96%, 97%, 98%%98nd estimate the corresponding

investment costs.

3.4. Cyber Performance Layer
Once the investment decision is made at the cydsmsament layer, cyber performance activities
follow. The cyber performance layer focuses on db&al development and operation of the

cybersecurity systems based the performance gead $he risk assessment layer. Three major
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activities at the cyber performance layer are imm@etation, monitoring and control, and

continuous improvement.

3.4.1 Implementation

Implementation of the cybersecurity include cylsahihology development, testing, deployment,
new policy development, training, and a user aereg® study. The new cyber infrastructure

should build on the existing infrastructure of orgations, employees/internal users, and cyber
technologies. A variety of security tools iderdi at the cyber ecosystem layer should be
sourced for the implementation of the cyber tecbgials. Organizations also need to develop
selection criteria to evaluate and choose amongyenially available cyber technologies and

vendors. The implementation activities must take account ease, usability, and usefulness of

monitoring and control systems.

3.4.2 Monitoring and Control

During the risk monitoring and control stage, tihgamization needs to monitor cyberattacks and
respond to them timely. Prevention, detection, i@edvery are the core activities and conducted
concurrently. Detection activities focus on thel+teae tracking of external cyberattacks,
abnormal user activities, and illegal access ta dad applications. Recovery activities deliver a
solution in real time.Monitoring and control need to keep a log ypes and sources of
cyberattacks, frequencies and magnitude of thelkstan terms of penalty, lost sales, ransom

paid, the amount of data stolen, and recoveryuturé cyber investment cost analysis.

3.4.3 Continuous I mprovement
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Continuous improvement uses data collected ovee tiondiscover trends of attacks and long-
term performance. The continuous improvement des/need to establish the measurable goals
and generate periodic performance reports. It 3 @hportant to prioritize key performance
metrics for the continuous improvement. In orderetiablish performance goals of various

security dimensions, the industry’s and competitoest practices can be benchmarked.

Continuous improvement allows organizations to iowpr and revise future cyber investment
and cyber strategies according to changing pattefreg/ber threats and financial losses. The
industry data indicates this evolving nature of eaythreats. During 2018, there was a 350%
increase in ransomware attacks, a 250% increaspanfing or business email compromise
attacks and a 70% increase in spear-phishing attatlkcompanies overall (Garrett, 2018).
Identifying new cyber threat types and adversarngslved and updating the cyber risk matrix
will shed light on the direction the cyber ecosgstés taking. Timing of the periodic
performance evaluation depends on types of orgamizaand IT systems. For example, a more
frequent periodic performance evaluation will beeaed for organizations using the complex
high-connectivity systems (e.g., hospitals, logstservices, transportation services, and smart

factories).

4. lllustration of Continuous I mprovement

As an illustration, Figure 5 shows the evolutiontloé risk profile over two-year periods with
directed arrows.This risk matrix utilized real-world data with mddation. For “Network
Server” and “Email System” threats, both the freuwyeof attacks and the expected financial

loss per breach increase. Email System moves frenmiedium risk area to the high-risk area.
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“Laptop/Desktop” moves to the medium risk area. idoer, the frequency of attacks decreases

and the expected financial loss per breach incsease

300 5
i High Ri va

200

Frequency of .
attacks/year . Medium Risk A

Low Risk Area

100

$10,000 $20,000 $30,000

Potential financial loss (median value)/breach

@ Network Server
@ Email System
O Laptop/Desktop

Figure5. Evolution of Risk Profile over Two-Y ear Periods

Figure 6 shows the updated risk quantification. Wiiee defense probability is 0%, the expected
financial loss is $16,000,000 from cyber breaciidse financial loss curve is steeper than in
Figure 4. Figure 6 show the maximum benefit shiftethe defense probability of 0.94 from the
defense probability of 0.9, assuming the cyber stment cost curve is the same. The range of
positive net benefit is between 0.1 and 0.998, wigaovider than in Figure 4. The change of risk
profile is highly likely across industries with freent changes in the IT field, and timely periodic
cyber risk assessment and continuous improvemehtalign the cyber investment with the

cybersecurity needs.
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Updated Cyber Investment Cost Analysis
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Figure 6. Updated Cyber Investment Cost Analysis

5. Conclusion

With the increased cybersecurity risks posed byeoyiiminals and adversaries, it became
imperative for organizations to increase their @mass of the change of the cybersecurity
landscape and timely response to the change. Taperpdiscussed cybersecurity trends
coinciding with technological paradigm shifts. Thiaper also developed the Cyber Risk
Management Framework in which risk management iievare organized and evaluated in
four layers. As in many other IT projects, one lo¢ tarriers to the investment in cyber risk
management is difficulty in measuring the beneditsl costs of cybersecurity risk management.
The organization is responsible for identifying theed for cyber acquisition and the best

technology to meet that need. By prioritizing tealogies that improve cybersecurity protection,
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organizations can reduce the consequences of eyberand unlock future economic value as

higher levels of trust encourage more business frostomers (Accenture, 2019).

The basic tenet of the four-layer framework is tiiae want to make a sound justifiable cyber
investment to protect our IT assets and serviags threats, we need to understand our external
environment through the cyber ecosystem layer,uat@lthe organization, employees/internal
users, and existing cyber technologies throughcttier infrastructure layer, assess cyber risks
through the cyber risk assessment layer, and concylmersecurity activities at the cyber
performance layer. All the four layers are strgnigkertwined and referenced to the cyber risk

management framework, so that a holistic cybermakagement is achieved.

The cyber ecosystem layer is concerned with idgntif and understanding the roles of its
stakeholders under the organization’s idiosyncraybersecurity environment. The cyber
infrastructure layer is concerned with safeguardiigassets and services of an organization.
Organization, employees/internal users, and cydmmologies are the three key elements of the
cyber infrastructure layer. The cyber risk assessrfayer focuses on the identification of IT
assets, cyber vulnerabilities, and cyber threask quantification of cyberattack types, and
investment analysis. Each cybersecurity breach czaarse financial loss and conversely the
prevention of it can generate a reduction of fimanioss. Since an investment in the security
technologies is a capital expenditure, the investn® likely to be under scrutiny of senior
management for budget approval. The optimal investmmomes at the point where the marginal
increase of the cyber investment cost is equahémarginal decrease of the financial loss.
While it is not a trivial task, continuous improvent should be conducted to respond properly to

the rapid development occurring in the cyber edesys
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To be better prepared for any emerging cyber thyeaganizations need to analyze not only
their own organizational cybersecurity risks, bilgoathe industry-wide cybersecurity trends.
While our discussion is limited to risk quantifizat, our framework can be expanded to the
gualitative risk assessment (e.g., experts’ opiminrcyber risk, nonfinancial strategic decision-
making, and multi-criteria decision making), whemaqgtitative historical data are not readily
available. While the cyber investment decision usest minimization as an objective, it is also
possible to combine popular traditional financiaéthods for project selection such as NPV,
ROI, and payback methods in the process of a cybastment decision. It is also worth

mentioning that while this paper focuses on cylt management, cyber risk management is
part of large organization risk management whisloiwes non-cybersecurity organizational risk

issues.
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