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6. Conclusions

In this paper, we proposed a novel DHCD method to identify
and mitigate FDI attacks in smart grid CPS. Specifically, a rule
specification based real-time collaborative detection system was
designed to identify the anomalies of measurement data. In
addition, a new reputation system with an ARU algorithm
was presented to evaluate the overall running status of the
PMUs, which can be used to identify compromised PMUs. We
then demonstrated the utility of the proposed approach using
simulations of the IEEE 39-bus power system.

As previously discussed, our method is designed to detect the
malicious activities resulting in the anomaly of measurement data.
Future work would include extending the proposed approach to
capture power system faults (e.g., voltage disturbance, open circuit,
and short circuit).
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