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9. Summary and conclusions

This work provides a comprehensive and detailed survey about 

the DDoS attacks and defense mechanisms eventually available in 

the cloud computing environment. We have shown through the 

discussion that EDoS attack is a primary form of DDoS attack in 

the cloud. DDoS attacks have important characteristics which play 

an important role while considering utility computing models. This 

paper introduces the cloud computing features which are critical in 

order to understand the DDoS attack and its impact. 

We have also presented attack statistics, its impact, and char- 

acterization by various contributors. We propose a novel compre- 

hensive taxonomy of DDoS attack defense solutions in cloud com- 

puting. We believe that this survey would help to provide a di- 

rectional guidance towards requirements of DDoS defense mech- 

anisms and a guideline towards a unified and effective solution. 

There are a large number of solutions which have targeted the 

DDoS attack from one of the three solution categories of attack 

prevention, detection, and mitigation. Among these solutions, there 

are few contributions which are targeting at cloud-specific features 

like resource allocation, on-demand resources, botcloud detection, 

and network reconfiguration using SDNs. We also provide a com- 

prehensive list of performance metrics of these solution classes for 

their evaluation and comparison. We believe that this novel at- 

tempt of presenting the complete set of evaluation metrics for a 

variety of DDoS solutions may help in orchestrating the bench- 

marking of upcoming solutions. 
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