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V. CONCLUSION

In this paper, we propose a high availability architecture of

online wallet in Bitcoin: HA-eWallet. In HA-eWallet, a Bitcoin

transaction must be signed by any 3 private keys rather than

one. Besides, the private keys are stored separately in different

places: 3 private keys are stored in the user node, while

the other 2 encrypted private keys are stored in the service

units separately. According to the multi-signature mechanism,

even though both of the two private keys in online wallet

providers are stolen or cracked by attackers, they cannot forge

a signature of the users’ Bitcoin. In addition, each online wallet

service unit connects with the disaster recovery center, and

backs up the private keys timely. In this way, our system can

be always available unless all service units and the disaster

recovery center fail.
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