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9. Conclusion

To overcome known security weaknesses and/or privacy omission in previous ultralightweight
authentication protocols, we propose UMAPSS. It incorporates the (2,n) Shamir’s secret sharing

and achieves significant security e nhancement. I t supplies a  robust privacy protection through 
mechanisms for double verification and mutual a uthentication. It reduces the overtime security 
omission using a session control mechanism. It ensures unlinkability and randomization by ap-
plying a dynamic update mechanism. Based on typical security characteristics and the ability to 
resist malicious attacks, our protocol performs favourably.

It is ultralightweight, requiring only two simple bitwise operations on low-cost RFID tags 
without significantly increasing the burden at both the tag’s and the server’s ends. It removes tri-
angular function operations, lessening exposure to security issues related to their biased outputs. 
UMAPSS balances superior security performance and practical competitiveness.
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