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8. CONCLUSION

In this paper, we first theoretically analyze the Dummy-Location selection (DLS) algorithm, which is the current approach to 

protect users’ location privacy in LBS for IoT. Then, we discussed the current attack algorithm for DLS algorithm (ADLS) to 

identify the user’s real location from chosen dummy locations generated by DLS algorithm. To efficiently preserve users’ 

location privacy, we also propose a new Dummy Location Privacy (DLP) algorithm, by taking into account the equilibrium 

between the computational cost (i.e., time complexity) and the privacy requirements of users. Based on the obtained side 

information and the entropy metric, DLP algorithm greedily selects dummy locations to achieve the optimal privacy level of 

k-anonymity. We also analyze the security performance of the proposed DLP algorithm against potential attacks in the 

data-driven IoT service. Finally, we evaluate our DLP algorithm and ADLS algorithm by conducting extensive simulation 

experiments under various scenarios. The simulation results show that our ADLS algorithm has high probability of 

identifying the user real location from the dummy locations generated by DLS algorithm. Moreover, comparing with the DLS 

algorithm, our DLP algorithm has lower probability of revealing the user real location under the same attack, and can reduce 

the computational cost (i.e., time complexity) when providing same privacy level as the DLS algorithm. It will generate great 

impact for the data-driven IoT service to prevent attacks and preserve location privacy. 
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