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The access and distribution convenience of public networks opens a considerable content security threat
when sending, receiving, and using multimedia information. In this paper, a content security protection
scheme that integrates encryption and digital fingerprinting is proposed to provide comprehensive secu-
rity protection for multimedia information during its transmission and usage. In contrast to other
schemes, this method is implemented in the JPEG compressed domain with no transcoding or decom-
pression, therefore, this scheme is highly efficient and suitable for multimedia information, which is sel-
dom available in an uncompressed form. In addition, a variable modular encryption method is proposed
to solve the invalid variable length coding (VLC) problem when a compressed data stream is encrypted
directly. Experimental results demonstrate improved security and the efficiency provided by the pro-
posed scheme. The experiments also demonstrate imperceptibility and collusion resistance of
fingerprints.
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1. Introduction

With the rapid development of information and communication
technologies, it has become commonplace to distribute multime-
dia information over the internet. However, this data access and
distribution convenience increases security risks when sending
and receiving sensitive information and images. Eavesdropping,
unauthorized duplication, and release are a growing threat which
must be effectively contained. In some instances, exposure and
leakage of this information will cause damage to personal privacy
or even national security. Therefore, effective content security
measures must be adopted to guarantee the safety of sensitive or
proprietary multimedia information.

Two requirements must be satisfied to guarantee the security of
multimedia information, confidentiality and proper usage [1,2,26].
Encryption is a common method for ensuring data confidentiality,
but data security after decryption cannot be ensured because the
data can be duplicated and distributed improperly by legal users.
Fingerprinting is an emerging technology that imperceptibly em-
beds a unique user-dependent identity number into media content.
If users distribute data improperly, the hidden fingerprints can be
extracted from the copied media and used to trace unauthorized
users. But, when fingerprinting digital data, the problem of collusion
attacks must be considered [3]. Colluders compare their finger-
printed copies of data, modify differences and generate a new copy
to avoid discovery. However, digital fingerprinting is a passive form
of security and works only after the content is received and has been
made available to the user [4]. Therefore, only a combination of
encryption and fingerprinting can provide comprehensive content
security protection for multimedia information, because both confi-
dentiality and proper usage vulnerabilities are addressed.

Several intermediate goals must be achieved to meet the secu-
rity requirements for multimedia information content protection
and are listed as follows:

1. Encryption security. Different from text/binary encryption, mul-
timedia encryption requires both cryptographic security and
perceptual security [5]. The former refers to security against
cryptographic attacks, and the latter means that the encrypted
multimedia content is unintelligible to human perception.

2. Format compliance. Format information is generated after
encoding multimedia data, such as file headers and synchroni-
zation information. This information will be used by the deco-
der to successfully recover data and to keep multimedia
communication synchronized [5]; therefore, format informa-
tion must not be effected by encryption. The ciphertext is con-
sidered format-compliant if the encrypted data stream can be
decoded by a standard decoder.

3. Imperceptibility. The embedded fingerprint information must
be invisible and have little perceptual impact on the image
quality.

4. Robustness against collusion attacks. The embedded fingerprint
code must be robust against collusion attacks.

http://crossmark.crossref.org/dialog/?doi=10.1016/j.jvcir.2014.01.005&domain=pdf
http://dx.doi.org/10.1016/j.jvcir.2014.01.005
mailto:xuyy@whu.edu.cn
http://dx.doi.org/10.1016/j.jvcir.2014.01.005
http://www.sciencedirect.com/science/journal/10473203
http://www.elsevier.com/locate/jvci


806 Y. Xu et al. / J. Vis. Commun. Image R. 25 (2014) 805–813
5. Efficiency. Encryption and fingerprinting operations should be
highly efficient because multimedia information is huge and
the number of users is extremely large. It is widely believed that
video information must be distributed efficiently because of its
data rate and large size. However, some image information is
also massive [15]. For example, a typical hyperspectral remote
sensing image covering a small region of a few kilometers con-
tains millions of pixels, and each pixel is represented by several
bands [27]. Thus, the data volume can be several GB or even
several hundred GB [28].

6. Compression ratio. In all cases, multimedia encryption algo-
rithms should not change compression ratio or should at least
keep the changes in a small range [5].

7. Compressed domain implementation. Because most multime-
dia signals are available in a compressed form, it is desirable
to encrypt and embed fingerprints directly into the bitstream
of compressed media with no transcoding, decompression or
even partial versions of such computations [6–8,15].

The existing research on content security protection for multi-
media information can be classified into three types, but the meth-
ods discussed have significant shortcomings. The first type [3,24]
embeds each user’s fingerprint into the plaintext and then encrypts
it separately on the sender side, leading to low efficiency and poor
scalability. The second type encrypts data on the sender side and
embeds fingerprints on the receiver side with tamper-proof hard-
ware [9] or trusting network nodes [10,23]. These solutions can
save a lot of computation time and bandwidth usage, but they of-
ten prove to be insecure and inflexible in application. Another type
of solution integrates decryption and fingerprinting on the receiver
side. Anderson proposed a Chameleon scheme [11] that encrypts
uncompressed plaintext audio data at the source. Different users
decrypt the same ciphertext with slightly different keys and obtain
slightly different least significant bits (LSB) of the plaintext audio
data. This scheme though, is not very efficient and the fingerprint
in LSB is not robust against common signal processing operations.
Adelsbach et al. proposed a modified Chameleon scheme in order
to embed spread spectrum watermarks [1]. But, this approach still
only considers uncompressed baseband signals. Celik et al. also im-
proved the Chameleon scheme by using algebraic operations dur-
ing encryption/decryption and then embedding robust spread
spectrum watermarks [25]. This scheme can be modified to handle
joint decryption and watermarking on vector quantized images
[26]. Kundur et al. proposed a joint fingerprinting and decryption
(JFD) scheme [4] that encrypts perceptually relevant components
by scrambling on the sender side, and receivers partially decrypt
media content to obtain fingerprinted copies. This scheme is highly
efficient, but it also has disadvantages. The encrypted media con-
tent is not secure from perception and the robustness against col-
lusion attacks cannot be confirmed. Lemma et al. presented a
scheme based on additive encryption [12]; its perceptual security
is better than [4] but it is not secured against cryptographic at-
tacks. Furthermore, its robustness against collusion attacks was
not a focus of this research. Lian et al. proposed an improved
scheme in [13,14], where media content is encrypted by additive
modulation. A cipher-video was decrypted by controllable demod-
ulation controlled by fingerprint codes. Although these methods
can meet most requirements for multimedia information content
protection, they are not implemented in a strictly ‘‘compressed do-
main’’ environment. Most of these methods can be partially
decompressed to gain access to transformational coefficients so
they are not strictly compressed domain methods [15]. Only one
real compressed domain method has been proposed [16]; however,
this method also has some problems, since its encryption security
has not been proven, its ciphertext cannot be kept format compli-
ant, and its robustness against collusion attacks has not been
tested.

JPEG is a widely used multimedia compression standard. A no-
vel content security protection scheme for the JPEG compressed
domain is proposed in this paper. A variable-modular encryption
method based on space mapping is used to encrypt a compressed
data stream directly, so as to obtain a format compliant ciphertext.
A unique fingerprinted image is generated naturally for each user
by decrypting the encrypted data stream with different decryption
keys. In contrast to other schemes, this scheme is implemented in
the JPEG compressed domain with no transcoding or decompres-
sion; therefore it is highly efficient and suitable for multimedia
information seldom available in an uncompressed form. Experi-
mental results illustrate the security benefits of the proposed
scheme, the imperceptibility of fingerprint embedding, and its
robustness against collusion attacks.

The organization of this paper is as follows: Section 2 discusses
the related research, and Section 3 proposes our scheme. Section 4
provides experimental results and a performance analysis, and Sec-
tion 5 presents conclusions.

2. Background

The general architecture for JPEG compression is shown in
Fig. 1. An original image is first transformed and quantized. The
resulting quantized coefficients are further entropy coded to form
a compressed stream. According to this process, the potential
encryption locations are listed as follows: (A) raw data encryption;
(B) transformed coefficient encryption before or after quantization;
(C) encryption by entropy encoding; and (D) encryption of the
compressed data stream. These encryption locations are shown
in Fig. 1.

In raw data encryption, the media data are encrypted before
compression. Because the encryption operation changes the adja-
cent relations of the image pixels, the compression ratio can be de-
creased greatly and thus format compliance cannot be maintained
[17]. The second and third encryption types implement an encryp-
tion operation during compression; these techniques are codec
dependent. Because the adjacency relations of the transformation
coefficients are changed by encryption, the compression ratio is
also decreased [18–19]. The fourth type encrypts the compressed
data stream directly with some significant advantages. It provides
better security because the compressed data has almost no redun-
dancy. The fourth type is also more efficient because the length of
the plaintext is shorter than for any of the other types. Its compres-
sion ratio and the format compliance are easily kept; and easier to
integrate with different application systems because it is codec
independent [20]. This approach is the mainstream research direc-
tion in the field of visual media encryption.

Digital fingerprinting is a special form of digital watermarking
and can be embedded either in a spatial or transform domain.
Embedding information in the spatial domain has the problem of
insufficient robustness against common operations such as slight
noise and compression; therefore, embedding fingerprints in se-
lected coefficients in the transform domain is a more widely used
method. However, this operation is not considered to be strictly a
‘‘compressed domain’’ method and will lead to low efficiency. It is
therefore highly desirable to develop watermarking algorithms
that work entirely in the compressed domain. Until now, few
methods have been proposed to embed information directly in
the compressed data stream [6–8,15].

According to these reasons, we can draw the conclusion that
encryption or fingerprinting of the compressed data stream directly
is more suitable because most multimedia signals are transmitted or
saved in a compressed form. The efficiency is high because the time-



Fig. 1. Encryption locations in the process of compression encoding.
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intensive decompression or transcoding processes are also avoided.
However, one problem caused by operating on a compressed data
stream directly is the difficulty of keeping it format-compliant. In
the image and video compression standards, transformation and
quantization are followed by a variable length coding (VLC) process
to obtain a higher compression ratio. A characteristic feature of a VLC
codeword is that its length is variable and the whole codeword space
is not occupied; in other words, the aggregate of an n-bit valid VLC
codeword is not equal to Vn, and Vn is the aggregate of all of the pos-
sible n-bit binary combinations. Taking a 3-bit codeword for exam-
ple, there are 8 different binary codewords in total; however, only 2
VLC codewords are valid, specifically 100 and 101, as shown in the
dark gray region in Fig. 2. The encryption operation for a codeword
is actually a mapping from the plaintext space p to ciphertext space
c = E(p). Because of the randomness in the encryption operation E(), a
valid plaintext codeword will most likely map to a random position
in ciphertext space, as shown by the dark gray region and translu-
cent gray region in Fig. 2. If a valid plaintext codeword is mapped
to the translucent gray region, then the ciphertext will not conform
to the syntax of the compression standard and cannot be kept for-
mat-compliant.

3. The proposed scheme

This section details the proposed content security protection
method that solves the limitations of existing approaches. The gen-
eral architecture of the proposed scheme is shown in Fig. 3. On the
far left, raw image X is compressed and the variable modular
encryption is implemented in a compressed data stream on the
sender side to obtain a format compliant ciphertext. On the lower
right side of the diagram, fingerprinted copies are generated by
decrypting the ciphertext with different keys on the client’s side.
The extraction and detection of fingerprint are analyzed on the
lower left side.

3.1. A variable modular encryption method based on space mapping

In JPEG encoding process, after quantization, a DC coefficient
and 63 AC coefficients are prepared for entropy encoding. For the
Fig. 2. The mapping from plaintext space to ciphertext space.
DC coefficient, the previously quantized DC coefficient is used to
predict the currently quantized DC coefficient. The size of the dif-
ferences is encoded as a VLC codeword of CODELENGTH bits, fol-
lowed by binary code of SIZE bits for the amplitude. For the AC
coefficients, a composite value is used to describe the run length
of the zero coefficients (Run) and the amplitude of the next non-
zero coefficient (Level); it is Huffman coded as a CODELENGTH bits
VLC codeword followed by the binary code of SIZE bits for the
amplitude, which specifies the amplitude of the coefficient. There-
fore, regardless of the values for the DC and AC coefficients, the to-
tal length of the compressed data stream is TOTALLENGTH =
CODELENGTH + SIZE.

According to this entropy encoding process, a variable modular
encryption based on space mapping is proposed as follows:

First, different alphabetic tables are constructed. We put all the
VLC codewords of the same length into one alphabetic table, and
we define the number of VLC codewords as its module M. Table 1
includes several alphabetic tables that are constructed for lumi-
nance AC coefficients according to Table K.5 in [21]; because there
is only one VLC codeword for total lengths 3, 4, and 5, we put these
three codewords into the same alphabetic table.

We assume that the ith element of the alphabetic table corre-
sponds to an independent space V(i) that is composed of n points,
i.e., V(i) = {P(i + 1)� � �, P(i + n), � � �} for the alphabetic table having the
same TOTALLENGTH, n e [1, 2SIZE]; otherwise n e [0, 2MAXTOTAL-

LENGTH � TOTALLENGTH + SIZE], where MAXTOTALLENGTH is the ele-
ment in the alphabetic table that has the maximum
TOTALLENGTH. For example, for alphabetic table V with the same
TOTALLENGTH, the size of the 1st element is 5, n = 25 = 32,
V(1) = {1101000000, 1101000001, � � �, 1101011111}; for alphabetic
table I with a another TOTAL LENGTH, the MAX TOTAL LENGTH is
5, and the TOTAL LENGTH of the 1st element is 3, n = 25 � 3 + 1 = 8;
then, 8 points are included in V(1), V(1) = {00000, 00001, � � �,
00111} .

For the space V(i), assuming that the original codeword is Xi, the
codeword corresponds to a point P(i + r) in V(i) according to the
mapping rule S(), as shown in Eq. (1):

Pðiþ rÞ ¼ SðXiÞ ð1Þ

Then, the point P(i + r) is encrypted with a module add operation by
the random integer Ki:

Pðjþ sÞ ¼ EðPðiþ rÞ;KiÞ ¼ ðPðiþ rÞ þ KiÞModM ð2Þ

where Ki is a random integer that is distributed uniformly in
[0, M � 1]. The module M of each alphabetic table is different;
therefore, the proposed method is called the variable modular
encryption method.

After the encryption operation, point P(i + r) in V(i) is mapped
into a random point P(j + s) in V(j). P(j + s) corresponds to cipher-
text Cj, which is also the jth valid VLC codeword in the same alpha-
betic table:

Cj ¼ S�1ðPðjþ sÞÞ ð3Þ

The encryption process is shown in Fig. 4.



Fig. 3. The general architecture of the proposed scheme.

Table 1
Alphabetic tables for VLC codeword.

Alphabetic table Run/size Code length Code word Total length Module

I 0/1 2 00 3 3
0/2 2 01 4
1/1 4 1100 5

II 0/3 3 100 6 2
2/1 5 11100 6

III 1/2 5 11011 7 3
3/1 6 111010 7
4/1 6 111011 7

IV 0/4 4 1011 8 4
5/1 7 1111010 8
6/1 7 1111011 8
7/1 8 11111010 9

V 0/5 5 11010 10 6
1/3 7 1111001 10
2/2 8 11111001 10
8/1 9 111111000 10
9/1 9 111111001 10
A/1 9 111111010 10

. . . . . .. . . . . . . . . . . .

808 Y. Xu et al. / J. Vis. Commun. Image R. 25 (2014) 805–813
3.2. Joint decryption and fingerprinting

Users decrypt ciphertext Ci with the decryption key K 0i, where
K 0i ¼ Ki �Wi, and where Wi is the fingerprint sequence. K 0i is gener-
ated and transmitted securely by the sender.

After receiving the ciphertext Cj, the user maps Cj to a unique
point P(j + s) in the space V(j) according to the same rules as on
the sender side, as shown in Eq. (4):
Pðjþ sÞ ¼ SðCjÞ ð4Þ

The decryption and fingerprint embedding process is:

DðPðjþ sÞ;K 0iÞ ¼¼ ðPðiþ rÞ þ Ki � Ki þWiÞModM ¼ Pðiþ tÞ ð5Þ

P(i + t) is a point in V(i); after re-mapping the compressed stream
with the embedded fingerprint, X0i is generated, as follows:



Fig. 4. Variable modular encryption based on space mapping.
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X0i ¼ S�1ðPðiþ tÞÞ ð6Þ

X 0i is similar to Xi and is only slightly different from Xi in its ampli-
tude value.

3.3. Fingerprint detection and traitor tracing

Suppose that a colluded stream is z0. We can compare z0 with the
original stream x, extract the fingerprint sequence, and obtain a
colluded fingerprint codeword w0. We correlate w0 with each user’s
fingerprint sequence wi using Eq. (7):

TNðiÞ ¼
w0wiffiffiffiffiffiffiffiffiffiffiffiffi
kwik2

q ; i ¼ 1;2; . . . ;N ð7Þ
Fig. 5. Encrypted I
The user whose fingerprint has the highest correlation value TN(i) is
identified as the colluder. By averaging collusion, TN(i) follows an Nu

-dimensional Gaussian distribution:

T ¼ ½TNð1Þ; . . . ; TNðNuÞ�T � N ½m1;m2�T ;r2
d

� �

m1 ¼ ksk
1
c
þ 1� 1

c

� �
q

� �
; m2 ¼ kskq

ð8Þ

where m1 is the mean vector for colluders, m2 is the mean vector for
innocent users, and q is the average correlation between two differ-
ent fingerprints. According to [22], for an L-tuple q-ary Reed-Solo-
mon code with dimension t, q ¼ t�1

L .
We define the maximum detection statistic for colluders and

innocent users as T1 and T2, respectively:
mage Quality.
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T1 ¼max
j2Sc

TNðjÞ; T2 ¼max
jRSc

TNðjÞ ð9Þ

where Sc is the aggregate of colluders. The probability of catching
one colluder using the maximum detector can be expressed as:

Pd ¼ PrðT1 > T2Þ �
Z þ1

�1
PrðT1 > tÞfT2 ðtÞdt ¼

Z þ1

�1
ð
Z 1

x
fT1 ðzÞdzÞfT2 ðtÞdt

fTi
ðxÞ ¼ 1ffiffiffiffiffiffiffi

2p
p

ri

e
�ðx�mi Þ

2

2r2
i

ð10Þ

where Pr() is the distribution function of T1, and fT1 ðÞ and fT2 ðÞ is the
probability density function of T1 and T2, respectively.

4. The experimental results and analysis

The experiment included three parts: a performance analysis of
the encryption, imperceptibility of the fingerprints, and robustness
of the fingerprints.

4.1. Performance analysis of the encryption

The performance of the proposed encryption method was ana-
lyzed from the standpoint of confidentiality, compression effi-
ciency, and format compliance.

(1) Perceptual security

The proposed scheme, Kundur et al’s scheme in [4] and Lian
et al’s scheme in [14] are used to encrypt the 512�512 Lena image,
respectively. Perceptual security was evaluated by the PSNR value.
In general, the lower the PSNR value is, the lower the intelligibility
of the encrypted information and the higher the perceptual secu-
rity. The encryption results are shown in Fig. 5.

From this figure, we can see that the proposed scheme has a
higher perceptual security than the other two schemes. This is be-
cause Kundur et al’s scheme encrypts only the sign of the DCT coef-
Fig. 6. Quality of recovery image fr

Table 2
Comparison of the Encrypted Image Quality.

File description Size Encrypted Image Quality (PSNR)

Lian’s Kundur

Airplane 256 � 256 8.2947 10.0474
Aerial 256 � 256 10.9257 12.2578
Clock 256 � 256 8.1208 12.8811
Chemical plant 256 � 256 12.6905 16.2263
Couple 512 � 512 14.8102 16.2980
Aerial 512 � 512 9.9296 15.5154
Tank 512 � 512 13.2237 15.9683
Man 1024 � 1024 12.0986 14.1028
Airport 1024 � 1024 14.2722 17.2226
ficients; therefore, perceptual security is poor. Lian et al’s scheme
encrypts the DC coefficients and the sign of the AC coefficients;
thus, it obtains a higher perceptual security than Kundur et al’s
scheme. Our proposed scheme encrypts VLC codewords that corre-
spond to all of the DC and AC coefficients, thus it has the highest
perceptual security of the three schemes.

Fig. 6 shows quality of recovery images from encrypted images
with a typical perceptual attack Error Concealment Attack (ECA)
[29]. As the results shown, compared with other schemes, the pro-
posed scheme is more secure and robust again perceptual attack.

Table 2 shows the comparative results of encryption with dif-
ferent size images in the USC-SIPI image database. The results
show that Lian et al’s scheme has better security than Kundur
et al’s scheme, while our proposed scheme obtains better percep-
tual security than the other two schemes.

(2) Cryptographic security

In the proposed encryption method, each VLC codeword is re-
placed by another valid VLC codeword with the same length under
the control of a random sequence Ki which determines the ran-
domness of the ciphertext. If truly random sequences are used in
Ki, then the encryption of the VLC codeword is equal to a one-time
pad cipher, and is robust against ciphertext-only, known-plaintext,
and chosen-plaintext attacks.

The VLC codeword is related not only to the previous codeword
but also to the next codeword; thus, knowing only parts of the
information could be of little use for unauthorized viewing of the
image content. Thus, attackers must analyze all of the data that af-
fects the previous codeword and the next codeword, which will
make an exhaustive attack more difficult. Taking the 512�512 Lena
image as an example, the number of encrypted VLC codewords is
262144 and the total length of encrypted VLC codewords is
20581 bytes; if an attacker wants to recover a cipher-image to an
intelligible image, the attacker will have to exhaust at least 50%
of the key space; then, the number of bits to be exhausted is
20581 � 8 � 50% = 82324 bits, the number of calculations required
om encrypted image with ECA.

Recovered Image Quality (PSNR)

proposed Lian’s Kundur proposed

8.0232 12.2143 15.6766 9.3566
10.1060 15.8671 17.3904 13.9134
7.6901 10.9337 17.3904 9.7407
9.9436 15.7578 19.3218 13.3204
11.5198 15.0135 17.1532 14.6816
9.3301 12.3162 17.2841 10.7584
12.7572 17.0231 19.9842 14.8188
8.9977 15.9341 18.4382 12.1644
9.6540 16.4676 21.5606 13.4611



Table 3
Compression ratio of encrypted image.

Method Kundur’s Lian’s Proposed

Changed compression ratio Unchanged 33% Unchanged

Fig. 8. Relation between imperceptibility and the length of embedded fingerprint
sequences.
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is 282324 � 9.85�1024781, so the cost spent in exhausting the calcu-
lation would be much larger than the value of the image itself. If
the attacker wants to recover a clearer image or an encrypted im-
age at a larger size, then the time spent in exhausting the calcula-
tions will grow exponentially.

(3) Format compliance of the ciphertext

To achieve format compliance, the original VLC codeword is re-
placed by another valid VLC codeword with the same length
according to the constructed alphabetic table. Even if the decoder
does not know the decryption key, it still can find the ending of
the codeword and maintain synchronization, and therefore, for-
mat-compliance of the cipher-text is maintained. For the few code-
words that have a different TOTALLENGTH in the same alphabetic
table, for example, the codewords in Alphabetic table I, the extra
bits can fill in the end of the shorter codewords, and the TOTAL-
LENGTH of the table can be kept the same.

(4) Compression efficiency

We use the changed compression ratio (CCR) [5] to evaluate
compression efficiency. Table 3 shows the comparative results of
different methods. Kundur’s method did not change the compres-
sion ratio because it only flipped the sign of AC coefficients. In
the proposed method, the original codeword is encrypted by the
replacement of another valid codeword with the same length;
therefore, the compression ratio will not be changed. However, In
Lian’s method, the adjacency relations of the transformation coef-
ficients are changed by encryption and the compression ratio is
changed greatly.
4.2. Imperceptibility of fingerprint embedding

Fig. 7 shows a comparison of a fingerprinted image generated
by different methods when the length of fingerprint sequence is
Fig. 7. Imperceptibility of
1778. As seen in the figure, our scheme obtains better image qual-
ity after fingerprint embedding.

In our scheme, the fingerprint is embedded in the AC value,
which has a smaller effect on the image quality compared with
the other two schemes; therefore, the fingerprint is embedded
imperceptibly. This finding arises because in Kundur’s scheme,
the fingerprint is generated by partially decrypting the sign bit of
the AC coefficients, which affects the image quality in an obvious
manner; in Lian et al’s scheme, the fingerprint is embedded in
the DC coefficient by decrypting under the control of the key and
fingerprint, and the change in the DC coefficient also degrades
the image quality in an evident fashion; and the degradation of
Kundur’s scheme is stronger than Lian et al’s scheme.

Fig. 8 compares PSNR value of the fingerprinted image when the
length of fingerprint sequences increases continuously. As the fig-
ure shows, the fingerprinted image generated by our method has
better image quality than other two methods. Thus using our
method can obtain larger embedding space and achieve better
robustness against collusion attacks.
fingerprinting image.



Fig. 9. (a) Analytical approximation of the fingerprint under an average attack (b) Simulation results of the fingerprint under an average attack.
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4.3. Collusion resistance of fingerprints

To test the collusion resistance of fingerprints, we chose (14,
2)16 Reed-Solomon code as collusion-resisting code, where L = 14,
t = 2, q = 16, and the number of users is Nu = 256. The gold se-
quence with the length of l = 127 was used to perform a spread-
spectrum operation; the length of the constructed fingerprint code
was 1778, and the total number of users was 256. Supposing that
the watermark-to-noise-ratio (WNR) ranged from 0 to �20 dB,
including scenarios ranging from severe distortion to mild distor-
tion; then, according to Eq. (9), the theoretical results of colluder
identification performance under typical attack conditions is
shown in Fig. 9(a). As shown in this figure, the fingerprint can resist
at least a dozen colluders under a high WNR and a half dozen col-
luders under a low WNR. We estimated the probability of catching
one colluder (Pd) for different colluder numbers c. The results of
100 iterations are shown in Fig. 9(b). It can be seen that the simu-
lation results verify the analytical approximation.
5. Conclusions

A content security protection scheme that integrates encryption
and digital fingerprints for the JPEG compressed domain is pro-
posed in this paper. On the sender side, VLC codewords in the com-
pressed domain are encrypted directly and data confidentiality can
be guaranteed; on the receiver side, collusion-resistant fingerprint
codes are embedded in the image naturally after decryption by the
user, which can be used to trace colluders who illegally distribute
copies of the media thus ensuring proper usage of the media. The
proposed scheme is highly efficient in two aspects: First, only a sin-
gle encrypted copy of media content is distributed, users who de-
crypt the data with different decryption keys obtain different
fingerprinted copies. Second, the encryption and fingerprinting
operation are implemented in a compressed domain, which avoids
time-consuming decompression, encryption, or fingerprint embed-
ding and recompression processes. The proposed variable modular
encryption method solves the problem of having an invalid VLC
codeword stemming from compressed data stream encryption,
while format compliance of the ciphertext can be kept. Experimen-
tal results and analyses show the effectiveness and robustness of
our proposed scheme. The proposed scheme is suitable for content
security protection for multimedia information.
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