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Abstract

Personalized electronic services, e.g. from the e-government dor 'air | nee 1 to reliably identify and authen-
ticate users. During user-authentication processes, the electronic . '~uti., of the respective user is determined
and required additional attributes, e.g. name and date of bi +h, linke 1 to this identity are collected. This
attribute-collection process can become complex, especially .” required attributes are distributed over var-
ious attribute providers that are organized in a federa -1 1aentity-management system. In many cases,
these identity management systems rely on different r~+nlogies and make use of different languages. Hence,
identity federations, such as the one currently establist. ¥ across the European Union, require effective so-
lutions to collect user attributes from different hete. g ~ecus sources and aggregate them to a holistic user
facet. At the same time, these solutions need . c._°m 7y with minimum disclosure rules to preserve users’
privacy. In this article, we propose and introduce a .olution for privacy-preserving attribute aggregation.
Our solution combines attributes from dif erent « »mains using ontology alignment and makes use of locality
sensitive hashing functions to preserve use. ’ pr'vacy. Evaluation results obtained from conducted experi-
ments demonstrate our solution’s ad- ant’ ges ‘or both, service providers and users. While service providers
can be provided with a larger set  atti.” = es, users remain in full control of their data and can decide on
which of their attributes shall b . rev. ~led.

Keywords: Electronic identit ,, 1 ‘entity federation, Attribute aggregation, Interoperability, Ontologies,

Privacy

1. Introduction

Governments - d pu...c administrations face the challenge to continuously improve their e-government

infrastructures n order to cope with fast-changing requirements and to provide citizens useful electronic
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services. During recent years, interoperability between e-government solutions has b-en on the agenda of
many public-sector organisations [1]. In particular, achieving interoperability bet veen ‘ifferent national
electronic identity (eID) solutions has been a topic of growing interest, as ele cro. ic identification and
authentication are crucial building blocks of transactional e-government services.

The European Union (EU) and its Member States (MS) are a prime exam™vle . this. For many years,
EU MSs have developed and rolled out country-specific eID solutions inde senc :nt., from each other. As a
result, citizens from, for example MS A have been unable to use their eI™ to a. *henticate at e-government
services provided in MS B, undermining the idea of a converging E wopean society and a digital single
market. To solve these issues, the EU has been committing efforts * . the -..ay of heterogeneity in existing
European eID systems and the legal implications that need to i = - udre sed when these systems aim to
become interoperable. An example of the efforts committed to a.’ ieve mteroperability between European
e-government and elD solutions are the EU-funded Large Sca~ Pilots (LSP) eCodex!, epSOS?, PEPPOL?,
SPOCS*, STORK, and STORK 2.0°. Their goal is to bring inte. ~nerability to different public-sector domains
such as justice, health care, and procurement. With rega. to elD, the LSPs STORK and STORK 2.0 are
especially worth mentioning, as they have yielded a “ ..' ‘~teroperability solution for national eID systems
by developing an identity federation (IF) framework.

In general, an IF can be regarded as an associa ion ~t multiple identity systems (ISs). An IF defines
a set of common attributes, information-excha.. ~e pol.cies and sharing services, allowing for cooperation
and transactions between IF members, i.e. between different identity systems [2]. An IS, in turn, typically
contains, at least, a user, an Identity Prr vider (. 1P), and a Service Provider (SP) acting as Relying Party
(RP) [3, 4]. The IdP establishes, maint .ins, . 1 .ecures the electronic identity linked with a subject (i.e. the
user), and may also confirm the ident ty ¢ tha subject. From a technical perspective, the confirmed identity
of a subject comprises at least a w ique iac. Lifier and a set of additional attributes such as first name, family
name, or date of birth. The RP make: ‘ransaction decisions based upon receipt, validation, and acceptance
of a subjects confirmed identi y w shin the Identity System (IS). This way, SPs assuming the role of RPs can
control access to their services . nd resources. In addition, an IS can also comprise one or more Attribute
Providers (APs). An AP stor :s ac'ditional attributes for users. These attributes optionally enrich the user’s
confirmed electronic id~ntity. '. required, SPs can request attributes for identified users from APs being
part of the same IS.

The goal of » IF .. .o achieve interoperability between different ISs. An IF guarantees that IdPs,
SPs/RPs, and . Ps fron different ISs can interact with each other based on a defined attribute set. While

Thttps://ww v.e-¢ suc...eu/
2https://www. ssos.eu/
3https://peppol.. 1/
4https://www.eu-spocs.eu/
Shttps://www.eid-stork2.eu/
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Table 1: Ontologies from the Attribute Providers - Example 1

Ontologyap,  Ontologyap,

Address Birthday
BloodType Blood
DateOfBirth ~ E-mail

Email GivenName
Nationality Occupation
FamilyName  PassportNumber
GivenName Physical Address
Identification =~ SSN
MaritalStatus  Sex

Occupation Surname
Phone Telephone
Sex

Title

this works fine in theory, problems arise in pi. “wicc, ~ hen e.g. attributes required by SPs exceed the set
of common attributes defined by the IF. This is espedially problematic in scenarios, where attributes from
different (federated) IS need to be mergec. For . ‘stance, there might be SPs inside a federation demanding
user facets comprised of attributes maraged v r .ultiple APs originating from more than one IS. If returned
attributes are not part of an agreed .ttri',ute set, the SP is unable to assign attributes to the correct user.
Specifically, returned attributes ¢ uld v <:en as several facets, one from each IdP or AP, belonging to
different users, rather than a sir gle 1. >t of one user containing all the attributes required by the SP.

Such scenarios make neces ,ary an effective attribute-merging process. Achieving such a process requires
finding intersections between . “ ribute sets provided by different APs. This can only be achieved if there
is a common vocabulary ¢o r atch attributes from these various APs. This is best illustrated by means of
an example: Consider a usc. at empting to access a service provided by an SP and being asked by the SP
to provide the attri’ ute set ©' = {Address, Birthday, Name, Social Security Number (SSN)}. The user’s
name is Jodo, his hirtu '~ .5 1987-05-21, his Address is Av. Example, 3, and his SSN is 496-32-6450. The
user has attribi tes sto1 'd in his own country (e.g. Portugal) and also in a foreign country, e.g. Austria.
Consider A, for rey. " .d attributes provided by AP4 (Austria), and B, for required attributes provided by
APgp (Portug ). as shown in Table 1. Summarizing, the SP requires the Attribute Set C' to grant access to
the user, but the Set C belongs to more than one AP (C'= AU B).

If the intersection I = A N B uniquely identifies the user, then it would be possible to deduce, by

3
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transitivity, that all attributes in C' belong to the same user. If I is the empty set, or if it is not sufficient to
uniquely identify the user, there is no way to unambiguously confirm the user’s identity. la. ‘ng, for instance,
the subset Name and Birthday from C, it is not possible to guarantee that there s 0 ly one Jodo with the
birthday 1987-05-21. However, it may be possible to define A* D A and B* D b . ch that I[* = A* N B*
identifies the user unambiguously. A* and B* are supersets of A and B, resp~ctive. - containing attributes
available at the APs but not asked by the SP (e.g. Surname).

The problem with this approach is that the Set C* = A* U B*, (A7 7ress, Rirthday, Name, SSN and
Surname), exceeds what the SP actually requires. Providing the SP w: *h the a« ditional attribute Surname
would hence violate the minimum-disclosure rule and compromise _'ie usc. s privacy. Thus, even though
sufficient attributes would be available to unambiguously identif, t': cu rent user, these attributes must
not be used.

Our proposal uses the supersets (e.g. Surname in the abo. = examr le) to merge attribute sets, but hides
the exact values of the additional attributes used to preserve p. vacy. At first glance, Zero Knowledge Proof
of Knowledge (ZKPK) or Homomorphic Encryption appe. ~ to be appropriate approaches to reach this goal.
However, as attributes are based on different vocab' ... "~ in the given use case, these techniques cannot
be applied directly. We show that Locality Sencitive “.ashing (LSH) functions adequately address this
issue, as demonstrated in [5]. LSH functions are ide. 1 v vreserve privacy while still enabling comparisons.
However, they cannot directly solve the problen. ~t ive.secting attribute sets to find the common universal
identifier facet. This requires comparing attributes from several APs, which may be arduous due to source
heterogeneity [6].

Ontologies appear to be a promisi-.g ap, o7 ch to tackling this issue, as they foster sharing and reuse
of knowledge [7]. An ontology is a nec’ icat’on to use a certain terminology so that it is consistent with
the theory defined in that ontolory. The , oblem is that when dealing with diverse ISs within an identity
federation, it is unlikely that they ali - mploy the same ontology to describe their information [8]. Further-
more, it is also unlikely that “ney >ven use the same language in their ontologies. This especially applies to
real-world use cases such es pa.. Furopean identity federations as targeted by the EU.

Intersecting attribute sets iron- different APs relying on different ontologies and languages thus raises the
demand for an appropri~te o. “~.ogy-mapping solution. In general, ontology mapping deals with the need to
reconcile ontologies hat cov r similar domains of knowledge but use different nomenclatures [8]. Priesnitz
et al. [9] have ass~ “ed a... ranked different ontology alignment solutions according to their effectiveness for
the given scena io. Bas d on this and other previous works, we propose a solution for privacy-preserving

attribute agrregation mn identity federations.
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1.1. Open Issues

Previous work has revealed that there are solutions available to promote ontology alignu. ~t [9]. Further-
more, there are also solutions available to assess the similarity between attributes "Jaser on blinded attribute
values. However, so far no work has combined and employed these building bloc"s in . similar context, i.e. to
aggregate user attributes in identity federations. Thus, there are still some |, ~n iss. =s regarding ontology
aligning in the presence of heterogeneity and attribute merging in an IF co text In inis section, we describe

those identified.

1.1.1. Interoperability

Ontologies constitute a valuable knowledge-sharing resource. { till chei : are some open issues regarding
their potential in identity federations. Using ontologies to represen. “now.edge in this context is an important
direction to achieve a consistent path towards the reliable ex.“ange of user data. That way, extending their
usage in such a context could help in promoting semantic 1. ‘“eroperability among involved entities of an
IF. Even if IF entities already use ontologies to represc *t knowledge, it is improbable that they use the
same ontology and the same language. This also app™ >~ to new entities joining these federations. It is not
expectable that they all use the same language to develo, Jheir ontologies. Adjusting the different languages
in the parties’ ontologies to a common one and align, *g .“e1n is hence a considerable improvement to achieve

semantic interoperability. Our solution proposc ' i .. * article addresses this issue.

1.1.2. Alignment Quality

In identity federations, entities usuan, inter:ct with each other multiple times when exchanging user
data. Accordingly, these several int ract.ons can provide different levels of accuracy regarding the user
data they exchange due to inevita' le 1.. ~tal 2s such as misspellings and abbreviations. Thus, assessing the
accuracy of exchanged data and te. 'ing the alignment relations with those metrics each time two entities
are interacting, can improve t' . onfidence level. Our solution addresses this issue. As far as we are aware,

no other work uses this kina ~f f ature to improve the confidence level of exchanged and aligned data.

1.1.8. Alignment Alterr. “tiv s

An alignment ma- result in no correspondence between key attributes from two APs despite having the
same user authentic: “ed on joth APs. In this case, it is not possible to establish a relation between those
APs, even if the, are rart of an identity federation and share data about the same group of users. Using
the relationship: alread -~ stored can help in finding an AP chain, linking the two APs and providing the
user attribu -, . ~wired by an SP. The solution proposed in this article addresses this issue by establishing

chains of APs.
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1.2. Contribution

In this article, we propose a novel privacy-preserving approach to aggregate attributes w *hin an identity
federation. The proposed solution relies on LSH functions and ontology-alignm' ant & »proaches. Based on

these fundamental technologies, our proposal comprises the following features:

e an aligning history function (HF), which uses previous confidence ler ¢l as . <=ment values to increase

the reliability of the current CL;

e a third party attribute provider (APr) approach that allows { e estal lishment of a chain of APs
improving the confidence on the user identity, since he/she .ius key 1dentifiers, among the involved

APs;
e a multi-language strategy to handle several languages in identity federations’ ontology definitions; and

e an attribute-blinding method based on Locality Sensitive Hashing (LSH) functions to preserve users’

privacy during attribute-aggregation processes.

The combination of all these features yields a con. v aensive solution for privacy-preserving attribute
aggregation. This way, this work contributes to i1 .. ~vea user identification and authentication processes

in identity federations.

1.8. Structure

This paper is structured as follows: Sc *ion 2 ¢ ad Section 3 provide relevant background information and
survey related work. From this surver, op~n issues are identified that are not covered by existing solutions.
Our proposal to address these issues 1. * itror aced in Section 4. A concrete implementation of the proposed
solutions is presented in Section ,. ™ Section 6, we evaluate our solution by means of several experiments.

Finally, conclusions are drawn ‘- Section 7.

2. Background

Identity Systems (TSs) 1. ~v.ge information used to identify a user in a given environment (e.g. eID
systems in e-governr ent por als). Interoperability among ISs deals with exchanging user attributes allowing
the user to use a "mec.l .ervice outside his/her system (e.g. public services). When one IS sends these
attributes to a1 other It it is mandatory to keep user data private, disclosing just what is necessary for
the execution of tu. .espective action. To promote interoperability among ISs by means of an identity
federation, the e must be a common base of concepts to be used by all IS that wish to interact.

Ontologies arc used to represent knowledge, but it is improbable that federated ISs use the very same
ontology to represent the same knowledge [8]. Therefore, to allow ISs to communicate using a common

6
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knowledge base requires a mechanism that analyzes all possible knowledge represents .ions in involved ISs
and merges them into a unified one to be used in this communication process. Tl e soi. “ion proposed in
this article accomplishes this task. In the following, fundamental concepts used oy e proposed solution

are briefly sketched.

2.1. Interoperability

The absence of machine-readable descriptions impacts the quality and the ~.iciency of electronic services.
This, in turn, increases administrative burdens and makes the provisic « of se vices more expensive. Public
Service (PS) descriptions delivered through e-Government portals are us ‘ally v .structured and not machine-
readable [10], which makes it hard for them to become interopera’le.

Data interoperability, in an e-government context can be Jdefined a- the capability of all interacting
participants to access, reuse, and understand data in both huma to-machine and machine-to-machine
formats [11]. Different representations, languages, purpoc s an’ < ataxes must be reconciled to reach a
common understanding of the datas meaning and to achiev~ 2~ interoperability. Interoperability is the
ability of organisations to interact towards mutually agreed co. mon goals. They interact sharing information
and knowledge, through the business processes they =ur porc, exchanging data between their respective
Information and Communications Technology (IC. , ~vste ns [12].

There are four distinct types of data intercmerabi’ty [11]: technical, syntactic, organisational, and se-
mantic. This work focuses on semantic interoperab..’*v. Semantic interoperability means that datasets have
a common understanding of terminology: ’..c . ~me term means the same or these datasets apply that term
in the same way.

Semantic Web uses ontologies to .efir > knowledge to address the interoperability issue [13]. Semantic
Web aims to extend current interf~ces "1 a - candardized machine-readable format, adding annotations for
knowledge description to reach .. ~roperability. Semantic interoperability (SI) depends on the services

interfaces description and how '“e services clients share the meaning of the information [14].

2.2. Identity Provider Provy
An Identity Provider Prc .y (T1PP) centralizes integration of federated eID tokens by carrying out the

B

authentication for the P |1.! T'he SP does not take any action regarding any integration of eID tokens.
The IdPP (being a ¢ ata con roller or data processor) handles the data protection aspects.

For example, * the 7 ORK project application context, there is one proxy service per Member State
that handles its eIDs a1 1 SPs [15]. The Pan-European Proxy Service (PEPS) comprises two components:
S-PEPS and C-Pku . The S-PEPS is located in the country of the SP and handles the authentication
process, redire 't ag the authentication requests of foreign citizens to their C-PEPS. The C-PEPS, which is
located in the citizens country, carries out the authentication of its citizens. The C-PEPS asserts successful

authentications and sends them back to the S-PEPS, which asserts them to the SP.
7
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2.8. Ontologies

Scenarios, where each member of an identity federation has its own knowledge represen ~tion, require a
standard mechanism to represent this knowledge in order to support interoperal ity Ontologies are used
to provide such a standard resource when formalizing knowledge.

An ontology is an agreement for describing a common model to be she: ! amc 2 administrative and
non-administrative parties. This agreement permits information exchange m a auman-readable and under-
standable manner [16].

Ontologies can improve SI by adjusting various terms to make hem us :ful in several applications.
Ontologies also provide structured vocabularies describing a formal - pecification of shared concepts in a given
domain, contributing to solving semantic heterogeneity. Despite be - a us ful resource to promote semantic
interoperability, ontologies matching and merging constitute the m. ™ challenge [14] of interoperability and
data integration.

The potential of using ontologies for identity federation has a. ~ady been recognized before [17]. However,
these works rely on adopting a common ontology definition “~r person entity attributes. This approach is not
directly applicable in our context scenario, as we coi . ' Ferent countries and hence different attribute

definitions.

2.4. Ontology Alignment

Even when systems use ontologies for knowledge description, the number of parties involved in the
identity federations (e.g. Stork, eIDAS®" is usu. lly large. As a consequence, several different ontologies
can be used to do this representation. Onto.. ~v alignment finds equivalences between entities semantically
correlated in ontologies. These equit len es ¢ .n promote interoperability through query answering, or data
translation [18]. Ontology alignm nt is us. . to obtain a common knowledge representation among entities
(e.g.: users / citizens attributes defini.’~ns on APs). When two ontologies are aligned, the entities involved
can start to use a common vo .abu ary to communicate with each other. It is required to align these different
knowledge representations whe.. different ISs , e.g. from different MSs, communicate with each other to find
a way to provide shared snor leds2 among them.

More formally exproesed, . » alignment Ay comprises a set of correspondences between entities of a given
pair of ontologies O; and Oz Moreover, some other parameters [18] can extend the definition of alignment,

namely:
1. an input a, *nmer . A, to be extended;

2. the mat hi.g parameters, such as weights, or thresholds; and

Shttps://www.eid.as/home/



3. external resources, such as common knowledge and domain-specific thesauri.

The resulting alignment Ag can be of various cardinalities: one-to-one (1:1), one-to-mauny (1:n.,, many-to-one
(n:1) or many-to-many (n:m).
A correspondence C' between two ontologies O; and Os consists of a sourc conc ~t ¢ € Oq, a target
25 concept ¢g € Os, a relation type, and an optional confidence level between 0 .nu 1. expressing the computed
likelihood of the correspondence [19].
A correspondence [18] is a 4-tuple:

(id, ey, eq,r) (1)
where:
e id is an identifier for the given correspondence;
e ¢; and e; are entities, e.g. classes and properties of the first . - . the second ontology, respectively; and
220 e r is a relation, e.g., equivalence (=), more general \ ). disjointness (L), holding between e; and es.

Correspondences have some associated metadata, . ¢.: coufidence (on a [0.0, 1.0] scale), where 1 repre-
sents the maximum probability that the relation 1. . 1s.

The Ontology Alignment Evaluation Initiative” (G AEL), which promotes annual evaluations of matching
systems, proposes the usage of three metrics to ass. "< the confidence level taken by these matching systems

»s  [18], namely:

e Precision: measures correctness;

TP
Precision = ————— 2
ceision = om0 (2)
e Recall: measures the comp’ . “~ness;
Recall = _rr (3)
TP+ FN

o F-Measure: aggregates L.’ a previous metrics.

2 % Precision * Recall
F-M = 4
casure Precision + Recall (%)

Where:
e TP stands for Tr = Positive values;
e FP are the Fa..c Positive values;

e FN stana. for False Negative values;

"http://oaei.ontologymatching.org/
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2.5. Privacy

Privacy [20] is a fundamental human right, laid down in the United Nations Univers." Declaration of
Human Rights, the European Convention on Human Rights, and national constit .tior ;. Since it began, the
main focus of privacy has been personal information, especially with regard t~ deic. ding individuals from
government surveillance.

Data protection is the administration of personal information and the Hur pean Union frequently uses
this definition in elaborating privacy-related laws and regulations [20], ..

Privacy terminology includes [20] terms such as data controller, da a proce sor and data subject. Their

meaning is as follows:

e Data Controller: An entity which determines the purpose. for v*'_n and the way in which any item

of personal information is processed.

e Data Processor: An entity which processes personal inforn. tion on behalf of and upon the instructions

of the Data Controller.

e Data Subject: An identified, or identifiable indi -id 1al to whom the personal information is related

directly or indirectly.

The Organisation for Economic Cooperation a. 1 Development (OECD) Privacy Framework defines some

basic principles with regard to fair information practices [22], namely:

e (Collection Limitation Principle: The. ~ she Jdd be limits to the acquisition of personal data. Personal

data should be obtained accorc ng *o the law and by fair means.

e Data Quality Principle: Pe sonal da.a should be related to the purposes for which they are to be

employed, should be correct and .. ~pt up-to-date.

e Purpose Specification . -in iple: The purposes for collecting personal data should be specified before-

hand and the succe dinr use .imited to those purposes.

e Use Limitation ™-incip, > Personal data should not be revealed, made accessible or employed for

purposes other than tk »se defined in accordance with Purpose Specification Principle except:

1. with Lermis. ‘on of the data subject; or

2. by the . == authority.

e Security . feguards Principle: Personal data should be protected by security safeguards against risks

such as loss, unauthorized access, destruction, use, changes or disclosure of data.

10
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e Openness Principle: There should be a comprehensive policy of openness abou evolving, practices,

and policies on personal data.
e Individual Participation Principle: Individuals should have the right:

1. to obtain from a data controller a confirmation of whether or not it ha. data relating to them;
2. to be communicated about data relating to them:;
3. to be given reasons if (a) and (b) are denied, and to be able * chal ~ge such denial;

4. to challenge data relating to them and, if successful, to have the da a deleted, corrected, supple-

mented or improved.

e Accountability Principle: A data controller should be resp ~nsible f.- complying with rules which give

effect to the principles declared above.

Transferring user data among several MS’s identity syste. s implies being careful about how to send
this data to each MS in order to not reveal it (Use Lim. *ion Principle). User privacy and the minimum-

disclosure rule must be respected (Security Safeguarc . ™ ~»cinle). Some solutions to address the Use Limi-

tation Principle feature:
o Aggregated Zero-Knowledge Proofs of Knowlea, = (AgZKPK) [23];
e Oblivious Commitment Based Envelope (OCb. ), [24];

e Locality-Sensitive Hashing (LSH) [ .

3. Related Work

Several solutions exist to achi- - ontology alignment in practice (e.g. AlignAPI, PROMPT, and XMAP)
and to perform queries in blind~d text values (e.g. MinHash, Nilsimsa, and TLSH). These are key features
in the proposed solution sin e tb .y provide the building blocks to make the systems interoperable and do

not disclose any informati n exce, " that requested from the user.

3.1. Ontology-Alignment

Since understanc ng the « oncepts adopted by each party is crucial to aggregate the attributes they store,
merely applying o *dlog.... v0 model these concepts is not enough to promote data interoperability. A robust
asset to align tl e differc 1t ontologies is as important as a good definition of the knowledge representation
applied.

Two or mu"r ontologies are aligned to enable interested entities to employ a common terminology to
communicate wit. each other. The following subsections briefly describe three of the most commonly used

ontology alignment solutions.

11
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3.1.1. AlignAPI
The Alignment API (AlignAPI®) can be applied for the development, integration, au ' composition of
matchers [25]. Its reference implementation aims to promote the development of ti ols for manipulating

alignments and calling matchers [26].

3.1.2. PROMPT
PROMPT? is an algorithm and a tool for merging and aligning onto. _ies [27]. It demands direct
interaction with the user. The tool takes two ontologies as input [73] and vuides the user through the

process of creating a merged/aligned ontology.

3.1.8. XMAP

The XMAP! is a high-precision ontology matching system that ..~ perform matching on large ontologies
[29]. Tt uses the UMLS!! and WordNet'? to compute a synony ~v d gree between two concepts in several
ontologies, using their context. The XMAP relies on the Mi “osoft Translate API '3 to operate with

ontologies in multiple languages.

3.2. Locality-Sensitive Hashing Functions
LSH Functions ensure that the collision probar®li,, is higher for closer objects (similar values) than
for those that are far (different attribute valuc ' o0, 1]. Locality-sensitive hashing functions perform a

similarity query on an LSH index in two steps [32]:
1. Selecting candidate objects for a g’ 7en que1 7 ¢ using LSH functions; and
2. Ranking these objects accordin | to heir distances to gq.

Performing similarity queries on ! dndea '.ca would also be possible using homomorphic encryption, but
LSH is less complex [33], whic imp. ~ves the performance of the matching verification process. In the

following subsections, we sucr mct y describe existing implementations of LSH functions.

3.2.1. MinHash

MinHash evaluates ti.. amil ity of any two sets demanding only a constant number of comparisons
[34]. MinHash perfo ms ths evaluation by extracting a representation hx(S) of a set S using deterministic
sampling. This repre: mtatic a hy(S) has a constant size k, independent from |S|. The computation of hy(.9)

incurs a comple .1ty lin ar in set sizes.

8http://alignapi.gtor ge.nria.fr/

9http://pro. ‘gew a... anford.edu/wiki/PROMPT
Ohttp://www.. ged.net/index.php?rubrique=mapage38
Hhttps://www.ni. *.nih.gov/research/umls/
2https://wordnet.princeton.edu/
Bhttps://www.microsoft.com/en-us/translator /translatorapi.aspx
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3.2.2. Nilsimsa

Nilsimsa [35] is a Locality-Sensitive Hashing function that receives an arbitrary inpu. and outputs an
n-bit digest. It adopts n buckets to count the trigrams that appear in the inpu an converts the counts
to an n-bit digest. The similarity evaluation between two inputs is conducted comy.. ~ing the corresponding
position of the two Nilsimsa digests and counting the number of correspondi~~ bit.. The algorithm counts
the number of corresponding bits of the two Nilsimsa digests in the same p sitic 1 to cecognize the similarity

between two inputs [36]. The higher the number of corresponding bits, t*  morc -imilar the two documents.

3.2.8. Trend Locality Sensitive Hashing - TLSH

This method computes a TLSH value from given input data. Che ". L. H value is obtained by summing
up the distance'* between the digest headers and the digest L. lies. T.ie resulting distance score ranges
from 0 to 1000+. Digests with a distance < 100 are considerrd to be s milar. Digests with a distance > 100

are considered not similar. The assessment of the TLSH dige. * of v..c byte string follows these steps [37, 38]:
1. Process the byte string using a sliding window to po, *late an array of bucket counts;
2. Calculate the quartile points, q1, g2, and gs;
3. Define the digest header values as a function ¢

(a) the length of the file;
(b) the quartile points calculated i step 2); and

(¢) a checksum.
4. Define the digest body by proc -si.g tF : bucket array;

5. Produce the output digest by ~mcatenating the digest header from step (3) and the digest body from
step (4).

3.8. Interoperability for F cctron. Identities

Achieving interopera. it ; be’ ween electronic-identity systems has been a topic of scientific interest for
years. Large researct projects such as STORK and STORK 2.0 have not only yielded a specification and
implementation of a. intero ,erability framework that ensures interoperability between European national
identity systems but Fave also produced various publications that address the topic from a scientific per-
spective [15, 39, 10].

In addit. w. . *hese works, other authors have approached the topic of eID interoperability as well.

In [41], the auu ors present a review on identity management frameworks. They assess existing solutions

14The assessment of the distance occurs in a process similar to the Hamming distance.
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and emphasize the relevance of privacy and anonymity (e.g. to protect users against 1" 1kability), as well as
location independence (e.g. allowing users to provide their attributes independent of .he re. ~ective attribute
provider’s location). Our work addresses these relevant aspects by not storing 7.y ser attribute and by
allowing the user to specify the preferred AP.

Another interesting work related to our proposal has been introduced »v k., asito [42]. The focus
of this work lies on interoperable, dynamic and privacy-preserving access cont ol .olutions for cloud data
storage. The author proposes an ontological approach matching the differe~+ onu."'~gies describing the diverse
access-control models. The usage of pseudonyms avoids the expositic \ of the users’ personal information,
preserving their privacy. Our work follows a slightly different appro- 'i. 1v ..wadles the diversity of attribute
specifications with the help of ontologies and preserves the users’ | vi* .cy I y blinding attribute values using

the Nilsimsa LSH function.

4. Proposed Solution

Surveying related work reveals that there is currently . ~ satisfactory solution that enables privacy-
preserving attribute aggregation in federated identity sy<cems. In this section, we propose a solution to
bridge this gap.

The key element of our proposed solution ‘< a co. ponent called User Identification Strengthening [6]
(UslIdS). This component becomes part of federateu “dentity management systems as shown in Figure 1 and

extends these systems with the following f wuvw =s:

Ontology Mapping with privacy sreser. + in;
e Language translation;
e History-based confidence ! :vel 1.. ~rovement; and

e Third Party AP chain ‘ong ruction.

Figure 1 shows the role ¢. the UsldS in more detail. The UsIdS extends the Identity Provider Proxy
(IdPP) (e.g. STORK (*-PLu ™ ")]) of each Identity System (IS) belonging to the identity federation. If an
IS does not have ar IdPP, he UsIdS can also run on the IS’s AP. The UsldS acts as a Data Processor
(as described in 2 ) prc. _sing user attributes without storing them, and without requiring any other data
from the users 1 1an tha processed by the IdPP.

During a nser-au...entication process, an iterative process involving the user is executed. In this process,
required attri. v’ es are aggregated and delivered to the SP. Figure 1 presents an overview of the UsIdS
workflow. A typ..al authentication process comprises the following steps. The user accesses an SP using
its IS Proxy (IS-IdPP) as IdP (Fig. 1, Step 1). The SP redirects to the user’s IS-IdPP to obtain the user’s

14
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Figure 1: UsIdS Architectus.

credentials (Fig. 1, Step 2). Then, the IS-IdPP performs a sea. . for the requested credentials (Req) in the
stored ontologies (e.g. O4 and Op) it has for the requesi. o user (Fig. 1, Step 3). Next, the UsIdS sends
a request to get the attributes in Req. The user autl -u... “~< at both APs (Fig. 1, Steps 4a and 4b) that
reply with the requested attribute values in plain “ext (¢ 9. Pt4 or Ptp) if they are in Req and/or blinded
(e.g. LSH4 or LSHp) otherwise.

If it is not possible to merge the sets of attriu. tes outained from different APs, even with the additional
blinded attributes, the Uslds uses its ontologies database to search for Third Party AP (APr) candidates to
establish an association between APy ar « APg \Mig. 1, Step 5). The user authenticates at that APr (Fig.
1, Step 6), which then returns to the T sIdS . ~ attributes that link the attribute sets from AP4 and APg.
After obtaining the attributes, and ! ndi".g a vay to merge them, the produced facet is provided to the SP
(Fig. 1, Step 7). The communicat on proce.s encompasses different messages. Figure 2 describes the details
of the communication between vhe Us, 'S and each AP, omitting the authentication messages for the sake
of simplicity.

Our proposed solution comy.‘<es two distinct phases. The goal of the first phase is to find a common
identifier between the p rtic pati g attribute providers. This common identifier is nothing more than the
user’s set of attribut~ | shai.” by both attribute providers, which identify the user uniquely and may,
consequently, be use 1 to link both user facets.

The strategy .o fina such an identifier has two alternative paths. Each path is tried in sequence from

the most simple to the 1 10st complex one until one succeeds.

1. First .’ha: - Find common key identifier(s):

[Alternatiy » Paths]

(a) Between AP4 and APg;
15



(b) Between some Third-Party AP (APr) and each AP4 and APg.

The second phase is the one that satisfies the SP’s request. It starts by requesti~g the actual attribute
w0 values. Then it checks if the attributes belong to the same user performing the -equ sts on both attribute
providers. It then evaluates an Aggregation Confidence Index (ACI) and return. *he re_uested facet and its

ACI'". This phase has three sequentially executed steps to provide the ans' er o the SP’s request.

2. Second Phase - Satisfy request
[Sequential Steps]
405 (a) Request the attribute values from the APs;
(b) Verify the user’s unicity in all the APs and evaluate ‘e ACTe of the requested attributes;

(¢) Return requested attribute values, and its AClIs;

If there are no common key identifiers or no attribute mater. an error message is sent to the SP. Each

phase is described in detail in the following subsections (Su. “ections 4.1 and 4.2).

SP ldPP APs

@ '

Onwlogies Request
___Ontologies Response
Is 1 aKI?

Lan j
[Transle .on|
|
sI¥a

P I qualification
h T* qualification

Alg.
TP Finding

Reg request

Phase 1

Is I* a KI?

KI Verification

I* qualification

Phase 2

Figure 2: Time line communication evolution

15The ACI is a metric that indicates the confidence level of the aggregation process of each attribute pair, see Algorithm 3

for more details.
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4.1. First Phase

The first phase of the protocol is the most complex. Moreover, it is the one where the p. ~ess of aligning
ontologies is necessary given that it is not expected that every AP will use the s7 .me « ntology. The process
of translating the language of the involved ontologies also takes place in this phase. The goal of this phase
is finding common key identifiers between APs.

Both paths in the first phase share a common procedure (Algorithms ¢ ar 1 2), with small differences.
The difference between the first path and second path is that the sec ..1 pat.. runs the same procedure
twice, one between a third party APr and AP4 and another one betv ecen AF - and APg. This yields two
key identifiers that can be transitively coupled as though they wer . onlv one.

The UsIdS runs both steps with the help of the user that inter.. * . wit! the APs providing, or not, their
consent on the attribute exchange. In the following, the user’s roic ‘n the communication process between
the UsIdS and APs is omitted, but it is assumed that there is . 'ways an authenticated user performing the

communication with the APs.

4.1.1. Multi Language Alignment

The UsldS starts by requesting ontologies from the . * cribute provider and the service provider. It then
verifies the language of the provided ontologies. If t. 2y 'o not have the idiom of the ontology in the UsIdS,
the UsIdS proceeds by creating a new translate * ve...~ . of them.

Creating a new version helps in verifying when tune original ontologies change by just comparing them
(the stored ones) with fresh ones provided on eac. interaction with the attribute providers/service providers.

These new translated versions of the onto. “oie , are used to perform the alignment with the UsIdS ontology

and, eventually, with the other attri’ ute prov'ders involved in the process.

4.1.2. Ontology Aligning

The UslIdS proceeds by al’.. ‘mg the ontologies by one of the methods described in Section 2.4. The
result is an Ontological Rel.. ‘or (OR), a Confidence Level (CL) for each aligned attribute pair, which is
used for calculating the .CI ‘r tue complete set of attributes. It also returns Compa and Compp with
those attributes that O4 « 1 O, do not share.

Sometimes the a’.gning ~rocess results in attributes paired with more than one attribute on the other
ontology (e.g. (O4.A rese, Op.Title,0.63) and (O.Address, Op.Address, 1.0), taking a threshold ¢ =
0.6). This mult plicity f attribute pairing in ORs depends on the threshold level chosen in the alignment
process. To addrc = th*, multiplicity pairing issue, a procedure runs on all attribute pairs having a CL < 1
and deleting hos . ...ving the same attribute in another association with CL = 1. The UsIdS keeps the OR

to communicate vith both APs using their terminologies.
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Algorithm 1 Ontology Aligning Process

1: Data: The URI of the Ontologies from both APs (O4,Og).

2: A threshold level to each attribute pair aligned (t).

Result: The Ontological Relation (OR) between O4 and Op;
The Confidence Level of each attribute pair aligned (CL);

The complement of O 4 related to Op (Compa); and
The complement of Op related to Oa (Comppg).
function ONTOLOGYALIGNING(O 4, OB, t)
EN_Op = translate(Op)
OR = Align(Oa, EN_Opg, t)
10: Compa =0a\ OB
11: Compg = Op \ Oa
12: OR = removeDuplicated(OR)

13: saveToDB(OR) > cop” ot Y4 and Op is stored on local file system.
14: return OR,CL,Compa,Compg

4.1.8. Common Key Identifier

The resulting OR is used to request attributes from each a.” (where = stands for A or B). The OR
is a common subset of attributes in that AP,, and each A.” should verify if it is sufficient to identify the
user uniquely. Note that the OR may not be sufficier * to u...quely identify every user in AP, but it may
be adequate to identify the requesting user uniqu. - at a specific time. For instance, taking the attributes
Given_Name and Nationality may not be sufficient .~ iaentify a user in any student database. However,
performing a search in a specific database with a mecific name and nationality may be enough to return
just one record.

Assuming that AP(r,a) stands for t* o list o attribute values, where r stands for the requesting user,
and a for the list of attribute names. And tha. OR4p stands for a list of attribute names in the ontology
relation OR for that specific AP. Au 4 ” cls ssifies the OR as a Key Identifier (KI) for the requesting user

r if there isn’t another user in th AP with the same set of values for the attribute in the OR, formally:

‘u€ AP :u#r = AP(u,ORap) # AP(r,ORAp) (5)

The algorithm takes . ~ i .put she full ontological relation OR, from Algorithm 1, the user identification
on that AP UID, ar . tne attr.pute name to be checked attr Name. Then the value of the attribute in the
OR for that specific 'ser is : ssigned to a local variable attrValue. attrValue is then submitted in a query
to verify the nu uber of users with that attribute value for that attribute name. If the number of users is
one, then that ai ribute .s a key identifier for that user on that AP. It is important to notice that performing
this verifica. ». . *his way does not disclose any information, besides true or false, about that attribute set

of the user. If 1. e attribute set is a KI for both APs, then it is called a CKI, and phase 1 stops.
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Algorithm 2 Key Identifier Verification

1: Data: An aligned ontology to test (OR), the User identifier (UID)

2: on that AP, and the Attribute Name (attr Name) to be
3: checked;

4: Result: True if the attrName is a KI for the user.

5: function 1SKI(OR,UID, attr Name)

6: attrValue = getValues(OR,UID)

7 users = getUsers(OR, attr Name, attrV alue)

8: if (users == 1) then

9: return True

10: else

11: return False

4.1.4. Third Party AP

When it is not possible to identify the user uniquely, a third-pa.~ AP (APr) strategy is applied. This
APy is no more than an element acting as a link between two . “her (Ps. The process starts by finding an
APy for which there is a OR74 and a ORrp classified as CKl . - the same user.

The strategy for finding the APy with the necessary ci. racteristics is by sequentially testing every AP
known by the UsldS. For larger lists, the search can e s, .. 'ad up by using heuristics like the number of
times that the OR between two APs was classified - CK.'®, or the length of the OR (longer ORs have more
probability of being a CKI than others).

The protocol to check that either ORp4 or U.” -5 1s a CKI is similar to the one described earlier. They
differ because APr must verify that the ORs are checked for the same user, which is easier if they are

checked at the same time, in the same rr 1uest.

4.2. Second Phase

The second phase of the prote col retric ses the attribute values from both APs, checks that the shared
attributes have the same value in thos. APs, and return the result to the SP. In this phase, the algorithm
run by the UsldS faces two c' alle ges. The first challenge is to compare attributes from different ontologies
that are not directly comraran. The second challenge is to match attributes without knowing some of
their values. In fact, so' 1e a crib tes are used only to match the facets from different attribute providers.
Since those attributes ~~e no. *. Regq, the user should not be asked to reveal them.

The strategy to iandle he first challenge is to use similarity functions &, which combine Hamming
Distances with ¢’._r heuustics to calculate a distance between the values in both APs. The strategy to
handle the seco. d challc age is to use Locality Sensitive Hashing (LSH) functions, like Nilsimsa [43], which
allows comp~rison with the signatures using the same kind of similarity functions that are used to match

clear values.

16An OR can be classified as CKI for one user and fail to be classified as a CKI for another user.
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The Nilsima function was chosen for the current prototype because it presented the ! est results in a series
of performance tests conducted in [9]. The Nisilma function is transparently appliec by c. ~h AP whenever
the UsldS requests an attribute value that is not in Req. The Algorithm 3 use th se two strategies. It
returns a composed facet with all the attributes requested by the SP, or an error .. he attributes returned

by both APs do not match.

Algorithm 3 Get Unified User Facet

1: Data: The merged ontology (Ontological Relation) from both
2: APs (OR);

The ACI value obtained on previous interactions;

The attribute set requested by the SP (Req);

Distance threshold between values (d);
The ontologies from AP4 (O4) and APg (Og);
The complements Comp s and Compp.

Result: An array, Facet, which provides the confidence level of

matches of each attribute in Regq, and the ACI.
10: function FINDMATCHES(OR, Req,d,0a,OR)

11: SharAttr = (ORN O NOg)

12: for (attrName € SharAttr) do

13: Vala = APs(UserID,attr Name, Req)
14: Valg = APg(UserlID, attr Name, Req)
15: cl=8Vala,Valg)

16: if (¢l == 0) then OR.ORCI++

17: if (cl < d) and (attrName € Req) then
18: Facet+ = (attrName, Vala, cl)

19: else

20: return error

21: for (attrName € Compa) do

22: if (attrName € Req) then

23: Valy = APy (UserID,attrNa» .e, R )
24: Facet+ = (attrName, Vala.0)

25: for (attrName € Compp) do

26: if (attrName € Req) then

27: Valg = APg(UserID. ~Name, Req)
28: Facet+ = (attrNam ,Val ,0)

29: ACI = ACI/len(Facet) « Oh. RCI
30: return Facet, ACI

The Get Unified 7 ser Frcet Algorithm (Alg. 3) receives as parameters the OR, the previous value of the
ACT for that parties, the re juested attributes (Req), a distance threshold d, the ontologies from AP4 and
APp (04 and C g, resy actively), and the complements Comp4 and Compg, from O4 and Op respectively.
The shared attr. tes / SharAttr) is the result of the intersection among OR, O 4, and Op. A test in all
attributes i1. o ***r is performed to verify if they belong to Req. If the attribute belongs to Regq, the
clear text value = requested to its AP and assigned to Vala or Valg, respectively. Otherwise, its LSH value

is obtained from the set (O4 \ Req), or (Op \ Req), and also assigned to Vala or Valp, respectively.
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The similarity function S is applied to both values. If the returned distance is les s than the threshold
d and if the attribute is in Req, then the Facet receives that new attribute value an { the “‘onfidence Level
(CL) on that alignment. The Facet also receives the attribute values for those ttr butes that belong to
Compa, or Compp, but with the value 0 (zero) in the Confidence Level (CL) since © does not represent an
alignment.

The Aggregation Confidence Index (ACI) is updated taking into accor at t} ¢ UL between the attribute
values of both APs and the ACI obtained in the previous alignments wit™ the . me APs (History Function
- Subsection 6.2). At the end of the process, the ACI is normalized, on a scale -om 0.0 to 1.0, and returned

together with the composed Facet.

4.2.1. Alignment Confidence Improvement

Ontology alignment is a threshold matching process that con be tun d to provide almost no false positives.
However, being too restrictive results in many false negative. espcuially because attribute names are often
very small words or sequences of words. A high numbe .. .woc uegatives defeats the alignment’s purpose
and prevents users from finding CKI between APs.

In the specified context, it is common that the sai. @ APs are used in several aggregation procedures.
These recurrent interactions between/among the + +. ~an provide valuable information to the previously
established ontology alignments. We assume -i..* ™ wious alignments can be improved on subsequent
alignments (cf. 4.3.5). For instance, if two attribute. names from different ontologies are wrongly paired,
most comparisons of user values of thos atti.~utes will be false, providing a hint about the attributes
misalignment.

Every alignment generated betwee 1 AF Ontologies is stored in a database for future use and improvement.
Alignments do not have private dat ., alt.. "¢ 1 their confidence levels are calculated using the attribute values
of previous facet aggregations. Jnu. 'ogy alignment confidence levels are updated on every facet merging

request using the alignment, 7, o sub-product of the facet merging confidence level.

4.8. Facet Merging Confir ence Le. -l

The ultimate goal of t.. JsId » is to provide the SP with a single set of attributes comprising two facets of
the same user, toget! er wit! a confidence level on the correctness of that merger. This confidence level must
be very high for the | -ocess .0 be useful. Unfortunately, calculating it is not trivial. There are a number of
variables in the :alcula ‘on, for which it is only possible to provide a rough approximation. However, many
of them have a 1.'ative y low impact on the calculation and may be underestimated without much loss of
precision.

In this Secti 1 we provide a lower bound estimation of the confidence level for each facet merger.
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Let M, be the random variable representing the n'"

facet merger involving two APs. Then, P(M,)
denotes the probability of both facets belonging to the same user. Recall that the conu ~nce level of the
ontology alignment evolves with the number of previous facet mergers using the s iame APs.

Both facets are aligned in pairs A; = (A?,A}L representing the j** attribu. from Ontology 0 and
Ontology 1, respectively, and the semantic accuracy of that alignment is dennted 1, P™(A4;).

The process of verifying that two facets belong to the same user involvr s cor pa. ng the attribute values

of each aligned attribute pair. The attribute value pairs to compare, »* 2ach "“eration n, are denoted by

Vi = (V2. V1), and the probability of both values being the same is lenotea by P(V;,;).

nj’ 'nj

4.3.1. Probability Distribution Function of M,

According to the Baye’s Theorem
PosteriorOdds = Likelihond x Prio- Odds

where the Odds are the number of times that it is m. -« propable that a hypothesis occurs against its
opposite, before (PriorOdds) or after (PosteriorOcd7<\ for a given event are detected. The Likelihood
represents the number of times that a given event is n.~ e probable if the hypothesis is evaluated as true
against its evaluation as false.

Let O(M,,) be the Posterior Odds of M,,, C uy,, ** Prior Odds, and L(V,,;, M,,) the Likelihood of V,,;
under the hypothesis M,,, then the probability distribation function P(M,,) is given by

Vo _OCt,) 1
Py AM,)+1 ! O(M,) + 1 (6)
where
O(nl , = O(My) HL(anan) (7)

J
Assuming that the probal"“v, beforehand, of two given facets belonging to the same user is 50%,
i.e. before any validation, tl. far :ts are equally probable to be from the same user or different users, then
O(M,,) is equal to 1. Thi- is e conscrvative assumption because if the user was able to authenticate in both

APs then it is more prob.™'2 thr ¢ it is the same user than two different users.

4.8.2. Attribute Likdihood ¢ ssessment

The likelihoc . tnat an attribute pair is equal is given by:
o The probab.’* -. the attribute pair is equal given that the hypothesis M, is true P(V,,;|M,); over

e The provr ~Hility that they are equal given that the hypothesis M, is false P(an\m).
P(Viy|My)

P (an‘Mn)
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o where P(V,,;|M,,) is provided by the Nilsimsa Distance algorithm over the value pair " ,; = (V,2 Vﬁj)7 and

nj’

P(V,,;|M,) denotes the probability of a false positive, that may happen due to two nain . ~asons:

1. The attribute values are the same but they are from two semantically dist ~ct .ctributes, which were
not aligned correctly (e.g. Given Name from one user and Last Name frow. ~not.. r). The probability

of such an event is denoted by P(V,,; N A;|M,,).

555 2. Two users share the same attribute (e.g. two users with the same “iven -"ame), which is denoted by

the probability P(V,,; N A;|M,,).

Thus
P(Vy[My) =P(Viy VAM,) + P(7 - 02 M)
=PV | M, n A1 P LA+ (9)
P(Voj|M, N A;)P™ " 4y)
where

o P(V,;|M, N A;) denotes the probability of a false ~ositive if the alignment is incorrect;
° P(an|mﬂAi) denotes the probability of a fals. positive if the alignment on that attribute is correct;

560 e P"71(A;) denotes the trust on the alignment aicer the previous assessment.

4.8.8. False Positives with Correct Align. ~ent

The probability P(V,,;|M,, N A;) *, dir :ctly proportional to the number of repetitions of each attribute
value. For instance, if there are meyy . =rs - /ith the same given name, the probability of this false positive
is high.

Let |A%| denote the averags - 'mber of users with the same attribute value A; in AP;, and |AP;| denote
the total number of users in “he epository AP;, with ¢ = 0, 1; then:

0 1
A9 Al 1

(10)

ss  4.3.4. False Positive s with “rong Alignment
The probabilitv P(.” -!7,,,NA4;) increases with the frequency of attribute values V;,;. The actual number
of equal attribi te value s depends on many factors (the type of value, the universe of values in the AP,
etc.) although it 1. pectable that smaller words or sentences are more prone to be repeated than longer
words/senten. »s 44|, which may provide an estimate on this probability.
Let |V,;| denc ‘e the length (number of characters) of the values of V,,;, and F(d) the frequency of the

words/sentences with dimension d, that exists in the ontology’s language, then assuming that the number
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of users in the APs is big, the probability may be approximated by:
P (V[ My 0V Ay) % F(IVig DF (IVas) (11)
and, according to [44] the frequency of the words by length d, given by:
F(d) ~ 11,74 % d® 0,44 (12)

4.8.5. Trust on the Alignment

The alignment trust P"_I(Aj) changes as the number of assessmen. = n gre vs. The improvement on the
alignment confidence level can be seen as a sub-product of the facr ¢ me~_~r confidence level calculation. As
depicted in Equation 9 the confidence level of the facet merger depends n the alignment confidence level
P*{n-1}(Aj), but the alignment confidence level also depends on tu. confidence level of the previous facet

mergers. According to Bayes’s theorem

P4 =1- G (13)
where \
O(4;) = 0y T "(Ving, 45) (14)
and 9
04) = 1 galr (15)

where P°(A;) denotes the initial alignme -+ proba ility of attribute j, after applying the Ontology alignment
algorithm (e.g. AlignAPI), and L(V, ,, A-) de..otes the likelihood of the attribute value pair being equal
under the hypothesis that the alignn.. ~* is ¢ rrect.

4.8.6. L(Vinj;, Aj) Assessment
The Likelihood L(V,,;, A ) is iven by:

e The probability the. th~ ati.ibute value pair V;,; is equal, if the alignment on that attribute A; is
correct (P(Vpn;|A;), < ver

e The probabilit - that 1 e attribute value pair V,; is equal, if the alignment on that attribute A; is
incorrect (P"",j1<%, -
P(Vinjl4A;)

L‘/m'aA' = —_
( ’ ]) P(V7nj|Aj)

(16)

As before, P V,,;|A;) is set by the Nilsima Distance algorithm over the pair Vi,;, while P(Vy,;|A;)

denotes the prob. bility of a true or false positive with an incorrect alignment:
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1. The false positive is denoted by P(V,,,; N M,,|4;), occurs when two users have t'.e same value in two

different semantic attributes (e.g. the given name of one is equal to the surnaz e o1 e other);

2. The true positive, denoted by P(V,,,; N\ M,,|A4;), occurs when one user shares the - ame value in different

585 attributes (e.g. one user with same given name and last name).

Therefore:

P(VinjlAj) =P(Vinj O My |Aj) + P(Vig 0 My 2.,
=P (Vi | My 0 A1) (1 = P(My, )+ (17)
P(Vinj|Aj OV My ) P(Myy)
where

o P(Vin;|M,y, NAy) is given by eq. 11;

o P(Vin;lA; N M,,) denotes the probability that a single -ser has two attributes with the same value

(e.g. same surname and given name).

using the same strategy of equation 11, P(V,,;]A; Y M, .nay be majorated by

P(ij |A7J N Mm) <
1

F(|VaiDF(Vasl) — ((JA%] = 1)(JA} - 1)

(18)

0 where [A9| and |A}[ are the number of e jual va. res of attribute j in AP® and AP'. These values depend
on the size of the APs and on the typ : of t.. #.tribute. A passport number does not repeat, but a given
name or a family name can be very "o non The simplest way to estimate those values is classifying the
attributes into categories and assi .n a freq. 2:ncy value to each category. Passport numbers are unique, then
|A9] = 1. Short names may repeat, av most, 10% in the entire database, then |A9| < 0.1]AP°|, while long

s names are less prone to repet tior ; [A?] < 0.01|AP°|.

5. Prototype Implemnr 2nt: cior

To evaluate the v ractice hility of the proposed solution, we developed a proof-of-concept prototype im-
plementation. The i1 nleme 1tation comprises a Service Provider and an Attribute Provider as illustrated

in Figure 3 usir 2 RES "ful Web Services written in Java with the JAX-RS RESTFul API'7. We also im-

oo plemented the te * ont Jlogies representing user attributes used in our experiments. Our implementation
focuses on t. » de .. ¢ Provider and Attribute Provider intentionally. The implementation of the interme-

diate gateways 1. regarded trivial. Respective solutions are already available, e.g. STORK [40], and eIDAS.
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Figure 3: Commr _° *ion overview.

For simplicity, the SP plays both the SP and one of ti.» As roles, which may in fact be a real valid scenario,
as it is not uncommon for SPs to store data abo." theu users.

The multi-language feature (Subsection 4 1.1) has been developed using the Yandex API!®

, which pro-
vides the services needed to identify the ! .mnguage and to translate the attribute names before the alignment
process begins (Fig. 3, Step 1). Next the a.~ 1API [26] performs the initial ontology alignment (Fig. 3,
Step 1), and the Nilsimsa LSH funct ~n "36] ¢ arries out the blinding procedure of the attribute values (Fig.
3, Step 2). Additionally, the prot type imp.ements a confidence level improvement algorithm (Fig. 3, Step
2 - see Subsection 4.2.1) and the thira , «rty AP strategy as described in Subsection 4.1.4 (Fig. 3, Step 3).

Figure 3 depicts the four comr nunication steps over the two phases described in Section 4, which are

detailed below.

5.1. First Phase

The First Phase, s desci bed previously, performs the alignment between the ontologies of both involved
parties (i.e. AP and 5.™ 7 e approach adopted was to put the threshold of the ontology alignment step so
that no false ne atives ¢ scur. False positives are trimmed by extending the facets to compare with as many

blinded attribute v." _s as possible, and increasing the alignment confidence level continuously (cf. section

4.2.1).

IThttps://jersey.java.net /index.html
8https://tech.yandex.com /translate/
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5.1.1. Multi-Language Alignment

The ontologies requested, from the SP and the AP, are evaluated using their att.ibute. *o identify their
languages. If the language is not the same as that employed by UsldS, the UsIdS .ran lates the ontology to
its own language. The UsldS then saves a local copy of these new versions of the ou. logies. The Algorithm

4 illustrates the language verification procedure.

Algorithm 4 Language Verification
1: Data: An ontology Orang from AP (Oap) or SP (Osp)
2: to be checked;

: Result: True if the ontology is in the UsldS’s language, or false
and the translated version of the ontology otherwise.
: function 1SSAMELANGUAGE(OLang )

3
4
5
6: ontoLang = getLanguageFromOntology(Orang)
7
8
9

if (ontoLang == langUsIdS) then
return True
else
10: Orransiated = getTranslVer(Opang, langUsIdS)
11: saveTranslVer(Orransiated)
12: return False

5.1.2. Ontology Alignment

\
7

In the Ontology Alignment step (Fig. 3, . =u ) he service provider submits its ontology (Osp) to
UsIdS. The UsldS employs the AlignAPT algorithm to align Ogp with the attribute provider’s ontology O 4p
generating Oarrgy = Oap N Ogp.

A Resource Description Frameworl (k™) fie results from this alignment. O4prgn comprises all at-
tribute name relations and their resp :ctiv : corfidence levels (CLs) assessed. These CLs are taken observing
a threshold provided during the or .ology ' ;snment process. The threshold used is as low as the lowest con-
fidence level on the true positive alig.. ~ents identified. This strategy helps in eliminating the false negatives
and allows the alignment pro ess "o be refined using the blinded attribute values approach (see Subsection
5.1.3).

Every time an interas Jion occurs with the UsldS, the interacting party (e.g. AP) transmits its ontology
to it. Sending its ontology . ap mmportant behaviour because the UsldS checks for changes in the provided
ontology using the ¢ 1e it ha. stored for that party. If both ontologies are the same, the UsldS jumps to the

Alignment Improveme.." ~ :cution discarding the remaining steps.

5.1.3. Alignmen. "Tmpr- vement
In the A.ony ... Improvement (Fig. 3, Step 2), the UsldS attempts to improve the confidence levels
of the attribute- "ame pairs obtained previously (i.e. Ontology Alignment). The UsIdS requests from both

AP and SP the blinded attribute values of the specified user for every attribute in O op;gn with confidence
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levels (CLs) lower than 100%. Then, the UsIdS evaluates the similarity of the blinded values received from
the SP and the AP by applying the Nilsimsa Distance (ND) and updates the resp -ctive ~onfidence levels
(CL) for each attribute alignment (cf. Section 4.3.5).

5.1.4. APr Finding

If the provided attributes are not sufficient to establish a Common Key Irenti *. (cf. Section 4.1.3), i.e. it
is not possible to ensure that it is the same user, the UslIdS starts a search .  the database of ontological
relations (ORs) for a third party attribute provider (APr).

To perform this search procedure, the UsIdS looks for all ORs, in whi' the user has attributes (i.e. APr
candidates, APrcqang)- Then it proceeds by checking their ontolog es t yin 1 to find a common key identifier
between its ontology and the APprcgng. If the UsldS finds a key i’ mtifi- = ".1 an attribute provider (APrcand)
for that user and a key identifier is found with two other attr*bute prc siders, then that APrcanq acts as an

APr between the other two APs.

5.2. Second Phase

The second phase handles the actual exchange of a.‘ri’ utes. The conducted ontology alignment process
enables SP and APs to exchange attributes on the.» .-vn  rminology. The ontology alignment produced is
employed to map the attributes needed by the ~~rvice vrovider using Ogp, to the vocabulary used by the
attribute provider, i.e.: O4p through the UsldS. Th.. way, the attribute provider can perform a query on its
database using its terminology. The attrit .ve . -ovider uses the attributes requested by the service provider
to parameterize a query, which the attribu. > nrovi .er executes on its database. Finally, the attribute provider
sends back to the service provider the set [ attribute names and values requested (Fig. 3, Step 4), together

with the confidence level of the facst ag reg: cion.

6. Evaluation

We developed different test . ~enarios to evaluate our proposed solution. The first scenario uses two on-
tologies, one in English / Jg) and one in German (O¢), and checks the alignment between them considering
the diversity of idiome ‘=f. 5.~ 10on 4.1.1). The second scenario uses two ontologies to evaluate the perfor-
mance of the confide 1ce leve improvement algorithm (Subsection 4.2.1). Finally, the third scenario verifies
how our solution '..ndic, wne APp (cf. Section 4.1.4) strategy proposed. In the following subsections, we
describe each o1 = of the e scenarios.

The SP ~nd the AP databases were populated with 1000 users randomly generated by a random data

generator!?. “Ven an intersection of 26 users on both databases was artificially adjusted to allow test

https://www.mockaroo.com/
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execution. These 26 common users are the ones that have their attribute values che iged during the test

cases execution.

6.1. Multi Language Alignment

The purpose of this test scenario is to verify how the proposed solution p.-forms on the language
feature. An ontology in German (O¢) was written by a native speaker tc eval .a.> how it would perform.
This ontology contains the same ten attribute names as the ontology in Fngu.™ (Og).

The original Og was provided to our solution and aligned with Jg. A.‘er this first alignment, our
multi-language feature translated O¢ into a new version of the ontelagy ™ =+ .n English (i.e. EN_Og), and

only then it was aligned with Op to assess the resulting alignmen .

6.2. Confidence Level Improvement

This test scenario aims to evaluate the accuracy of the . 'ignu....c process improvement procedure. We
designed ontologies O; and Os, with small, but logical, "Z_._ .. <ws in attribute names, and assigned one to
the SP and the other one to the AP. The AP and SP databasc. share 26 common users, which were used to
conduct test runs with 26 rounds of positive matches, ‘v « measure the confidence level improvement over
time in each run.

The test runs were conducted over four d’ " -~mt \ 'pes of test attribute values, dubbed TC1 to TC4,
which account for different similarity scenarios amou, databases. In TC1, the Best Case Scenario, the CLs
are 1 and never get worse. In TC2, the v'.tuaw - Real World Scenario as in [5], the CLs are between 0.668
and 1. In TC3 , a Bad Scenario, the CLs « ~ bet” een 0.4 and 0.7, and in TC4, the Worst Scenario, the CLs
are between 0.0 and 0.4. The last twe cest samples where generated using artificial similarity ranges between
40% and 70% (T'C3) and 0% and 30% ,TC :), and mimic a situation were the alignment is untrustworthy
and should not be used at all.

Also in these last two test _a. s, TC3 and T'C4, the experiments were executed using ten different user

order sequences in its execui. n. T'hen the averages obtained from each result were evaluated.

Table 2: & + Cases “amples: Attribute changes sample for Ontologyl. Adapted from [5].

Attribute TC, TC,

First Name Josepn Joseph
Surname Soyd Judor Boyd Jr.
Birthday 1y.? 07115 15.03.1953

Profession A sociate Professor  Professor
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6.2.1. Third Party AP - APr

The APr test scenario aims to verify the feasibility of the proposed Third Party AP . ~ture, as well as
its accuracy in establishing links with the involved APs. It means that the UsIdS mu: ; be able to establish
a link between two attribute providers using a third one (AP) to establish that coui.. ~ction.

To achieve this goal, three ontologies (O1, Oy4, and Oy) were developed (see Table ™) and assigned to APy
(O1), APr (O4), and APg (Os). The service provider makes a request cor aini .g avcributes from AP, and
APpg, but those APs do not have a common key identifier. To satisfy th- ~eque.* an APy should establish
a link with AP, and with APp so that those links allow the users ider ity to L : ensured and answering the

service provider with the attributes requested.

Table 3: Attribute names of the involved partie. ‘n the * 1 approach.
APy (01) APr (Oy) APg (Os)
Address Address Birthday
BloodType Anniversary Blood
DateOfBirth Blood E-mail
Email Email GivenName
Nationality FamilyName Occupation
FamilyName Gender PassportNumu =1
GivenName Identification PhysicalAd 'ress
Identification Name SSN
MaritalStatus Occupation Sex
Occupation PassportNumber Surn me
Phone Telephone Telep -ne
Sex
Title

Notice that it is possible to establis. a link between AP4 (O;1) and APp (Os) by transitivity ensuring
that is the same user using:
Oq.Identification = C . Ider.. fication and

Oy4.Passport_Numb: ~ = Js.F assport_Number.

6.3. Results

Our test scen- s pruvided results that support our goals. This subsection presents these results.

6.3.1. Multi Langy. ~~~ Alignment

To perfor,~ b ,th alignments with, and without, our translation feature, a threshold of 40% was defined.
This value repres. 1ts the worst threshold value when using the translation so that all ten attributes translated

(EN_O¢) have correct alignments identified with Og (see Subsection 5.1.3).
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Table 4: Alignment between SPp (German) and AP4 (English) without any trar ation.

SPg (Opg) APy (OgpN)  Step 1 Step 2 Conf.

‘Wohnadresse Address 55.56% 100.0% 99.9999999999975%
E-Mail Email 100.0% 100.0% 100.0%
Familienname FamilyName 45.45% 100.0% 97.5927343752426%
Vorname GivenName 50.0% 100.0% 99.7250833346734%
Identifikator Identification 59.26% 100.0% 99.9975712777413%

Table 4 shows the alignments identified without any translation. As can . = observed, Step 1 was able
to identify five attribute alignments with confidence levels from 45.45%, (Fam. ‘enname < FamilyName) to
100% (E-Mail <> Email).

The resulting EN_Og has the following ten attribute names(t ugl’.a):

e Beruf <+ Profession

e Geburtstag «» Birthday

e Geschlecht +» Sex

e Familienname < Family name

e Telefonnummer <> Phone number

e Vorname <+ First name

e Blutgruppe < Blood group

o Identifikator <> Identifier

e Reisepassnummer <+ Passport .. "v.ber
e Wohnadresse <> Residenti 1 a. 'vess
o E-Mail +» E-Mail

The alignment of this + anslatew version of Og (i.e. EN_Og) with Og, having a threshold of 40%, resulted
in all of the ten attribuw. » unes aligned with their corresponding attributes in Og, as can be observed in
Table 5.

Using the transla. on fea’ are allowed the alignment of the ten attributes of both ontologies. It represents
an increment of 100% ompared with the approach without any translation, which achieved five attribute
alignments.

It is imp Tva.. - notice that the solution implemented applies an API?Y that currently supports more

than 90 differer, languages.

2Ohttps:/ /tech.yandex.com/translate/doc/dg/concepts/api-overview-docpage/
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Table 5: Attribute names translated to the alignment between AP, (English) and SP- (German).

SPg (Opg) APy (OgpN)  Step 1 Step 2 Conf.
Wohnadresse Address 56.00% 100.00%  99.9999999999975%
Blutgruppe BloodType 52.63% 100.00%  99.9999999999974%
Geburtstag DateOfBirth 52.63% 100.00%  99.9906954154319%
E-Mail BEmail 100.00%  100.00%  100.000000000000%
Familienname FamilyName 100.00%  100.00%  100.000000000000%
Vorname GivenName 44.44% 100.00%  99.7074362696315%
Identifikator Identification  66.67% 100.00%  99.9978046835530%
Beruf Occupation 41.38% 100.00%  99.9999999976026%
Telefonnummer ~ Phone 52.63% 100.00%  99.9999973807486%
Geschlecht Sex 100.00%  100.00%  100.000000000000%

6.3.2. Confidence Level Improvement

The results obtained show the effectiveness of the CL imprevement a' zorithm, by improving the CL to
almost 100% for each attribute in Test Case 1 (TC1) and Test Case . (TC2) and eliminating the alignment
altogether in TC3 and TC4.

Figure 4 shows the results for the best case TC1. Thie T+ represents those interactions where the
attribute values are almost exactly the same for both APs. 1. ~ Figure depicts the Error Rate € (¢ = 1—CL)
evolution over each of the 26 rounds for three attribues: puteOfBirth (mean: 0.976, std. dev.: 0.118),
FamilyName (mean: 0.973, std. dev.: 0.126), aw. - "en. fer (mean: 0.980, std. dev.: 0.102). We choose
these attributes because they have the first sten align nent value smaller than 100%: 52.63%, 47.06%, and
64.00% respectively. Notice that after 26 rounds tu. error rate is lower than 10790, thus achieving the goal

of a very high confidence level.

Attribute . ur Error Likelihood Evolution

1e-17

61

"
e

Error Likelihood (log)

— TC1- DawmOfEinh TCA - Famikams —— TC1 - |dentlicaton

‘a-105

0 5 10 15 20 25

User Iteractions

Figure 4: Er. - »~’_ € (e =1— CL) evolution with each user round, in the best case scenario, TC1.

Figure 5 shows wue results for the worst TC in our assessments, TC4. The goal of this TC is to evaluate
the performai. ¢ of the CL improvement algorithm when either the initial alignment is incorrect or the
two facets do nouv belong to the same user. Assuming that it is not probable that the initial alignment is
completely incorrect the results of this test case depict the case of two users trying to mimic as one. The
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metrics obtained on this TC were: DateO f Birth (mean: 0.027, std. dev.: 0.080), F amilyName (mean:
0.024, std. dev.: 0.076), and Identifier (mean: 0.036, std. dev.: 0.107).

Attribute Pair Association Confidence Level

Confidence Lewvel
02 03 04

00 04

TC4 - DanaCoEith TC4 - Famikbiame —— TC4 - |dentfication |

0 5 10 15 ) 25

User lteractions

Figure 5: Confidence level evolution for 3 attributes over the 76 usc. ~val ation rounds, in the worst TC, TCA4.

755 Note that after a few interactions, the CL of the alignmeu.~ tends towards zero, which is the overall goal
of the improvement algorithm, either it reinforces the ~o’ daence level or demotes it completely. Figure 6

depicts this effect clearly by showing the evolution ,” the onfidence level on all TCs for the DateO f Birth
attribute.

Confidence Level Evolution

—_— Naisl’ @ TCZ- OmeCfith === T3 ColsOflh =704 - DabeOilith

N

5 10 15 20 25
User Iteractions

Aftribute Pair CL
00 0.2 04 06 08 10

(=]

Figu - 6: “ onfidence level evolution with user test rounds for each TC.

The overall g~ ' ot ... improvement process is to improve the confidence level that the attribute set

w0 delivered to the SP beir ; all from the same user. For test cases TC1 and TC2 the error rate e =1 — CL is
very low (=~ 1072% 14, 'C1 and 0.08 for TC2)(Figure 7).

As expecte . che overall confidence level results for test cases TC3 and TC4, the confidence level of the

resulted attribute set, are very low, telling the SP that it should not accept them, as they are probably from

different users. On the other hand, the values for the certainty that the user who is trying to provide the
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Figure 7: Overall error rate evolution with user test roun. - for the best test case TC1 (top) and the real life test case TC2

(bottom).

credentials is a legitimate user drop - n TC3 w.ud TC4. If on TC1 and TC2 the likelihood of a fake user
was small, on TC3 and TC4 the like:'v Hod Jf an authentic user presents low values. Especially for TC4
that presents the smallest simila’. - values of all the TCs. Figure 8 depicts confidence level evolution with
user-test rounds for TC3 and T'4. Notwce that there is no clear tendency in both cases, but the confidence

level values are always very "»w ¢ ter the first user-test round.

6.3.3. Third Party AP

Our implementatic- was « "2 to identify, in the already established ontological relations, APs that could
act as an APr. It al o provi es the attributes it used as a key identifiers in this process.

In our exper’ ..nt, as described in Subsection 6.2.1, our prototype identified the attributes E-mail,

Passport Numb.~ and 1 :lephone as Key Identifiers to establishing a link among AP, APg, and APr.

6.3.4. Privac
Finally, exect ed tests also confirmed the proposed solution’s capability to preserve users’ privacy. All

blinded attribute values have the same length. By using an appropriate hashing function, attributes with
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Figure 8: Overall confidence level evolution with user te. * rounds for the worst test cases TC3 (top) and TC4 (bottom).

e.g. four characters and more extended au. “ibutes with e.g. several hundred characters will all result in a 64
character blinded value (i.e. hash valv .), a shown in Table 6. Furthermore, SPs are provided with attributes
in clear text if, and only if, the ussr cc 'ser s. Additionally, the IdPP does not store any attribute value,
but only attribute name pairs re a. ~ns. The IdPP, also, does not see any attribute value, except the ones
the user explicitly consents. M. eover, tinally, when requesting attributes from an AP, the IdPP receives
a pair with an attribute nai. ~ a.d the hash value of the attribute value. Since it does not know anything
about the semantics of tF 2 at*ribuves asked, the information disclosed to the IdPP is just a string in some
language (i.e. attribute n. - e) 2 «d an LSH hash value (attribute value). All these features maximize the

user’s privacy during user-z ‘thentication processes.
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Table 6: LSH signatures from different attribute value sizes example

AttributeinClearT ext BlindedV alue

Avenida Exemplo de Melo e
Silva, 2371, Santa Maria, Rio  ¢20b9b68c490510204¢101525999949¢c0152907 500, ‘12ce83abal836a0498
Grande do Sul, Brazil

Walter 100200001400098100000020200020001" ,00006.-3000000000000008008001

7. Conclusions

In this article, we have proposed a solution for the attribute ag, “egaiion problem in identity federations.
The propose solution i) fits current deployed IdS scenarios, e.g. “TORF , eIDAS; ii) is able to handle partially
federated identity systems (i.e. scenarios where some APs requ. = local authentication), iii) supports entities
(SPs and APs) relying on different ontologies and languag. ~ iv) preserves users’ privacy while still providing
results with high confidence levels.

The ability to handle several languages represents . step forward to applying this solution in cross-
country scenarios. Although we have performed ¢ r _~periments using English and German only, the
employed API supports more than 90 languages. Alve.. the accuracy of our implementation depends on the
performance of the API, we believe that possible inaccuracies from the translation process can be overcome
by adopting lower threshold values in t'e first tep of the ontology alignment process. By lowering the
threshold boundaries in initial ontolog - alig. m¢ at, the solution eliminates false negatives that may occur,
even due to poor translations, leavi- ¢ t} 2 co .fidence level improvement algorithm the task of eliminating
false positives.

Our solution also improves user L. vacy by not storing any user data on the UsIdS (Data Processor)
and by avoiding the disclosu’ 2 of attributes required by the matching process but not required by the SP.
This is achieved by blinding av. “ibute values using LSH functions. This kind of feature is relevant in our
context, since the APs ¢ a hs ve a*tribute values stored in slightly different forms such as abbreviations, and
contractions. The onlv ~ttri, + values witnessed in clear text by the UsldS are the ones the user authorized
for disclosure to the Service “rovider.

Finally, the t+° 1 pa.., Attribute Provider feature of our proposed solution promotes a greater level of
possibilities in & igning ¢ ;tributes. Taking the diversity of Attribute Providers that each identity system can
have in its ecnsvstein, the APr approach makes it possible to establish connections between APs whenever
a direct link (. common key identifier) is not feasible.

Overall, our sclution represents an encouraging improvement to the interoperability of electronic identi-
ties. While these solutions work nowadays on an agreed set of attributes, our solution enables an exchange
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of attributes between arbitrary identity systems and their entities. Additionally, it * nproves information

quality provided to the SP in deciding to disclose, or not, a service to a user. Fiaally, * provides more

chances to a successful identity linking process by using our APr approach. This wa, , our solution can be

seen as a useful contribution to a new generation of interoperability solutions for . ‘tronic identities.
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Highlights

The proposed solution enables a privacy-preserving attribute aggregation, usn.2 ontology-
alignment approaches with a history-based improvement function, Loca. *v Sensitive Hashing
(LSH) functions, and Third Party Attribute Providers. The presente . .0lutiu1 is compatible to
current elD Federations. It can handle partially federated scenariu. /scenarios where some
attribute providers require local authentication). The solutior also '.andles entities (service
providers and attribute providers) with different ontologics a°.d 1. nguages. Moreover, it does
so without compromising privacy, which nevertheless prov.es results with high confidence

levels.



