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In this paper, an extensive state of the art review of different access control solutions in IoT within the 

Objectives, Models, Architecture and Mechanisms (OM-AM) way is provided. An analysis of the security 

and privacy requirements for the most dominant IoT application domains, including Personal and home, 

Government and utilities, and Enterprise and industry, is conducted. The pros and cons of traditional, as 

well as recent access control models and protocols from an IoT perspective are highlighted. Furthermore, 

a qualitative and a quantitative evaluation of the most relevant IoT related-projects that represent the 

majority of research and commercial solutions proposed in the field of access control conducted over 

the recent years (2011- 2016) is achieved. Finally, potential challenges and future research directions are 

defined. 
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. Introduction 

Have you ever imagined your clothes, furniture, cars, house-

old lights or even your coffee pots have their own Twitter ac-

ounts, interact with social networks and send data to the cloud,

nabling aggregation of data from different devices and aspects of

our lives? That is the era of The Internet of Things where the bar-

iers between the real and cyber worlds are increasingly annihi-

ated by turning out every day physical devices to smart objects.

his is a huge and fundamental shift. When we start making things

ntelligent, it is going to be a great engine for creating new prod-

cts and new services to improve peoples everyday lifestyle, spawn

ew businesses and make hospitals, factories, roads, airways, of-

ces, retail stores and public buildings, smarter. So what will really

appen when things that heretofore were blind and mute; talk,

ash, hear and even think? These billions of devices are, actually,

ervading our surrounding environment and even our bodies. For

he sake of improving our lifestyle, they are tracking us and in-

reasingly encroaching on our private and intimate spaces. Indeed,

mart meters deduce when we shower, cars know when we do not

o to work, wearable medical devices know our weight, and mo-

iles know how we feel [1] . As consequence, the success or fail-
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re of this revolutionary evolution will be determined by two key

hallenges: security and privacy. Since lack of trust about privacy

ill result in decreased adoption among users. Actually, a study

2] about the future of digital trust released by orange has shown

hat 78% of consumers think that it is hard to trust companies

hen it comes to use their personal data. The EU Commissions

ublic consultation on IoT governance and the FTCs latest debates

ave shown in a clear way that there is an urgent need for imple-

enting security measures for minimizing the impact of a cyber-

ttack and unlawful profiling and surveillance of individuals. 

More specifically, in this paper, we explore access control area

s one of the most crucial aspect of security and privacy in IoT.

ctually, a robust security study should identify who has access to

hat, when and in which conditions. The Common Criteria defines

n organizational security policy as: a set of security rules, pro-

edures, or guidelines imposed (or presumed to be imposed) now

nd/or in the future by an actual or hypothetical organization in

he operational environment [3] . Such an organizational security

olicy usually relies on an access control policy [4] . An access con-

rol model is often used to rigorously specify and reason on the

ccess control policy (e.g., to verify its consistency). However, the

odel does not specify how the security policy is enforced. The

nforcement should be realized by technical security mechanisms,

uch as credentials, Cryptographic transformations (e.g., signature,

ncryption), access control lists (ACL), and firewalls among others. 

http://dx.doi.org/10.1016/j.comnet.2016.11.007
http://www.ScienceDirect.com
http://www.elsevier.com/locate/comnet
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comnet.2016.11.007&domain=pdf
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Providing an adequate access control model for IoT services is

a vital but challenging topic. Indeed, authentication and authoriza-

tion issues have been intensively investigated through existing pro-

tocols for use cases outside constrained environments. However in

constrained environments, those issues are still in their infancy.

In fact, additional and different requirements pose challenges for

the use of various security protocols. In particular, the need arises

for a dynamic and fine-grained access control mechanism, where

users/resources are constrained. 

Our paper is the first, to the best of our knowledge, which sur-

veys and focuses, in an extensive way, on access control in IoT en-

vironments, and presents in a comprehensive way models, proto-

cols, and framework solutions in IoT. In fact, there are other sur-

veys that have tried to address issues related to the IoT paradigm: 

Maw et al. [5] deals with access control issues but only in Wire-

less Sensors Network (WSN) environments. 

Sicari et al. [6] analyzes security, privacy and trust in IoT con-

text but does not handle the access control issue in an exclusive

way. 

Atzori et al. [7] analyzes IoT enabling technologies and existing

middleware solutions, and presents security and privacy open is-

sues but it does not establish the link between the models and the

mechanisms. 

Miorandi et al. [8] picks out the main challenges in IoT, dealing

with data confidentiality, privacy, and trust with respect to secu-

rity requirements and examines the main research contexts (i.e.,

impact areas, projects, and standardization activities). 

Weber [9] describes the security and privacy challenges but

only from a legislative perspective. 

Yan et al. [10] focuses only on trust management in IoT. 

Roman et al. [11] explores the pros and cons of centralized and

distributed architectures of security and privacy in IoT, with an

analysis of the principal attack models and threats. 

Gubbi et al. [12] provides a general overview of various IoT as-

pects, such as involved technologies, applications, cloud platforms,

architecture, energy consumption and security issues, quality of

service and data mining implications. 

However, none of the works presented above surveys in a com-

prehensive way access control issue in the Internet of Things. This

paper extends and improves our prior work in [13,14] with sig-

nificant new materials. More specifically, our contributions can be

summarized as follows: 

• Definition of a reference model for comprehensively analyzing

and reviewing authorization process in IoT based on the OM-

AM way . 

• Analysis of the main characteristics and security requirements

that make IoT and its main domains application a unique

ecosystem compared to previous Information Technology (IT)

infrastructures. With respect to those properties, a number of

security and privacy preserving objectives are identified. 

• Review of the literature about access control solutions in IoT

within the defined OM-AM reference model. 

• Highlight for each refereed access control solution its own

strengths and weaknesses. 

• Elaboration of a qualitative and a quantitative evaluation: based

on the fourteen identified Security and Privacy-Preserving ob-

jectives. 

• Guide for the reader to know the pros and cons and the usabil-

ity of current and traditional access control models and proto-

cols from an IoT perspective. 

• Extraction of the mains challenges, potential future research di-

rections and opportunities of access control in IoT 

The remainder of this paper is organized as follow:

Section 2 defines the four layer of our adopted OM-AM reference
odel that we follow to analyze and review the authorization

rocess in IoT. Section 3 discusses and reviews the literature for

ach layer separately. Section 4 evaluates in a qualitative and

uantitative way the studied solutions. Section 5 extracts the

ain challenges of access control in IoT. Section 6 gives hints of

otential and future research directions. Section 7 concludes our

aper. 

. A proposed (OM-AM) authorization reference model for IoT 

Access control: definition and background: Authentication

nd access control technologies are known as the main elements

o address the security and privacy issues in the Internet of Things.

ctually, any effective access control system should satisfy the

ain security properties of confidentiality (preventing unautho-

ized divulgation of resources), integrity (preventing resource to be

odified without authorization resources), and availability (assur-

ng access to resource by legitimate users when needed). More de-

ails about access control models, policies and mechanism could

e found in [15] . A complete access control system covers the

ollowing three functions [16] : Authentication [17] , Authorization

18] and Accountability. In this survey, we focus only on Autho-

ization. Authentication and accountability are out of the scope of

his paper. 

.1. OM-AM authorization reference model 

.1.1. Motivation 

Authorization involves the following phases: defining a security

olicy (set of rules), selecting an access control model to encap-

ulate the defined policy, implementing the model and enforcing

he access rules. Each phase requires specific tools to be deployed.

e cite as example: Operationally Critical Threat, Asset and Vul-

erability Evaluation (OCTAVE) method [19] that can be used as a

asis to derive the security policy, the RBAC model [20] to define

n access control model, Extensible Access Control Markup Lan-

uage (XACML) standard [21] to propose an architecture and lan-

uage to implement security policy rules, and Oauth2.0 framework

22] which includes the authentication phase but proposes also an

rchitecture (including entities and workflow) to implement the

uthorization function. Unfortunately, we notice a big confusion

etween those tools in the literature and even in the terms used

n authorization field. As a result, we find an illegitimate compar-

son between some of the above tools and their fitness to IoT en-

ironment. That is due to the lack of a normalization of the terms

sed in authorization process in the literature. To fill this gap and

void any confusion, we find that it is a worthwhile idea to pro-

ose a reference model as normalization to authorization process.

y analogy to OSI (Open Systems Interconnection) 7 layers network

rotocol stack, we opt for the four layer OM-AM framework coined

n [23] , or more informally the OM-AM way, to analyze the au-

horization process. OM-AM stands for Objective, Model, Architec-

ure, and Mechanism. The objective and model (OM) layers articu-

ate what the security objectives are and what should be achieved,

hile the architecture and mechanism (AM) layers address how to

eet those requirements. Like OSI 7 layers, each OM-AM frame-

ork layers mapping to adjacent layers is many-to-many. In other

ords, security policy can be formalized with many access control

odels as they can support different security policies. Moreover an

ccess control model can be supported by multiple architectures,

hile a specific architecture can support multiple models, and do

ot necessarily comply with the top-down waterfall-style software

ngineering process. 
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Table 1 

OM-AM Framework for authorization process. 

Objective security policy, risk assessment octave, EBIOS methods, ISO/EIC 

27002/27005 standards etc) 

Model Authorization model (e.g. RBAC, ABAC, UCON) 

Architecture Frameworks, protocols (XACML, OAuth, UMA) 

Mechanisms Hardware and software tools: (ACLs, Routers, Encryption, Audit 

logs, IDS, Antivirus software, Firewalls, Smart cards, Dial-up 

call-back systems, Alarms and alerts etc) 
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.1.2. Concept and terminology: the OM-AMs four layers defined and 

unctions explained 

The OM-AM model has four layers that are stacked this way

tarting from the high-level specification till low-level enforcement

echanisms and implementation as explained below and depicted

n Table 1 . 

• Objectives: this layer serves as a referential background that

all security and access control actions and measurements are

based on. The main function of this layer consists in defining

an access control policy that defines the (high-level) rules ac-

cording to which access control must be regulated. This layer

contains a variety of commonly needed functions: expression

of needs by conducting a circumstantial study of the system to

be secured and its environment, drawing the perimeter and the

scope to be targeted, conducting a Risk Assessment and identi-

fication of Security objectives etc. A whole arsenal of method-

ologies, methods and tools are used in this layer like: Risk

Assessment Methods, ISO/IEC 27002 and 27005. OTACE EBIOS,

MAHARI, CRAMM, OWASP among others. 

• Authorization model: after defining the security requirement,

objectives and scopes to be secured in the system, one of the

major difficulties lies in the interpretation of, often complex

and sometimes ambiguous, real world security policies and in

their translation in well-defined and unambiguous rules en-

forceable by a computer system. Here, where the role of Au-

thorization model layer comes to bridge the gap between high-

level policies and low-level mechanisms by defining means of

how authorization rules should be applied to protect resources.

Actually, an Authorization model is a formalism (often mathe-

matical) for representing in a clear and unambiguous way the

security policy. It helps to abstract it (i.e. reduce its complex-

ity) and to facilitate its understanding. It can be used to ver-

ify that the policy is complete and consistent. Popular autho-

rization models include Discretionary model DAC, Mandatory

model MAC, RBAC and its extensions, Attribute-Based Access

Control (ABAC) model [24] , OrBAC model [25] and Usage Con-

trol (UCON) presented by [26–28] among many others. Such

models are defined mostly in terms of subjects and objects and

possible interactions between them but there are also other

models that are based on different parameter like: trust, pri-

vacy, knowledge, and context. A model can also be hybrid and

include more than one model in order to tackle the more het-

erogeneous needs of an organization. Only after the access con-

trol model is chosen can the right technology and both authen-

tication and access control mechanisms be selected and imple-

mented. 

• Architecture: this layer describes the entities, the workflow and

interactions between them (centralized or decentralized). Given

this set of entities, several authorization sequences can be de-

fined for example: Push, Pull or Agent sequence [29] . The most

popular authorization architecture is published by an ISO stan-

dard for the access control framework ISO/IEC 10181-3 [30] that

defines the main features of the reference monitor. According to

that standard, a reference monitor consists of two basic com-

ponents: an access enforcement facility (AEF) or a policy en-

forcement point (PEP) and an access decision facility (ADF) or a
policy decision point (PDP). Every request made by a subject is

intercepted by the AEF/PEP and then forwarded to the ADF/PDP

for an access decision evaluation. The ADF/PDP may reply either

yes/grant or no/deny depending on the security policy, while

the AEF/PEP enforces this decision appropriately. Tools in this

layer could be in form of protocols or framework such as Oauth

protocol and XACML standard. 

• Mechanisms: it defines the low level (hardware and software)

functions to enforce policies and define how access requests

are evaluated against those policies. Actually, configuring ac-

cess control policies is a non-trivial and highly critical pro-

cess, and it should be subject to periodic review and verifica-

tion to ensure that security policies are correctly expressed and

implemented [31] . Proposed verification methods include for-

mally testable policy specification [32] , detection of anomalies

or connecting rules via segmentation technique [33] , and analy-

sis tools that enable policy administrators to evaluate policy in-

terpretations [34] . A plethora of tools belongs to this layer such

as: ACLs, Routers, Encryption, Audit logs, IDS, Antivirus soft-

ware, Firewalls, Smart cards, Dial-up call-back systems, alarms

and alerts among others. 

In this way, the OM-AM framework allows us to: 

• Define in a perspicuous way the boundaries as well as the rela-

tionship between each phase in the authorization process, since

each phase matches a specific layer. 

• Discuss each phase independently from the other. As an ex-

ample, discuss the security requirements separately from the

mechanism required for its implementation. 

• Compare in a vertical way different access control policies that

encapsulate the same security policy or different architectures

that implement the same access control model and different

mechanisms that enforce the access control architecture. 

• Compare in a horizontal way within one layer for example be-

tween different access control 

models/mechanisms. 

• Design each layer separately: for example, design mechanisms

that are able to enforce multiple policies [35] . This latter as-

pect is particularly crucial since it will give great flexibility and

scalability to the whole access control system. In fact, if a tool

in one layer is tied to a specific component in another layer,

changing in the policy would require changing the whole ac-

cess control system. 

Hence, thanks to our proposed OM-AM reference model, we be-

ieve that making a comparison or conflict between so called tradi-

ional access control models like RBAC and emergent access control

echnologies or standards like XACML, OAuth or UMA, or claiming

hat they are no more useful is a false idea. Actually, we can have a

reat collaboration and coordination between those different tools.

ach tool plays its specific role within its specific layers working

n a complementary way with each other, to satisfy different use

ases. The work proposed in [36] using XACML in conjunction with

Auth 2.0 for scope definitions could be considered as a possible

roof of concept of this idea. 

In the following sections we discuss and overview the proposed

olutions for IoT in the literature for each layer separately. 

. Review of the literature within the OM-AM model 

In this section, a comprehensive review of access control solu-

ions, in IoT, classified within the OM-AM model is provided. We

rst conduct a security requirements analysis to extract the Secu-

ity & Privacy preserving (S&PP) objectives in IoT. Then we review

he solutions presented in the literature, in each layer of our OM-

M reference model. Afterwards, we propose the following tax-
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onomy, as depicted in Fig. 3 , where each solution is categorized

within the access control model and/or protocol it is based on. 

3.1. Objective layer 

This layer consists in constructing the security policy by study-

ing the characteristics and features of the system to be secured

and extract its main security requirements, then fixes the objec-

tives to meet those requirements. Based on those objectives, (high-

level) rules, according to which access control must be regulated,

are identified. To meet this end, we conduct a Security & Privacy

preserving (S&PP) analysis for IoT. 

3.1.1. Security and privacy requirements in IoT 

Actually, in order to build a suitable security mechanism for IoT,

we need to understand the nature of applications and their secu-

rity requirements properly. Then, it is mandatory, as a first step,

to classify, on one hand, which domain application we are deal-

ing with, and the various devices that comprise the domain ap-

plication, on the other hand. Indeed, each domain application has

specific characteristics and, thus, special security requirements that

have to be taken into consideration to conceive a security solution,

especially the access control framework. In addition, the classifica-

tion of IoT devices will help to identify different security capabil-

ities of the devices by assigning them a particular class. This will

help in building an adequate access control framework guideline to

achieve the required security level for each domain application. To

meet this end, we list different application fields of IoT and specify

the characteristics and security requirements of each field. More-

over, we briefly give a classification of devices in IoT. 

IoT domain application taxonomy and their security require-

ments . IoT technologies can be applied in a variety of domains.

However, it is impossible to envisage all potential IoT applications.

A comprehensive survey about IoT applications could be found in

[37] . In the present section, we examine the most popular IoT ap-

plications and identify their main characteristics and relevant secu-

rity requirements. We categorize these applications into three do-

mains: (1) Personal and home: at the scale of individual, home and

healthcare. (2) Government and utilities: at the scale of community

nation and region. And (3) Enterprise and industry: at the scale of

industries and big companies. In order to consider the match be-

tween the application domain-specific requirements and the avail-

able access control technologies, the previous (S&PP) dimensions

shall be analyzed, among which are: 

• Confidentiality and integrity 

• Reliability and Availability 

• Privacy 

• Usability 

In the following, those dimensions will be used for consider-

ing the specific requirements of the three identified application do-

main categories: 

Personal and home . In this field, IoT comes up with relevant ser-

vices that improve our daily life style: In fact, the more physical

objects and smart devices join the IOT realm, the more prevail-

ing the impact and assets that IOT adds to our daily lives become.

New and endless services can emerge to address society challenges

and help people make better decisions. Healthcare applications like

telehealth or telecare, or smart home applications are only some

of the examples. The requirements for Personal and home domain

applications are summarized in the following: Integrity and confi-

dentiality are of great importance in such applications. In fact, IoT-

related healthcare and home automation solutions, are expected to
e closer by nature to user intimacy, and therefore their adop-

ion depends on the level of their confidentiality and integrity.

or example, Wearable computing devices MBAN: whereby the de-

ices or sensors actively monitor the human body’s vital signs (e.g.,

eartbeat, temperature and blood pressure) are dealing with very

ensitive and private data. Therefore, any tentative of falsifying or

isclosing patients data may cause fatal damages such as incorrect

iagnosis or even death. Restricted access to the control of home

evices and appliances are also necessary requirements. The need

f reliability and availability depends on the type of the service

rovided. Indeed, In case of wellness services, occasional unavail-

bility and/or failure may be tolerated. But, when the monitoring

s a part of prevention, diagnosis, or treatment service, high-level

f reliability and availability is critically required to ensure any ur-

ent intervention in case of emergency. Then, efficient and Real-

ime data acquisition, event ordering, synchronization, and rapid

esponse in emergency circumstances are crucial. As of privacy ,

sers are directly and highly involved in such kind of applications

ince their personal data are considered as the fuel of all health-

are applications. Therefore, users have to take advantage of the

vailable information/features that humans and their motion cap-

ures. As a result, access control model that are targeting this type

f application are highly required to be user driven and privacy

reserving. Usability : Healthcare and smart home services are ex-

ected to be used by the non-expert users. Since users may not

e familiar with inner workings of security mechanisms, it is im-

ortant that the system from user perspective be characterized as

imple, transparent and inconspicuous. Therefore, preferred access

ontrol models are those which reduce user effort in system ad-

inistration and facilitate more autonomous establishment of se-

urity context. 

overnment and utilities . For governments, IoT increasingly im-

roves citizens standard lives while delivering cost saving to gov-

rnment. It boosts municipalities, utilities, federal agencies, and

ther public sector organizations to deliver smart services, and

anage public infrastructure efficiently. Besides, it facilitates more

ntelligent decision making by aggregating vast amount of Big Data

nd improves collaboration and coordination among public sec-

or agencies. IBM and Infor intelligent government are working to-

ether to provide intelligent city planning and operation software,

mbedded with analytics and mobile technologies – all available

n the cloud to reduce fraud and simplify the citizen engagement

rocess. We choose smart cities as example of this category. Ac-

ually, given a system, different subsystems are involved in Smart

ity areas. They are: Education, Public Safety, Transportation, En-

rgy and Water, Government Services and smart buildings. The Se-

urity requirements for this category are summarized as follows:

he major challenges in a smart city application, such as traffic

onitoring, revolves around the reliability of the system in (i) the

ata sensing, and (ii) the data transfer both within the network

f sensors but also to the external network (e.g., a traffic forecast-

ng and management office). Here, the notion of reliability entails

he availability and accuracy of sensors and their communication

nd system robustness, especially against the potentially adverse

utdoors conditions. Furthermore, the age of collected/transmitted

nformation is of high relevance, since in a real-time traffic esti-

ation system the value of obtaining a measurement with a long

elay is very small. For smart city networks, confidentiality and

ntegrity are not the first requirement but they are still crucial be-

ause an outsider can induce information by correlating the results

eported from multiple meters surrounding an individual. More-

ver, because of the in-network data aggregation operations, data

f different granularity and sensitivity with respect to the users

rivacy is being communicated and needs to be protected [38] .

hen personal data is collected by smart meters, smart phones,
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onnected plug-in hybrid electric vehicles, and other types of ubiq-

itous sensors, privacy becomes all the more important. In order

o achieve user consent, trust, and acceptance of Smart Cities, in-

egration of security and privacy preserving mechanisms must be

 key concern of future research. The overall priority must be to

stablish user confidence in the upcoming technologies; otherwise

sers will hesitate to accept the services provided by Smart Cities

39] . Regarding privacy : end user is not involved in a potential way

n all smart city applications. As a result, access control models de-

igned for such scenarios are not highly required to be user driven.

sability : it will be crucial for the lift-off of the new smart city

echnologies to have user-centered applications and services that

re relevant for ordinary consumers in their everyday life. 

nterprise and industries . For enterprises, IoT adduces positive

usiness since new business models are created, and cost savings

an be reached through management improvement, and optimiza-

ion of equipment and resource usage. For industry, where IoT is

lso known as Industrial Internet of Things (IIoT), IIoT uses intel-

igent information technologies such as Big data analytics to fuel

nnovation. It has become a magic tool for big companies by open-

ng new economic growth and competitiveness. IIoT is expected

o boost, with unprecedented scale, speed and abilities, revenues

y increasing production and creating new hybrid business mod-

ls, and transform the workforce. We investigate smart grid ap-

lication to illustrate the characteristics and security requirement

f this category. The concept of smart grids includes multiple do-

ains, ranging from the distributed power generation to the ad-

anced metering infrastructure, including markets, retailers, trans-

ission systems, distribution infrastructures, end consumers and

o on. Some of those domains are under the umbrella of Criti-

al Infrastructure Protection (CIP) and Critical Information Infras-

ructures Protection (CIIP) policies [40] . The security requirements

or this category are analyzed as follows: Ensuring high Reliability

nd Availability in access to (and use) of information is a key as-

ect in a real-time system such as the Smart Grid, especially for

he SCADA servers. Availability is critical for systems supporting

rid automation, while it is less important in smart metering appli-

ations. Integrity and Confidentiality is the least critical dimension

hen considering grid automation systems and information, but

 very important one for end consumers. Confidentiality is intrin-

ically linked to privacy aspects. Therefore, when we think about

onfidentiality in a smart grid, we should consider privacy of con-

umers, power market information [40] . Preserving authorized re-

trictions on information access and disclosure is mainly to protect

ersonal privacy and proprietary information. This is in particular

ecessary to prevent unauthorized disclosure of information that

s not open to the public and individuals. For Privacy : end user

s not involved in potential way in all smart city applications. As

 result, access control models designed for such scenario are not

ighly required to be user driven. For Privacy: end user is not in-

olved in potential way in all smart city applications. As a result,

ccess control models designed for such scenario are not highly

equired to be user driven. Usability : it will be crucial for the lift-

ff of new smart grid technologies to have user-centered applica- 

ions and services that are relevant for ordinary consumers in their

veryday life. The Smart Grid of the future should not be consid-

red as an isolated technology. Instead, we should see it as a part

f peoples overall life where innovative technologies should be a

ommodity in the background, while the rich user experience and

sability should be in the foreground. 

evices taxonomy . To establish a solution that meets IoT require-

ents, we should define which category the IoT device belongs to.

ince there is a large spectrum of IoT devices (e.g. RFID tags, bea-

ons, sensor nodes, smart watches, smart phones and others), each
evice has specific capabilities, features and requirements. Authors

n [41] and [12] have provided a detailed report on the miscella-

eous properties of IoT devices. Actually, many ways have been al-

eady introduced in the literature to classify IoT devices. But we

re interested in the one suggested in [42] based on spatial close-

ess of IoT devices to human (intimate, personal, social and pub-

ic), using Edward Hall’s theory of proxemics [43] . Indeed, from

his classification, we can deduce that devices that are closer to

uman need an access control model that is more user-driven and

hat gives users full ability to control their intimate devices with

heir specific granularity. Contrariwise, devices that are classified

s public do not need a fine-grained access control model. In ad-

ition, the involvement of end user in access control decision for

his type of devices is not required. 

In Table 2 , we combine the results issued from analyzing do-

ain characteristics and devices taxonomy. 

.1.2. Security & Privacy preserving (S&PP) objectives 

Unlike other networking systems, new issues are raised, in term

f security and privacy, in the area of IoT. Therefore, we propose

he following P&SP objectives for analyzing Privacy and Security in

oT. These criteria are based on extensive review of the literature

nd the recent published European Union (EU) regulation for elec-

ronic identification (eIDAS) [46] 

• Privacy : is the ability of an entity to determine whether, when,

and to whom personal information can be released or disclosed

[47] . An access control system should preserve its users’ pri-

vacy, which is one of the ways to gain user trust. User privacy

including user data and personal information should be flex-

ibly preserved according to the policy and expectation of IoT

users. We quantify this objective trough the following key fac-

tors shaping privacy: (1) Transparency : consists in helping peo-

ple to understand who knows what about them, how their data

will be used, with whom it is shared and how long it is held.

(2) User-driven : users are the master of their own data, they

have full and granular access control over the data they share

in the network or in the cloud. (3) Anonymity : IoT applica-

tions are required to not disclose the identity of their users. (4)

Pseudonymity : trades off anonymity with accountability. Actu-

ally, actions of a person are linked with a pseudonym, a ran-

dom identifier, rather than an identity. Pseudonymity might be

used to serve many purposes [48] , especially resolving privacy

and accountability concerns in the IoT. (5) Unlikability : quali-

fies pseudonymity in the sense that specific actions of the same

person should not be linked together. This requirement might

serve as a protection from profiling in IoT. (6) Unobservabil-

ity : ensures that a user may use a resource or service with-

out others, especially third parties, being able to observe that

the resource or service is being used [49] . It requires that users

and/or subjects cannot determine whether an operation is be-

ing performed. (7) Decentralization : Each node in the network

shares its data with others nodes directly, without intervention

of any third or trusted entity. 

• Technologies constraints : (1) Flexibility : access control should

be flexible to be adapted to different contexts. Furthermore,

it should support long-lived and planned patterns as well as

causal spontaneous and short-lived interaction. Indeed, the col-

laboration between users is established in unscripted way and

the role of service provider or service consumer can no longer

be static or identified a priori, since it can be played alterna-

tively by the same entity. (2) Scalability : IoT is a more de-

manding environment in terms of scalability and manageabil-

ity. Due to the potentially unbounded number of things (re-

sources and subjects), access control mechanism should be ex-

tensible in size, structure, and number of users and resources.
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Table 2 

Security requirements and device taxonomy of IoT applications domains. 

Domain application Devices proximity Reliability & availability Confidentiality & integrity Usability 

Personal and Home Healthcare Intimate Highly required [44] Highly required Highly required 

Personal 

Intimate Temporal unavailability is tolerated 

SmartHome Personal High reliability for (home security and 

home automation) 

Highly required Highly required 

Social Low reliability for media and 

entertainment 

Government and utilities SmartCity Personal 

Social Not highly required [45] Not highly required except for user’s 

private data [38,39] 

Preferred 

Public 

Enterprise and industry SmartGrid Personal 

Social Highly critical Not highly required except for 

consumer’s private data 

Preferred 

Public 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

r  

a

3

 

w  

t  

t  

t  

u  

A  

q  

f  

t  

t

 

c  

c  

r  

c  

r  

h  

t  

e  

o  

o

 

t  

i

(3) Lightweight : access control, designed for IoT, should sup-

port lightweight solutions and standards, due to the low capa-

bilities of power, memory and computing of IoT devices mean-

ing that all introduced security mechanisms shall be designed

such that the total overhead due to computation and communi-

cation is as low as possible on the device side . (4) Heterogene-

ity : is a key challenge in IoT. Actually, a collaborative environ-

ment may combine several technologies and different devices

and ecosystems. They may be conceived by diverse construc-

tors and are thought up for diverse purposes and designed for

different application domains, making it arduous to achieve a

global agreement or adopt any specification. 

• Social & Economic aspect of IoT : there are several Social &

Economic challenges that need to be addressed: (1) Interop-

erability/cooperativity and collaboration: IoT is an ecosystem

that requires, in one hand, the collaboration between a plethora

of untruthful stakeholders establishing loose relationships, such

as individuals, public and private establishment. In other hand,

it establishes communication and information exchange across

heterogeneous set of devices. Thus, access control model must

be designed for multiple organizations. Each of them sets up

its own policies and must respect other collaborating organi-

zations policies. (7) Context awareness: The context is particu-

larly important in IoT. It provides services and applications that

use knowledge and inspire its intelligence from its surrounding

contextual information about user and his environment. Actu-

ally, in IoT, sensors continuously generate enormous amounts

of raw data and context-aware computing has proven its effi-

ciency to understand this data and add value to it. 

• Confidentiality and integrity: confidentiality means no unau-

thorized disclosure of resources and integrity means no im-

proper modifications of resources. Moreover, access control sys-

tem should have the following features: (9) high Granularity:

which means expressiveness of the grammar used to formulate

access control rules: the more flexible the grammar is and the

more information it can cater for, the more fine-grained the re-

sulting access control will be. (10) Revocation: the ability to re-

voke permission to access resources and make sure the revoked

user cannot access the associated resources anymore. (11) Del-

egation: a subject can grant access rights or part of the granted

rights to another subject. As many things are owned by their

users (either permanently or temporarily) and may belong to a

group it is necessary to consider the design of delegation mech-

anisms. 

• Reliability and availability: the continuity of service leads to

reliability while the readiness for usage leads to availability. In

the IoT context, such properties may also be declined to (1) Of-

fline mode: decisions are made even if their maker (that could
be resource owner) is absent or not connected. (2) Short-term

availability: the IoT resources must be available to authorized

users with reasonable response-time as process or data may

have timeliness constraints. (3) Long time availability: regula-

tions impose that some data must be kept for a very long time

(e.g., cancer records must be kept for the patient’s lifetime, and

records of genetic diseases have to be kept even longer. Only

some well-identified users should have the ability to delete

those data, and only after the appropriate time period has ex-

pired. 

• Usability : access control should be easily managed, expressed

and modified. Indeed, with the omnipresence of IoT devices

that encompass every day and personal tools such as tooth-

brush, fridge, wearable, etc. Users, with different expertise, are

more involved nowadays in authorization activities than in the

past. 

A comprehensive and holistic access control framework for IoT

equires that all above objectives, summarized in Fig. 1 , would be

chieved. 

.1.3. Summary 

We can deduce from our previous analysis that IoT applications

ill need to be built on principles of cooperation and collabora-

ion, openness/interoperability, high scalability, flexibility and dis-

ribution. We can conclude that in personal and home category

hat encompasses smart home and healthcare applications, end

ser is considered as a pivot element due to its high involvement.

s a result, access control models targeting such domains are re-

uired to be more user-driven. They should allow end user to have

ull control over his own resources. In the government utilities, en-

erprise & industry, end user involvement is less important than in

he first category. Fig. 2 illustrates our findings. 

It is unlikely that a one-size-fits-all approach in all IoT appli-

ations works, but rather many and diverse approaches. A peruse-

ase specific vulnerability analysis will identify the level of security

equired for each device in certain applications and which access

ontrol solution achieves the required level. However, the common

equirements for all IoT applications are: high flexibility, scalability,

eterogeneity, collaboration between different stakeholders, and

he need of lightweight security mechanisms due the omnipres-

nce of constrained devices in all IoT application domains. With-

ut appropriate security mechanisms, attackers might gain control

ver things and put our lives in danger. 

To bridge the policies and the actual mechanisms to enforce

hem, an access model or more precisely an authorization model

s needed. 
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Fig. 1. IoT Security & Privacy preserving (S&PP) objectives. 

Fig. 2. IoT domain application taxonomy and their security requirements. 
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Fig. 3. A taxonomy of related work. 
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3.2. Authorization model layer 

Many access control models have been proposed in the litera-

ture to address security issues in IoT. We cite below the most re-

cent and relevant ones. 

3.2.1. Access control solution based on RBAC model 

RBAC (Role-Based Access Control) [20] is an access control

model and framework for controlling user access to resources

based on roles. This model consists of four different components

and each one of them assigns to RBAC a number of functionalities.

These components are the core RBAC, the hierarchical RBAC, the

static separation of duty relations and the dynamic separation of

duty relations. The core RBAC model is composed of five static el-

ements. These elements are the users, roles, and permissions, with

the latter being composed of operations applied on objects. The

relationship among the elements of the core model is straight for-

ward many to many. Roles are assigned to users and permissions

are assigned to roles. Moreover, we identify two distinct phases in

RBAC. The first is the design where a system administrator can de-

fine a number of assignments between the elements in the com-

puter system. The second the run-time phase where the assign-

ments in the system are enforced by the model as it is specified

by the security policy of the system, which was prescribed during

the design phase. 

More of RBACs virtues are the support of important principles,

namely the least privilege, separation of administrative functions

and separation of duties [15] . However pure RBAC model is in-

appropriate to model security policies that interpret complex and

ambiguous IoT scenarios. It must be extended to face the previous

mentioned challenges. We list below different propositions from

the literature aiming to extend RBAC in IoT environments: 

Authors in [50] adopt a service-based approach to release IoT

[51,52] , where each IoT device should offer its functionality as stan-

dard services. Then, the service is considered as the target of the

request, whose authorization is verified by access control before

being performed by the service. In order to take contextual in-

formation, such as time, location, state of the environment in ac-

cess control decisions, authors extended the RBAC model by the

introduction of context constraint collected from the environment

of the physical object. The web service technology provides great
nteroperability between heterogeneous devices. However, authors

id not clearly describe how the physical object is mapped to one

r more web services and more importantly they did not describe

ow the contextual information is collected from the physical ob-

ect environment to be included in the authorization process es-

ecially in a real-time manner. This makes their proposed solution

eem to be more suitable for designing context-aware access con-

rol model in web services rather than in IoT environment. Actu-

lly, they have considered only IoT users rather than devices. The

ole of smart objects in making access decision is completely anni-

ilated. Furthermore, the presented model has been only demon-

trated through use case studies rather than implementation. 

Similar to the previous work, authors in [53] adopt the web of

hings (WoT) approach and the RBAC model as a basis to conceive

n access control method to enhance device security and privacy.

owever, unlike [50] , they did not extend RBAC with contextual

onstraints to fit IoT, but they rather propose a role-based access

ontrol model that integrates Social Network Services (SNS) such

s Facebook to enable owners to leverage user profiles and so-

ial links in existing social networks to create policies for access

ontrol on devices. Through an in-depth analysis of SNS, user data

nd abstraction of RESTful Web service application interface (API),

hey redefined the user (U), role (R) and permission (P) sets of

BAC model as well as the mapping between these sets. Providers,

hich are the devices owners, can define user-role assignment pol-

cy according to user profiles (e.g. age, gender, university) and so-

ial links (e.g. close friends, family, etc), and permission-role as-

ignment policy according to device attributes (e.g. title, tags, type,

ocation, and status). As authors claimed, using social networks en-

bles users to share devices with people they know and trust and

anage access to their resources in a user-friendly and customary

ay. While the integration of network service (SNS) puts forward

his work to be characterized by high usability and user-driven

eature, the proposed method cannot satisfy all access control re-

uirement in IoT. Actually, the device-to-device communication is

ot considered. Moreover, the use of SNS data as basis to create

ccess control policies over devices makes the proposed solution

trongly tied to SNS. Resource owners and requesters must have

n SNS profile or account to interact with each other. This, in one

and, obviously increases the dependency of users on social net-

ork services and on another hand, introduces the social network
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ervice provider as an implicit trusted third party. For those rea-

ons, we think that more privacy preserving mechanisms are re-

uired to protect user’s access control policies from malicious acts

f service providers. 

A close proposal to [50] is presented in [54] , where RBAC model

s integrated into the Web of Things (WoT) approach to specify

ccess control to the physical things that are accessed and con-

rolled via the Web. For the purpose of this integration, authors

rovide a careful mapping between the entities of RBAC that are:

ser/Subjects, Permissions/Rights, Objects, Authorization Rules Ses-

ion and components of the WoT. However, the mapping of the

ole notion in WoT is not clearly identified. Authors point out two

ost critical issues in using RBAC for enforcing the specified access

olicies in WoT environment, that are the use of the concept of

 reference monitor (RM) and role proliferation. To address those

ssues, they leverage the concept of role parameterization, devel-

ped by [55] , to deal with the issue of role proliferation and pro-

ose a conceptual structure of RBAC/WoT access control domains,

ased on the reference monitor where the role-based access con-

rol is incorporated to handle the pre-decision authorization rule.

he proposed architecture is based on a central Access Control De-

ision Facility (ADF), which adheres to the RBAC policy decision

f whether to grant or reject the authorization request. Therefore,

hen the entity tries to access a WoT resource, the request is inter-

epted by an Access Control Enforcement Facility (AEF) entity. Be-

ore making any decisions, the AEF forwards the request to the Ac-

ess Control Decision Facility (ADF). Hence, this approach is com-

letely centralized where all access control logic is externalized

nto the (ADF). Thereby, end-devices (i.e., sensors, actuators) play a

imited role as simple information providers. Furthermore, authors

laim that traditional access control models such as DAC and MAC

ocus on the protection of data in closed environments and are

ot sufficient in isolation for providing security for a large-scale,

istributed and sometimes resource constrained pervasive environ-

ent like in WoT context. Hence, their approach utilizes RBAC to

ontrol access to things on the Web. However, we think that the

BAC itself shows inappropriate aspects in a distributed network

nvironment. Second, no lightweight mechanism is proposed to

ake RBAC supported by constrained devices. The RBAC-based au-

horization model is again adopted in [56] using the things partic-

lar role(s) and application(s) in the associated IoT network. The

uthors focus more on the establishment of an authentication pro-

ocol based on the OpenID [57] technology, trustable central en-

ities, and an efficient secure key establishment through ECC (El-

iptic Curve Cryptosystem). However, the authorization process is

lightly described in this paper. Actually, only a general overview

f RBAC model is given. The authors neither describe the security

olicy nor how the role of IoT things is identified or assigned and

ore importantly they did not justify the fitness or adaptability

f RBAC in IoT context. Furthermore, several security gaps of this

ork are discussed in [57] . Therefore, authors in [57] provide en-

ancement to the protocol to fill the discovered weakness gaps.

he improved protocol facilitates many services to the users such

s user anonymity, mutual authentication, and secure session key

stablishment. Finally, the performance and security analysis re-

eals that the improved protocol presents many advantages against

opular attacks, and achieves better efficiency at low communica-

ion cost. 

.2.2. Access control solutions based on Attribute-Based Access 

ontrol (ABAC) model 

In ABAC model, access is granted according to attributes pre-

ented by a subject. Actually, the subject and the object both iden-

ify through the attributes associated with characteristics [24,58] .

BAC is composed of two aspects: the policy model (sometimes

eferred as PBAC: Policy Based AC) and architecture model which
pplies the policy. The basic ABAC model asserts that access can

e determined based on various attributes presented by a sub-

ect. Policy rules specify conditions under which access is granted

r denied. In ABAC model, the subject and the object all identify

hrough the attributes associated with characteristics. The user is

ranted appropriate access permissions to the system according to

is attributes when he initiates an access request. 

Much work has been done in the literature using ABAC model

n IoT: 

More recently Ye et al. [59] have proposed an efficient authen-

ication and access control scheme for the perception layer of the

nternet of Things. The ABAC-based authorization method has been

dopted as access control policy and a simple and efficient mu-

ual authentication based on secure key establishment based on

CC. The described protocol provides much lower storage and com-

unication overheads to solve constraints in resources of the IoT

erception layer. Accessing the data on the basis of user attribute

ertificates in the access control authority ensures fine-grained ac-

ess control. However, it requires complex management and im-

edes its deployment to constrained devices. Consequently, they

nly provide theoretical results of the proposed model. 

.2.3. Access control solutions based on usage control (UCON) model 

The usage control (UCON) proposed by [26–28] model is con-

idered as the next generation of access control models. It in-

roduces various novelties compared to traditional access control

uch as RBAC and ABAC. It handles the problem of authorization in

 continuous way before the access execution, during the execu-

ion and afterwards. Moreover, it supports mutability of attribute,

eaning that if access attributes are changed while the access is

n progress and this change leads to unsatisfaction of the security

olicy, the granted access is revoked and the usage is cancelled.

ore details about UCON model are given in [60] . Research has

lso been conducted to use UCON in collaborative systems [61] .

he UCONABC model, which consists of eight components, subject

ttributes, objects, object attributes, rights, authorizations, obliga-

ions and conditions. The notion of subjects and objects as well

s the association with their attributes is straightforward. A sub-

ect can be an entity in a system and its definition, as well as its

epresentation, is given by a number of properties or capabilities

n the associated subjects attributes. Each object can be associated

ith object attributes. Subjects can hold rights on objects. Through

hese rights, a subject can be granted access or usage of an object.

t is worth mentioning that both subject and object attributes can

e mutable. This means that the value can be modified only by an

dministrative action and not by its users activity. 

It should be noted that, at the state of the art, the only work

hat has stressed the particularity of UCON model over traditional

ccess control model such as DAC, MAC and RBAC, that makes

CON more suitable to meet the dynamic nature of IoT was pre-

ented in [62] . This particularity resides in the concept of conti-

uity of decision and mutability of attributes introduced by UCON

odel. A mapping of UCON abstractions and IoT entities is pro-

osed as follow: The subject(S) of UCON in IoT is the Device (D)

uch as cars. The attribute(S) of UCON in IoT is the Att(Device),

hich contains the information about the trust value of the device

nd so on. The subject(O) of UCON in IoT is the Service(S), which

ays in the application layer and requests the service information

rovided by the services located in the wireless sensor network.

he attribute(O) of UCON in IoT is the Att(Service), which contains

he service information such as the digital sources for the car and

o on. The condition(C) of UCON in IoT is decided by the policies

ccording to the wireless sensor network, such as the trust value

nd other decision factors. The condition(C) is the constraint ac-

ording to the actual situation in a wireless sensor network, such

s limits of geographical location. The oBligation(B) of UCON in IoT
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is according to the needs of the wireless sensor network. The obli-

gation of the device should be do ne before or during the usage

control in IoT. The Authorization (A) of UCON in IOT is set by the

needs of usage control, and decided by the device and the ser-

vice. The usage decision for the access control is made between

the Device and the Service according to certain access control poli-

cies, using the Device’s trust degree and the Service’s trust thresh-

old and some other information. The assessment model is based

on a fuzzy theory. Although some theoretical experiments are in-

troduced, the practical feasibility of this approach is not demon-

strated. 

3.2.4. Access control solution based on capability-based access 

control (CapBAC) model 

Capability-based access control (CapBAC) is based on the con-

cept of capability that contains rights granted to the entity holding

it. The concept of capability was introduced in [63] as token, ticket,

or key that gives the possessor permission to access an entity or

object in a computer system. 

Traditionally, discretionary access control, first proposed by

Lampson [64] was represented by Access Control Matrix (ACM),

whose column basically describes a list of objects or resources

to be accessed, and whose row represents a list of subjects or

whoever wants to access the resource. From this ACM, two tra-

ditional access control models co-exist: Access Control List (ACL)

and capability-based access control. Many comparisons have been

made by many scientists [65,66] between ACL and capability-based

access control where many security threats and especially the con-

fused deputy problem were identified in ACL while it is not the

case in the capability-based access control. Actually, ACL is central-

ized by nature, cannot support different levels of granularity, is not

scalable and is prone to single point of failure. The capability-based

access control (CapBAC) is based on the concept of capability that

contains rights granted to the entity holding it. The concept of ca-

pability was introduced in [63] as a token, ticket, or key that gives

the possessor permission to access an entity or object in a com-

puter system. Actually, CapBAC has been adopted in many large

scale projects [67] and has been widely used in the IoT field. How-

ever, applying the original concept of capability based model into

access control model as it is to IoT, has raised several drawbacks.

The capability propagation and revocation are two major draw-

backs of classical capability based model that has been pointed out

by Gong in [68] . He proposed a so-called Secure Identity-based Ca-

pability System (ICAP) as a solution to the identified challenges.

The ICAP [68] aims basically to extend the capability system con-

cept, in which any user or subject that wants to get access to a

certain device or resource uses a capability. Access is granted only

if the capability presented by the subject matches with the ca-

pability stored in the device or an entity that manages the de-

vice. The particularity that ICAP introduced over classical capabil-

ity based system consists in including the identity of subject or

user in its operation. In this way, ICAP claims to provide more ef-

ficient control in capability propagation and offers more scalability

by reducing the number of capabilities stored in the so-called ”Ob-

ject Server”, ”Gateway” or ”Access Point”. The ICAP structure and

how capability is used for access control is represented as ICAP =
(ID,AR, Rnd) where ID presents the device identifier, AR the set of

access rights for the device with device identifier as ID, and Rnd

the random number to prevent forgery and it is a result of one-

way hash function. However, Gong [68] did not clearly describe

the security policy used in the capability creation and propaga-

tion. Including context information in making access control de-

cision upon an access request from a subject or user was not con-

sidered either. The same model introduced in [68] was adopted by

Mahalle in [69] . Its novelty resides in the fact that it presents an

integrated approach to authentication and access control based on
CAP for IoT. The proposed model is called the Identity Authentica-

ion and capability-based Access Control (IACAC) model. In IACAC,

evices are connected with each other through the use of an ac-

ess point and then the capability-based access is allowed to the

ther device through Capability based Access Control (CAC). Each

stablished communication is verified by its capability access. Only

fter the capability verification, the devices are able to commu-

icate with each other. Any device which wants to communicate

ith another device is able to initiate the communication by send-

ng the request to a specific device. The second stage is to verify

hether that requesting device is having the capability to com-

unicate with called device. This access right gets checked using

he capability of that device which is associated with every device.

urthermore, a modeling of three attacks investigated in the paper

as presented. Its suitability to the following parameters: scalabil-

ty, granularity delegation, and efficiency time security is discussed.

oreover, a mathematical model for improving queuing analysis of

ACAC is presented. 

The proposed model uses a public key approach and is compat-

ble with the lightweight, mobile, distributed, and computationally

imited nature of IoT devices plus existing access technologies like

luetooth, 4G, WiMax, and Wi-Fi. IACAC is implemented in a Wi-Fi

nvironment and evaluated by the Automated Validation of Inter-

et Security Protocols and Applications (AVISPA). The performance

nalysis of the protocol in terms of computational time compared

o other existing solutions is discussed. However, the specification,

s well as security evaluation of the CAC propagation and revoca-

ion, was left unaddressed. Another interesting but missing aspect

or IoT will be to define a lightweight version of CAC for resource

onstrained devices in IoT like sensor nodes. Efficient interoperabil-

ty is still an open issue in this work. 

Another extension to (ICAP) model [68] to support the con-

ext awareness in federated IoT is presented in [70] and [71] .

esearchers presented an access delegation method with secu-

ity considerations based on Capability-based Context-Aware Ac-

ess Control (CCAAC) model intended for federated IoT networks.

n additional field called Contexts (C), which contains context in-

ormation related to the capability, is added in the extCAP. By in-

luding this field, the external capability structure in CCAAC is de-

ned as extCAPi = (O,AR, C, Rndi), where O is the Name of object

r resource to be accessed. AR is a type of access right, e.g. read,

rite, execute, C is Context information and Rnd is a random num-

er generated from a one-way hash function to prevent forgery.

CAAC is claimed to be a special case of UCON where capabilities

re modeled as subjects and objects attributes, and can be prop-

gated through mutable attributes. Both these works focus on the

ecurity requirements in isolation. Actually, the approach used in

his paper requires that an additional trusted by both domains en-

ity be involved in the design. However, not all IoT scenarios con-

ider that a prior knowledge of the trust relationship between two

etwork domains in federated IoT is established. 

The work in [72] is a part of IoT@Work project [73] . The

apability-based access control (CapBAC) model is extracted from

he one proposed by Skinner [74] in the project: SUN DIGITAL

COSYSTEM ENVIRONMENT. The proposed framework adopts a

entralized approach for managing access control. It defines a cen-

ral policy decision point (PDP), implemented in a non-constrained

achine, responsible for the management of authorization deci-

ions. However, we notice that this work deals with IoT as a usual

omputing platform. As a result, its special characteristics, such as

ightness and smartness in device side are neglected. 

A close approach to [72] is adopted in [75] , but this time,

he capability model was directly implemented on resource-

onstrained devices, within a distributed security approach. Actu-

lly, authors have given in [76] an overview of three approaches to

mplement access control model in IoT: the centralized approach,
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entralized and contextual approach and the decentralized one.

he advantages and drawbacks of each one were provided. The au-

horization logic is embedded into device side thanks to the use of

ightweight technologies such as JavaScript Object Notation (JSON)

s a representation format for the token and emerging communi-

ation protocols such as CoAP [77] and 6LoWPAN [78] as well as a

et of cryptographic optimizations for ECC. Even though DCapBAC

odel presents interesting features regarding scalability, interop-

rability and considers devices as smart objects able to take au-

onomous decisions, with authorization logic, it lacks granularity

nd context-awareness. Moreover, DCapBAC focuses more on the

uthorization enforcement stage, while nor the beginning of access

ontrol procedure neither the capability token generation proce-

ure are investigated. These last issues are addressed by authors

n another paper [79] where a flexible trust-aware access control

ystem for IoT (TACIoT) that extends DCapbac is proposed. This

roposed solution will be discussed in this paper in Section 3.2.6 .

t is worth to note that the work in [75] is a promising solution

or IoT that is able to guarantee the possibility to embed a no-

able part of access control logic in device side. Note that finding

quilibrium between end device autonomy to control access over-

roduced information and the computing efforts requested by the

ccess control mechanisms themselves is still an open issue. Some

ffort s have already been done to define proper protocols for the

pecification of access control policies in IoT, but a standard which

ddresses specifically IoT paradigm is still missing. This dilemma of

entralized and decentralized approaches will be extensively high-

ighted in this paper in Section 5.2 . 

.2.5. Access control solution based on Organizational-Based Access 

ontrol (OrBAC) model 

The OrBAC [80] model is conceived to address existing issues

n extended RBAC models. It introduces the notion of “organiza-

ional” as a new dimension, and separates between the concrete

evel (user, object, action) and the abstract level (roles, views, ac-

ivities). This model includes different context data which can be

istoric, spatial, and temporal or declared by the user. If we can

ssume that OrBAC provides a framework for expressing the se-

urity policies of several organizations, it is unfortunately only

dapted to centralized structures and does not cover the distribu-

ion, heterogeneity, collaboration and interoperability needs. Multi-

rBAC [81] is an extension of the OrBAC model designed for multi-

rganizational. The main defect of Multi-OrBAC lies in the fact

hat the definition of the security policy of each organization must

ake into account the entities belonging to other organizations, and

herefore requires mutual trust between organizations regarding

he management of these entities. Poly-OrBAC [82] overcomes this

roblem by integrating the OrBAC model to represent the internal

olicies of each organization and web services technology to en-

ure interoperability between organizations. However, technologies

sed in PolyOrBAC such as SOA-based web-services are not sup-

orted by IoT constrained devices. In this direction, SmartOrBAC

83] and [84] aim to extend OrBAC model in IoT environments. The

ain contribution of this work consists in enhancing the “context”

otion (originally present in OrBAC) in order to fit the IoT require-

ents. However, no lightweight mechanisms are stressed to reduce

he complexity of OrBAC model to be supported by constraints de-

ices. 

.2.6. Access control based on other models 

SENSEI [85] is a large scale project, which has been devel-

ped as part of the European ICT-FP7 SENSEI [85–87] . SENSEI de-

eloped an overall authentication, authorization and accounting

ramework. The SENSEI AAA architecture relies on a number of ad-

anced concepts: trust management, security management, scala-

ility for identity management, privacy analysis and privacy pre-
erving reputation establishment. SENSEI offers two approaches of

ccess control model: 

(1) Billing-based access control (based on the commercial trust

odel): the access control decision is business model driven, i.e.

he identity of the user does not matter and the service can be

rovided to anyone as long as an adequate reward is provided. 

(2) privilege-based access control: (based on the corporate trust

odel): the decision is organizational policy based, i.e. the iden-

ity of the user is significant and the service being provided has

ome inherent security sensitivity meaning to the organization(s)

nvolved and should only be provided to certain users. 

Access control and trust are closely related notions as the level

f access granted by a particular device to another device de-

ends on the level of trust between these devices. The same idea

merged in [88] . Authors in this paper propose to use the trust as a

ool in the decision making of access control based on a Fuzzy ap-

roach where fuzzy trust values are mapped to access permissions

o achieve access control in IoT. The trusts values are calculated by

he FTBAC framework from factors like experience (EX), knowledge

KN) and recommendation (RC). Based on these collected parame-

ers, the proposed FTBAC framework calculates the trust score. For

he calculation of trust score, the linguistic values of experience,

nowledge and recommendation are used. This trust score is then

apped to access permissions for providing access to the resources

r devices with the principle of least privilege. For example, if the

uzzy trust value is T1 = Low which is a dependent parameter on

X, KN and RC, then the corresponding access right AR is and if

2 = Average, then the AR is (READ), FTBAC scheme is simulated

nd results show that it can be used to calculate fuzzy trust val-

es for any number of devices which makes it more suitable for

calable IoT, real implementation and integration with an adequate

ccess control model is still missing. 

In [79] , authors presented another trust model based on fuzzy

ogic called TACIoT. Such model follows a multidimensional ap-

roach to enable an accurate trust value computation for IoT de-

ices. In particular, in contrast to previous models that usually only

onsider reputation and feedback, the model takes into account

our dimensions: reputation, quality of service, the social relation-

hip between IoT devices as well as security aspects. These param-

ters are then used by smart objects to drive their access control

ogic. Furthermore, the proposed trust model has been integrated

nto a lightweight and flexible access control mechanism based on

CapBAC [75] , with the aim of making IoT devices aware of other

evices’ trust scores and drive their access control decisions ac-

ordingly. This model has been implemented by the Trust Man-

ger and then integrated with this IoT security framework [136] ,

hich is based on the Architectural Reference Model [137] (ARM)

rom IoT-A EU project. The feasibility of TACIoT was demonstrated

y testing the software implementation on real scenarios for con-

trained and non-constrained devices. (TACIoT) provides an end-to-

nd and reliable security mechanism for IoT devices, based on a

ightweight authorization mechanism and a novel trust model that

as been specially designed for IoT environments. Nonetheless, the

efinition of a fully distributed approach and the introduction of

 well-defined trust negotiation language supporting the semantic

nteroperability of IoT context is still missing, as confirmed in the

wo recent surveys on trust in IoT provided in [10] and [6] . 

Another work [89] proposes a sophisticated model-based Secu-

ity Toolkit named SecKit. It is integrated in a management frame-

ork for IoT devices called iCore Framework [90] . It provides the

pecification and enforcement of usage control policy including au-

horizations and obligations to enable the protection of user data.

he usage is regulated through profiles. Profiles consist in defining

he conditions, specified in form of sets of security policy config-

ration rules, under which a set of enforcement policy templates

hould be activated. For example, a profile can be specified to re-
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strict the amount of user information accessible to the IoT devices

(enforcement) when the user is in a public space that is consid-

ered to be a potentially unsafe situation (configuration). The spec-

ification of authorization and obligation policy rules is done in

SecKit using an event-based Rule model containing Rule Templates.

Events represent actual or tentative events which mean respec-

tively activities in the IoT system that already took place or are

about to take place but have not yet started. The specification of

detective and preventive policy rule templates is enabled through

the distinction between actual and tentative events. Detective rule

templates are only able to react to actual events and execute addi-

tional compensation actions while preventive rule templates may

allow, deny, modify, or delay the execution of tentative activities.

The SecKit foundation is a collection of meta-models that describes

Data, Time, Identity, Role, Structure, Behavior, Trust, Rule, and Risk.

A part of the model-based Security Toolkit (SecKit) [89] has been

implemented as an extension to the open source broker mosquito

in [91] , where the design, implementation and evaluation of en-

forcement of security policy rules with the Message Queue Teleme-

try Transport (MQTT) protocol [92] is proposed. The performance

results are promising; complex security policies are enforced with

a very small additional delay of 10 ms in contrast to the normal

operation of the broker. It is available as open source software for

download at: https://github.com/r-neisse/Release. While the SecKit

is considered to be a powerful tool to express granular access con-

trol policies, the generation of many different profiles and different

versions make the framework extremely complex to handle and

maintain. Actually, the complexity to use the framework is highly

bounded to the complexity of the environment where the user

is active. While such complexity cannot be avoided, the frame-

work aims to enhance its usability by providing an engineering

tool [93] (i.e., the SecKit itself), that automates the choices for the

user. 

3.3. Architecture layer 

So far, we reviewed the proposed models in IoT. In this subsec-

tion, we sketch different authorization architectural solutions ex-

isting in IoT field 

3.3.1. Extensible Access Control Markup Language (XACML) 

standard 

XACML [21] is an XML-based language for access control (au-

thorization) that has been standardized by OASIS (Organization for

the Advancement of Structured Information Standards). It describes

both an access control policy language (ABAC) and access control

decisions (request/response). A comprehensive study on XACML

has been done in [94] . 

Kim et al. [95] proposes an extensible (Open Services Gate-

way initiative) OSGi-based architecture for highly heterogeneous

smart home systems to enable dynamic integration of devices and

services. The policy model maps a user role to permissions on

a device with a collection of attributes. The smart home policy

model represents fine-grained access policies similar to the ones

enforced in real life. However, this proposal is bound to the use of

XACML, which is not specifically designed for use in constrained

devices. Furthermore, the device to device communication is not

considered. In this direction, another generic authorization Frame-

work for the Internet-of-Things is proposed in [96] . It supports

fine-grained and flexible access control for any objects with low

power and memory resources. Based on current Internet standards

and access control solutions such as XACML and Security Assertion

Markup Language (SAML) [97] , the decision of access control is en-

forced locally by the object (local PEP) taking its local parameters

into consideration. Local decisions are enabled via XACML obliga-

tion. Due to the complexity of XACML policy evaluation for objects
ith high resource constraints, a great part of the decision-making

rocess for granting access is externalized (externalized PDP). De-

pite the verbosity feature of XACML, Seitz’s solution faces this

rawback by proposing compact representation in JSON for asser-

ion format. Nonetheless, the solution is still too heavy to be em-

edded in device side. As a result, a great part of the decision-

aking process for granting access is externalized (externalized

DP) and the object simply enforces the execution of the autho-

ization to take into account the local decision that justifies the

evel of distribution and lightness of XACML-based solutions. In

70] , authors had adopted ABAC model as it is, without any ex-

ensions to IoT context. The solution offers, in fact, great granular-

ty and context awareness, but seems too heavy and complex to

mplement in constrained devices and get it managed by ordinary

eople. This explains the very low level of heterogeneity, usability,

nd lightness of the solution. 

.3.2. Access control solutions based on Open Authorization (OAuth) 

rotocol 

OAuth is an access control framework for clients accessing re-

ources on Web servers. It has gained a lot of attention recently.

he OAuth 1.0 Protocol [98] and its successor, the OAuth 2.0 Frame-

ork [22] were designed to address the issues of privacy and ac-

ess control related to large-scale Internet connected applications.

t is an authorization framework which enables users to grant third

arty applications, acting as relying party (RP), access to the pro-

ected resources (hosted at particular service playing the role of

n identity provider (IdP)) without revealing their login credentials

o the third party. A comprehensive survey about OAUTH could

e found in [99] . There are already over one billion OAuth-based

ser accounts provided by major service providers such as Face-

ook [100] , Google [101] and Microsoft [102] . 

In fact, much effort is already in progress in many research

rojects to implement OAuth over IoT protocols, such as COAP in

103] , MQTT [92] in [92] , and BACNET [104] in Building as a ser-

ice Project [105] . 

Dominique Guinard proposed Social Access Controller (SAC)

106] as a user-centric solution that enables users to share with

ther users access to their devices. It relies on functionality pro-

ided by popular social networking sites to authenticate users, ad-

ertise and discover devices. It is based on OAUTH 1.0 as access

ontrol protocol. Then SAC requires from the devices owners to

anually configure the permissions of each device for every user

e wants to share data with. This model is useful when the num-

er of devices and friends is small but becomes quite unmanage-

ble (for the owner) when this number grows up. The core idea

s to leverage existing online social structures rather than rely on

losed databases of credentials. Thus, the SAC architecture pro-

ides a framework which is built upon fast growing social net-

orks, such as Facebook, Twitter or LinkedIn, to allow users to

hare physical objects with actual friends, relatives or colleagues. 

The work in [107] was the first to implement OAuth2 with

QTT. Actually, authors explored the feasibility and effectiveness

o use OAuth2 as part of the MQTT protocol flow and within

n MQTT broker to make federated, user-directed access control

ecisions in IoT system. As proof of concept, a prototype that

ses OAuth 2.0 to enable access control to information distributed

ia MQTT was built. The results of this prototyping activity were

valuated, and the strengths and weaknesses of this approach

ere identified. While there were some issues with implement-

ng Federated Identity and Access Management (FIAM) for IoT us-

ng OAuth2 with MQTT, the benefits of building on existing widely

mplemented and deployed protocols are significant. Many years

f work and review have gone into the security of OAuth2, and

rom this work, we can state that it is possible to re-use this work

ith IoT devices and new protocols. However, issues like usage
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T  
ontrol, simplicity of key issuing, developer portals are missing in

his paper. To tackle those aforementioned problems, authors ad-

ress in a recent work [108] the problem of adapting the princi-

les and technologies of Web API management to IoT and imple-

ent a prototype which is the first of its kind to add support for

oT-specific protocols to API management systems. Moreover, the

rototype demonstrates the use of an extension to the OAuth2 pro-

ocol called Dynamic Client Registration (DCR) [109] as a means of

nsuring the uniqueness of tokens stored on hardware. However,

he adopted approach in both works is completely centralized and

ot user driven. 

Another project proposes in [104] an addendum to the BAC-

et standard, using OAuth 2.0 as access control mechanism. An-

ther extension of BACnet, the BACnet Internet Transport Bind-

ng (ITB) that is currently being specified will also use OAuth 2.0

or secure authorization. This demonstrates that OAuth is consid-

red to be suitable for the WoT in general and Web-based Build-

ng Automation Systems in particular. As OAuth has also been

dopted by extensions to the BACnet, it seems to be a reason-

ble choice for the BaaS project as well. This is emphasized by the

act that the combination of OAuth and the CoAP protocol has al-

eady been investigated. A novel architecture with a generic and

xternal authorization service based on OAuth targeting both in-

ernet and IoT scenarios have been presented in [110] . The design

oal of the proposed architecture is to enable SPs, either based

n HTTP or CoAP, to easily integrate an authorization layer with-

ut the need to implement any complex logic like OAuth. In this

aper, the centralized approach is adopted, where the authoriza-

ion logic is outsourced from the smart and constrained device to

 more powerful server called IoT-OAS. The IoT-OAS service, within

he EU project CALIPSO [111] , has been implemented on a regu-

ar web server, based on open source technologies, equipped with

TTP/CoAP proxy capabilities in order to be transparently and eas-

ly integrated with all applications. Four significant IoT application

cenarios have been illustrated. In addition, the authors strengthen

heir approach by interesting experimental results obtained during

 performance evaluation made by conducting simulations with

ooja targeting Contiki-based Zolertia Z1 nodes. However, the pro-

osed architecture did not consider the end-to-end security inte-

ration between Internet and IoT, making the intermediary a sin-

le point of security compromising . Furthermore, no mechanisms

etailing the issuing of access tokens are described. In this direc-

ion, Cipriani and Picone complete and extend the IoT-OAS archi-

ecture [110] , by proposing a standard-based authorization frame-

ork for WoT applications built on IoT- OAS architecture in [112] .

he proposed framework provides a set of messages that users can

xploit to interact with IoT-OAS in order to manage and request

ccess grants to smart objects. All API calls are authorized by IoT-

AS with OAuth, using the access tokens received upon login. In

ddition, mechanisms related to issuing of access tokens that can

e used to access resources in IoT applications are introduced. An

mplementation is presented to highlight the simplicity of token

ssuing. However, even if authors in this paper claim to propose

ner granularity in expressing granted access by defining the per-

ission with the following tuple: < res, act, exp > where res is the

RI of the resource, act is the REST method to act on the resource,

nd exp is the expiration time of the grant. The proposed expres-

ion is still less granular since it does not take context and smart

bject ambient environment into consideration. Moreover, authors

oint out advanced problems that need to be solved when refer-

ing to authorization in the WoT. These problems are defined as:

i) Owner-to-Owner authorization (when the object owner autho-

izes himself to control an object); or (ii) Owner-to-Any authoriza-

ion (when the object owner authorizes other parties to control

n object he owns) and they propose the OAuth 2.0 protocol to

ddress the Owner-to-Owner authorization and the User-Managed
ccess (UMA) profile [113] of OAuth 2.0 to addresses Owner-to-Any

uthorization in the web. But, they did not show how this later

ould be adopted to fit IoT requirement. Finally, both approaches

resented in [110] and [112] are bound to the use of OAuth pro-

ocol. Therefore, they inherit all the weaknesses of OAuth from an

oT perspective. Those drawbacks will be detailed later on in this

aper in Section 4.2.5 . 

.3.3. Access control solution based on UMA 

[113] describes how the Web Authorization Protocol (OAuth) in

ombination with User-Managed Access (UMA) can be used for an

oT environment; the paper introduced multiple scenarios with a

ar, door lock, etc. Those scenarios involve Web, smart phone ap-

lications, and IoT devices. UMA is a relatively new access control

hich is less used in IoT, but offers interesting features, such as

ser-driven and offline mode. Many IETF effort s [113] are running

o adapt UMA to IoT. 

A thesis project [114] aims to explore authorization require-

ents and architecture for user controllable integration of smart

hings and services. A subset of SWoT [115] projects security re-

uirements has been explored. To realize desired and suitable

uthorization mechanisms, an extensive study of various secu-

ity protocols was performed. The UMA protocol which integrates

Auth protocol was determined as adequate mechanism for the

nvisaged authorization architecture. The specification of the UMA

pplication in SWoT was preceded. In addition, authorization archi-

ecture with an UMA framework has been implemented as a pro-

otype for the designed solution. The implementation effort also

ncluded the development of software agent’s prototypes which

ould be deployed on smart things or in the cloud, for the purpose

f evaluating proposed authorization solutions. More recently, an

ngoing work in [116] proposes using the UMA profile to imple-

ent access control functionalities in multi-agent IoT-based sys-

ems. Authors in this paper provide an overview of related agent-

ased IoT systems and a brief description of the access control

cheme and its corresponding flow applied to multi-agent systems.

oT devices are supposed to contain intelligent agents in combina-

ion with other IoT-related functionalities. The UMA Client is con-

idered to be embedded in the device in order to manage requests

o use the Message Exchange service. The Authorization Server is

onsidered to be deployed as an independent server accessible by

ll the other entities in the schema. The protection and access

f a resource will be performed as described in the UMA pro-

le within three phases. The first phase consists in protecting the

esource, presented in this paper as a queue in the message ex-

hange server modeled as a queue system (i.e. MQTT or AMQP

rotocols). A communication queue is created in the Message Ex-

hange service and registered within the Authorization Server by

he Agent/IoT Device Owner who configures the permissions for

sers or group of users. (2) Once the queue is protected, the au-

horization flow starts in the second phase where a Web Client is

sed by another (or the same) Agent/IoT Device Owner to inter-

ct with the Resource Server and the Authorization Server to get

he permission required for its agent to access to the registered

peration. Finally, a token representing the acquired permission is

onfigured in the Agent/IoT Device by the owner. (3) In the third

hase, the properly configured Agent/IoT devices are asked to per-

orm autonomously their tasks (i.e. negotiate for a common goal)

hrough the registered queue. After the process is complete, all the

perations will be protected by the access control rules configured

n the Authorization Server. Finally, an example scenario is given

o illustrate the proposed scheme flow. However, the paper settles

or giving a just theoretical description. Neither formal description

or the protocol implementation is provided. The lack of granular-

ty is one of the major drawbacks of OAuth and its profile UMA.

o address this potential issue, Vijayaraghavan and Shruti recom-
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Table 3 

Hardwares specifications. 

Hardware specification [89] [110] [107] [96] [75] 

Access control model Usage control OAUTH OAUTH XACML CAPABAC 

Policy Decision 

Point 

Localization Type Powerful Powerful Powerful Powerful Powerful 

(PDP) Platform Windows 7 

professional 

∗ ∗ ∗ Contiki os 

JN5148 mote 

CPU/ micro- 

controller 

Intel core i7 

2600 3,4 GH 

∗ ∗ ∗ RISC 

processor 

ROM 750 MB ∗ ∗ ∗ 128 KB 

RAM 8 GH 

∗ ∗ ∗ 128 KB 

Policy Enforcement 

Point (PEP) 

Localization Type CLASS C CLASS B/ C CLASS C CLASS B 

Platform Windows 7, 

MQTT broker 

(1) Broker broker mosquito Arduino mega 

2560 board 

(Mosquito) (2) Zolerita 

MSP430F2617 

CPU ∗ ∗ ∗ 16 MHZ 

ROM 

∗ 52 KB ∗ FLASH 

MEMORY: 256 

KB 
∗ 58 KB ∗ 8 KB 

RAM 

Type : Constrained PEP = DEVICE Constrained PEP = device 

End device Localization Architecture Pub/subscribe: 

behind a broker 

Pub subscribe 

Platform Board linux 

Debian 

Arduino board 

CPU ARM 9 

ROM 256 MB 

Communication protocol between PEP and PDP HTTP protocol ∗ HTTP ∗ PEP = PDP 

JSON format 

Communication protocol between PEP and end device WIFI COAP /HTTP MQTT ∗

∗ means: Not available 
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mend in [117] a Context-Based Data Access Control layer to be in-

tegrated with OAuth and UMA. The context awareness layer gets

context information from IoT device and pass to inference layer

for intelligent implications or computation of values. Access con-

trol layer contains a hybrid access control system that combines

traditional authorization techniques with sensed context informa-

tion, to grant access to a legitimate user, device, or application to

a requested resource. Authors propose a classification of context-

based parameters related to physical factors and others related to

human factors. Human factor-related context is structured in three

categories: information on user (habit knowledge, emotional state,

etc), social environment (co-location, social interaction etc), and

activity based (spontaneous activity, engaged tasks, etc.). Similarly,

context related to physical environment is arranged into three fold-

ers: location (absolute position, relative position, co-location, prox-

imity, etc.), infrastructure (surrounding resources for computation,

communication, task performance), and environmental conditions

(noise, light, temperature, etc.). Although the suggested model is

promising and ambitious, technical details or implementation is

not evident and still missing. 

3.4. Mechanism layer 

We introduced so far the conceptual and formal models pro-

posed in IOT and sketched the architectures. In this paragraph, we

outline the low level (hardware and software) functions to enforce

policies and define how access requests are evaluated against those

policies. We describe in Table 3 the hardware specifications used

for the deployment of PDP, PEP, and End device distinctively and

the communication protocol between the Policy Enforcement Point

(PEP), Policy Decision Point (PDP) and between PEP and end de-
ice. We also describe the type of their localization: powerful or

onstrained, various platforms used, CPU speed and memory size. 

Unfortunately, due to the fact that most proposed access control

odels in the literature have not been developed in practice, yet,

n extensive quantitative evaluation is not possible. 

. Analysis & evaluation 

After reviewing existing work for each layer in the OM-AM ref-

rence model. In this section, firstly, we summarize the strengths

nd weaknesses highlighted in Section 3 for each refereed ac-

ess control. Afterward, we elaborate a quantitative and qualitative

valuation based on the fourteen identified Security and Privacy-

reserving objectives. Finally, we present the pros and cons and

he usability of the five access control categories defined in our

roposed taxonomy from an IoT perspective. 

.1. Strengths and weaknesses of proposed access control 

olution in IoT 

The issues and drawbacks with existing solutions, extensively

ighlighted in Section 3 are summarized in Table 4 : 

.2. Quantitative and qualitative evaluation 

In this section, we evaluate in both qualitative and quantitative

ay the literature advances towards access control in IoT and their

ersatility for preserving security and privacy by referring to the

bove described fourteen objectives. The fourteen S&PP objectives

efined in Section 3.1.2 will be the quality criteria of our analysis

nd comments. 
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Table 4 

Strengths and weaknesses of refereed access control solutions proposed in the literature. 

References Pros Cons Implementation 

[50] The mapping of device and web service offers 

great interoperability and heterogeneity 

Old approach more oriented web than IoT No 

Add context as constraint to take access control 

decision 

The role of smart thing is neglected in taking access control decision 

Critical scalability: (mapping of one device to many web services) 

Device to device communication is not considered 

[53] Integrating Social Network Services (SNS) with 

access control model offers great usability and 

allows Resource owners to define personalized 

access policies in a costumer way 

Not context aware Yes 

Require implicit trust of (SNS) providers. 

Device to device communication is not considered. 

[54] Careful mapping between RBAC entities and WoT 

component 

Centralized approach (all access control logic is externalized to ADF entity) No 

End device plays limited in making access control decision 

No mechanism is proposed to extend RBAC to fit a distributed and dynamic 

environment such as the WoT 

[56] Combine authentication and authorization Authorization process is slightly described No 

No specification of access control policy 

[59] Fine grained access control for end devices in the 

perception layer of IoT 

Complex management of access control in constrained devices No 

[62] Dynamic and granular access control due to the 

mutability of UCON attribute 

Only conceptual model No 

Strong expressiveness of usage control compared to 

traditional access control 

Centralized 

[69] Device to device communication is considered. Not context aware Yes 

Delegation is supported. specification of CAC propagation and revocation is left unaddressed 

Supports heterogeneous technologies (WiMAX, 

WIFI, Bluetooth, 4G) 

Missing lightweight version of CAC supported by constrained device. 

[71] . Introduce context constraint in ICAP [secure] Requires prior knowledge and trust relationship between two network 

domains in federated IoT 

NO 

Delegation method in federated IoT 

Distributed 

Device to device communication is considered 

[72] Support of delegation and revocation mechanism Smartness in device side is neglected. No 

Deals with IoT as usual computing platform 

[75] distributed Lack of granularity and context awareness Yes 

Use of lightweight protocols 

scalability 

[83] and [84] Projection of OrBAC notion in IoT paradigm Too heavy and complex to be supported by constrained devices No 

Support of granular and context aware access 

control policy 

[88] Scalable centralized Yes 

flexible lack of integration with an access control model 

[79] Multidimensional approach Lack of fully distributed approach Yes 

Flexible and lightweight mechanisms are used A well-defined interoperable negotiation language is missing 

The proposed trust model is integrated with 

DCapBAC access control model 

[89] Powerful tool to express granular access control 

policies 

Complex to design and maintain yes 

[95] Fine-grained access control policy is supported Device to device communication is not considered Yes 

IoT device heterogeneity is considered Constrained nature of IoT devices is neglected 

[96] Takes IoT device local parameter in access control 

decision 

Too heavy to be embedded in constrained IOT devices Yes 

[106] User-centric solution Not scalable YES 

Very usable due to the use of popular SNS such as 

Facebook, Twitter etc 

Device to device communication is not considered 

Not context-aware 

[107] First to implement OAuth over MQTT protocol Usage control and simplicity of key issuing are missing Yes 

User-directed access control 

[108] First to add support for IoT specific protocol such 

as MQTT to API management system 

Centralized Yes 

Not user-driven 

[110] / [112] . Both HTTP and COAP based SP are enabled to 

integrate authorization layer without the need 

to implement any access control logic 

Centralized yes 

Not context-aware 

[116] Use of specific IoT protocol such as MQTT with 

UMA 

Neither formal description nor implementation is provided No 

Projection of UMA components in IoT context 

[117] Context aware Only theoretical recommendations are provided No 
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Based on the described legend below this evaluation is high-

lighted as follow: 

Each quality criteria is assigned a value ranging from 0 to 5,

where 0 signifies not defined, 1 signifies a very low quality suf-

ficiency, 2 signifies a low quality sufficiency, 3 signifies a medium

quality sufficiency, 4 signifies a high quality sufficiency while 5 sig-

nifies a very high quality sufficiency. These values are then used

to indicate the sufficiency of each referred access control solu-

tions for each S&PP objective. All refereed solutions have been sur-

veyed qualitatively, by comprehensively analyzing all the specifi-

cation documents as well as any related research papers, and by

mapping them to our requirements. The assignment of values in

the 0 to 5 range within each quality criteria for each referred ac-

cess control solutions is performed as follow: 

• Context awareness 

We notice that except the work presented by Vijayaraghavan

[117] , all solutions based on UMA and OAuth protocols do not

take context into consideration in access control decision. Actu-

ally, authors in [117] propose a Context-Based Data Access Con-

trol layer to be integrated with OAuth and UMA. A comprehen-

sive classification of context-based parameters related to phys-

ical factors and others related to human factors ranging from

information related to user (habit knowledge, emotional state,

etc), social environment (colocation, social interaction etc), and

activity based (spontaneous activity, engaged tasks, etc) to in-

formation related to physical environment such as location (ab-

solute position, relative position, colocation, proximity, etc), in-

frastructure (surrounding resources for computation, communi-

cation, task performance), and environmental conditions (noise,

light, temperature, etc). Due to this rich classification, we rank

this solution regarding context awareness criteria as very high.

In the second range, comes two proposed solutions that are:

the SmartOrBAC model [83] and [84] that enhances the con-

text notion in OrbBAC and CCAAC [71] where an additional field

called Contexts (C), which contains context information related

to the capability, is added in the extCAP. Both models use the

same definition and expression of context notion where con-

text is considered as set of contexts (CSet) with different types

(CType). The type of context can be a concrete property such

as time or location, but also security-related context such as

authentication and trust level. In order to apply the context in

the access control decision, each of the context types has to be

evaluated with a certain constraint (CConst). The adopted def-

inition qualified both works regarding context- awareness cri-

teria as high level. It is worth to note that CCAAC [71] is the

only solution, to the best of our knowledge, based on capa-

bility model that takes context into consideration. Other solu-

tions citeGusmeroli2013, [69] and [75] do not. By definition, the

RBAC model does not consider contextual information in access

control decision making. It is the same case for the solutions

based on pure RBAC such as [53] and [54] except [50] that

extends RBAC by the introduction of context constraint col-

lected from the environment of the physical object. For this rea-

son, we classify this solution at a medium level. In the same

level, we gather attribute- based access control solutions such

as [59,62,95] due to the fact that attribute may correspond

to contextual information except for the solution presented in

[96] qualified in a high level of context awareness. Actually,

authors in [96] take explicitly devices local parameters before

the enforcement of access control decision locally enabled via

XACML obligation. Finally, we consider solutions based on trust

model such as [88] and [79] in a low level of context awareness

because the context is not explicitly considered. 
• Interoperability 

The web service technology is known to provide great

interoperability between heterogeneous devices. For this rea-

son, we classify all the solutions that adopt the web of thing

approach (based on web service) as high-quality sufficiency in

term of interoperability. Those solutions are: [50,53,54,56] and

[106] . Other solutions have a very low interoperability suffi-

ciency since this criterion is not tackled in a focused way. 

• Heterogeneity 

We consider that the solution proposed by Kim et al. in

[95] has a very high heterogeneity sufficiency since it uses an

extensible (Open Services Gateway initiative) OSGi-based archi-

tecture for highly heterogeneous smart home systems to en-

able dynamic integration of devices and services. In the second

range comes the web of thing based solution [50,53,54,56] and

[106] that have high heterogeneity sufficiency level due to the

use of web service technology that provides great interoperabil-

ity between heterogeneous devices. 

Capability based solution [69,71,72,75] are classified in the third

range with medium heterogeneity sufficiency level. Actually,

by design, the scheme of capability based access control solu-

tion works efficiently for heterogeneous devices Other solutions

have a very low heterogeneity sufficiency since this criteria is

not tackled in focused way. 

• Scalability and flexibility Token based approaches that include

both capability based model [69,71,72,75] , OAuth based proto-

col: [106–108,110] and [112] and UMA based protocol [116] and

[117] are characterized by great scalability and flexibility. In ad-

dition, the FTBAC scheme [88] is simulated and results show

that it can be used to calculate fuzzy trust values for any num-

ber of devices which makes it more suitable for scalable IoT.

For those aforementioned reasons, we classify those solutions

with high scalability sufficiency. However web of thing based

approach solutions [50,53,54,56] and [106] present a medium

level of scalability and flexibility because the mapping between

web services and IoT devices may rise scalability issue. Solu-

tions based on attribute-based access control [59,62,95] have a

low scalability level. 

• Usability and user-driven 

The integration of network service (SNS) puts forward both so-

lutions [106] and [50] to be characterized by a very high level

of usability and user-driven sufficiency feature. Furthermore,

UMA and [89] are by design user-driven access control proto-

cols. For this reason, solutions based on UMA, such as [116] and

[117] , are with a high level of user-driven sufficiency. However,

usability of those solutions is not clearly handled. RBAC and At-

tribute based access control solutions such as [50,53,54,56,59] ,

[62,95,96] are classified in the third range with medium low

usability and user driven sufficiency level. Actually, those mod-

els are not conceived with user driven feature in mind. Other

solutions have a very low user driven and usability suffi-

ciency since these criteria are not tackled in a focused way.

Although, the proposition in [89] is a user-centric solution.

The generation of many different profiles and different versions

makes the framework extremely complex to handle and main-

tain. Actually, the complexity to use the framework is highly

bounded to the complexity of the environment where the user

is active. Unless an automation tool is conceived to automate

the choices for the user, its level of usability sufficiency is

very low. 

• granularity 

In one hand, [89] is considered to be a powerful tool to

express granular access control policies. It is a collection of
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meta-models that describe Data, Time, Identity, Role, Structure,

Behavior, Trust, Rule, and Risk. In another hand, the solution

proposed in [62] based on UCON model enables the expres-

sion of granular access control policies due to the high level

of expressiveness and dynamicity of UCON attribute. For those

reasons, we rank those solutions regarding granularity criteria

in a very high level of sufficiency. In the second range, comes

the attribute based access control models [96] and SmartOrBAC

[83] and [84] based on OrBAC model. This range of solutions

that supports fine-grained access control policies are classified

with a high level of granularity sufficiency. In the same range,

we classify CCAAC [71] . Actually, we notice that CCAAC could

be considered as an exception in access control solution based

on capability model category due to the fact that it enables the

expression of relatively granular access control policies. In fact,

CCAAC includes an additional field C that refers to Context in-

formation in capability scheme. Furthermore, CCAAC claimed to

be a special case of UCON where capabilities are modeled as

subjects and objects attributes and can be propagated through

mutable attributes. 

In the third range, we classify both [79] and [88] in a medium

granularity sufficiency level. Actually, [79] takes into account

four dimensions: reputation, quality of service, social relation-

ship between IoT devices, as well as security aspects as pa-

rameters to express access control policies and [88] supports

27 possible rules derived from linguistic terms such as (Good,

Very Bad, and Below Average) used to express different ac-

cess control policies. In the fourth range, we classify capabil-

ity based access control models [69,72] and [75] in a low level

of granularity sufficiency since those solutions lack granularity

and context-awareness. Finally, the OAuth and UMA-based ac-

cess control solutions [106–108,110,112] and [116] are classified

in a very low level of granularity since this feature is insuffi-

ciently satisfied. 

• Lightweight 

In one hand, [75] uses lightweight technologies such as

JavaScript Object Notation (JSON) as representation format for

the token, the emerging communication protocols such as CoAP

[77] and 6LoWPAN [78] , as well as a set of cryptographic opti-

mizations for ECC . In the other hand, [107] implements OAuth2

with MQTT and Arduino board and IACAC [69] which is com-

patible with the lightweight, mobile, distributed, and computa-

tionally limited nature of IoT devices plus existing access tech-

nologies like Bluetooth, 4G, WiMax, and Wi-Fi. It uses public

key cryptography approach based on an elliptic curve on finite

fields ECCDH that has advantages of small key size and low

computation overhead. Those both described solutions are clas-

sified at a very high level of lightness. 

[89] has been implemented as an extension to the open source

broker Mosquitto in [91] , and [110] , [112] proposed an archi-

tecture designated for services providers (SPs) , either based

on HTTP or CoAP protocols. Both solutions use IoT particular

lightweight protocols: MQTT and COAP, putting forwards those

two solutions to be classified in a high level of lightweight suf-

ficiency. 

Seitzs solution [96] faces the verbosity feature of XACML by

proposing compact representation in JSON for assertion format.

Nonetheless, the solution is still too heavy to be embedded on

device side. That is why we classify this solution in a medium

level of lightweight sufficiency. 

Capability based access control models [69,71,72] and [75] ,

OAuth and UMA [106–108,110] / [112,116] and [117] are consid-

ered in a low level of lightweight sufficiency. While RBAC and

attribute-based access control solutions present a very low level

of lightness. 
l  
• Distribution 

In [75] and [96] , a great part of the decision making process for

granting access is externalized (externalized PDP). However, the

decision of access control is enforced locally by the object (local

PEP) taking its local parameters into consideration. Local deci-

sions are enabled via XACML obligation. Based on those afore-

mentioned features, we classify those two solutions with a high

level of distribution efficiency. [69] and [71] have a medium

level of distribution sufficiency for the following reasons: (1)

Devices are connected with each other through the use of an

access point. (2) Any device that wants to communicate with

another device is able to initiate the communication by send-

ing the request to a specific device. (3) Each established com-

munication is verified by its capability access. [116] is included

in the same level with [69] and [71] . Actually, UMA Client is

considered to be embedded in device side in order to manage

access requests while the Authorization Server is considered to

be deployed as an independent server. The OAuth-based access

control solutions [106–108,110] / [112] present a very low level

of distribution sufficiency since all authorization logic have to

be externalized to a powerful entity as demonstrated by [110] .

The centralized approach is adopted in the rest of other solu-

tions cited in this survey where the authorization logic is out-

sourced from the constrained device to a more powerful entity.

• Real-time 

Only two solutions from the studied literature in this survey

paper tackle real-time issue in an explicit way. Those two so-

lutions are the UCON model presented in [62] and [89] . In one

hand, UCON is more suitable to meet the dynamic nature of IoT.

This particularity resides in the concept of continuity of deci-

sion and mutability of attributes introduced by UCON model. In

the other hand, the specification of authorization and obligation

policy rules is done in [89] using an event-based Rule model

containing Rule Templates. Events represent actual or tentative

events which mean respectively activities in the IoT system that

already took place or are about to take place but have not yet

started. The aforementioned features make those two solutions

characterized by a very high real-time sufficiency level. CCAAC

[71] claims to be a special case of UCON where capabilities are

modeled as subjects and objects attributes and can be propa-

gated through mutable attributes. For this reason, we consider

this solution in a high level of real-time sufficiency. However,

all other solutions did not consider real-time parameter into

consideration in their papers. 

• Delegation and revocation 

Delegation and revocation are explicitly addressed in [72] and

[71] . Researchers presented an access delegation method with

security considerations based on Capability-based Context- 

Aware Access Control (CCAAC) model intended for federated IoT

networks. However, other solutions consider neither delegation

nor revocation features directly. 

• Offline mode 

Except the solutions [116,117] based on UMA protocol, no other

solution supports offline mode straightforwardly. 

We summarize the previous evaluation of the literature based

n the P&SP objectives in Table 5 . 

Once all sufficiency values have been determined, the final

eneric quality value for each access control category can be cal-

ulated as shown in the graph depicted in Fig. 4 that highlights in

 very representative way how each category meets each require-

ent. 

.2.1. Evaluation of access control solution based on RBAC model 

We notice that solutions based on RBAC model have the fol-

owing issues: (1 ) Interoperability : the difficulty to approve a real
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Table 6 

RBAC pros and cons from an IoT perspective. 

Access control solutions 

based on RBAC model 

Pros Cons 

Least privilege Interoperability 

Separation of 

administration function 

Critical scalability 

Support constraint Role explosion 

Critical granularity 

Limited dynamicity 

Not User driven 
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a  
onsensus regarding the meaning of role to be shared with differ-

nt applications, platforms, domains and enterprises. (2)Role ex-

losion : The role explosion issue justifies the critical dynamic-

ty aspect of RBAC. Actually, RBAC defines access permissions in

 static and fixed manner without taking the context of the ac-

ess into consideration. As a result, a pure RBAC solution may be

nappropriate for defining fine-grained access permissions based

n context, and dynamics of IoT environment. (3) Critical scala-

ility: policies cannot evolve easily. In fact, the creation of new

oles can lead to rebuilding the entire model. (4) Nonsupport of

elegation : a subject cannot grant access rights to another sub-

ect, as well as grant the right to further delegate all or part of the

ranted rights. Due those issues, basic RBAC model is not really a

uitable solution to perform authorization functions in IoT domain

pplications requiring high level of interoperability/scalability, such

s smart grids and smart cities. Even for domain applications such

s wearable, entertainment and home, where the management of

oles may be less complicated than in other domain applications,

he issue of role explosion prevents RBAC from encapsulating ex-

ressive, contextual and dynamic access control policies. Indeed,

oT needs fine-grained and self-configuring access control mecha-

isms that emulate the dynamicity present in everyday life (e.g.

rant a neighbor access to home appliances in case of emergency).

he pros and cons of RBAC based access control solutions from an

oT perspective are summarized in Table 6 . 

.2.2. Evaluation of access control solutions based on ABAC model 

We can conclude that ABAC have more advantages that make

t more appropriate for utilization in large-scale distributed sys-

ems such as SmartGrids applications in IoT. These advantages are:

1) Interoperability: ABAC model eases interoperability especially

n collaborative environments, since it allows unknown user to ac-

ess resources as long as their attributes meet certain criteria. (2)

ine-grained access control: Unlike RBAC, ABAC model is more ex-

ressive since it defines access right based on attributes. These

ttributes could be any relevant security-characteristics that de-

cribe all entities including resource, subject and environment. This

akes ABAC more relevant to provide fine-grained access control.

espite all the above-mentioned advantages, there are cons and

hallenges to the adoption of ABAC in IoT. Indeed, the use of at-

ributes for authorization comes with several constraints: (1) Com-

lexity: Semantic interpretation of attributes, their trustworthiness

nd the definition of syntax for expressing attribute-based autho-

ization requests and responses are all main reasons to make ABAC

ore complex. Besides, the complexity of XACML often pushes

sers to avoid its use and to use more traditional approaches in-

tead. This is the case of the medical application discussed in [118] .

his complexity also hampers its utilization in everyday scenarios,

or example, in application domains belonging to category wear-

ble entertainment IoT applications. However, it could be a poten-

ial candidate to model policies in application requiring high inter-

perability and sophisticated level of expressiveness. (2) Not User-

riven: Although XACML and ABAC are considered as complete and

ccurate policy description methods, the structure of an XACML
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Fig. 4. A quantitative evaluation of access control solutions proposed in the literature in IOT. 

Table 7 

ABAC and XACML pros and cons from an IoT perspec- 

tive. 

ABAC pros Cons 

Fine grained Complexity 

More scalable Not user-driven 

More flexible 

More interoperable 

Support of delegation 

Table 8 

UCON pros and cons from an IoT perspective. 

UCON PROS CONS 

High dynamicity No functionality for administration 

Mutability No delegation 

Fine-grained Complexity 

Flexible Not user-driven 

Scalable 
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Table 9 

CapBAC pros and cons from an IoT perspective. 

CapBAC Pros Cons 

Flexibility Coarse-grained 

Distributed Do not take context into consideration 

Simplicity Problem of propagation 

User-driven 

Support Revocation 

Support Delegation 

Usability 
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olicy is complex. Indeed, user is obliged to understand XACML

ery well and write down the verbose policy skillfully. This makes

ACML difficult to master and to use. This type of privacy manage-

ent does not support interactions with the user in a native way.

 user-driven privacy manager is needed in order to involve the

ser in the policy definition process. The pros and cons of ABAC

odel/ XACML standard from an IoT perspective are summarized

n Table 7 . 

.2.3. Evaluation of access control solution based on UCON model 

We notice that solutions based on UCON model have high level

f granularity and context awareness thanks to the high expres-

iveness of UCON ABAC model, but have low level of distribution,

sability and lightness. Indeed, the first solution is based on an ex-

ended architecture of SOA and the access control logic is expected

o run on powerful devices. However, the second solution of Neisse

s based on extended model of UCON which is very expressive. In

ddition, it has been enforced at the Message Queuing telemetry

ransport (MQTT) [92] layer but on powerful devices. Hence, its

easibility in constrained devices has not been demonstrated. The

ros and cons of UCON model from an IoT perspective are summa-

ized in Table 8 . 
.2.4. Evaluation of access control solutions based on CapBAC model 

CapBAC presents some great advantages from an IoT perspec-

ive. It shows great scalability, flexibility and usability. In category:

earable, entertainment and home where applications are more

ied to everyday life scenarios and characterized by spontaneous

nd unpredictable relationship, Resource owner could consider the

sage of time-limited capability tokens and restrictive delegation

sage. In category: enterprise and government where interactions

attern are qualified as medium to long such in B2B for example,

apability tokens with extended validity periods could fit in an ef-

cient way this kind of use cases. Furthermore, it supports delega-

ion and revocation. The pros and cons of CapBAC model from an

oT perspective are summarized in Table 9 . 

.2.5. Evaluation of access control solution based on OAUTH protocol 

OAuth protocol and framework is characterized by its high scal-

bility, flexibility, simplicity, but it lacks fine granularity and of-

ine mode features [110] . has demonstrated the impossibility to run

ll OAUTH logic in a constrained device due to its heavy com-

unication and processing overheads. However, the IETF is mak-

ng continuous effort s to adapt OAUTH protocol with lightweight

rotocols, such as COAP and DTLS, in order to make OAuth fit

oT requirements [77,119–121] . Its main pros are: (1) the introduc-

ion of human users role incarnate by resource owner. (2) Rela-

ive simplicity and design that relies on specific Web technolo-

ies which are considered as best practices in design of web based

olutions (such as RESTFUL design, JSON encoding format, adop-

ion of TLS for transport layer security, etc.). (3) High scalabil-

ty improved by its success to manage access rights of the un-

ounded number of users in social networks. (4) The revocation of
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Table 10 

OAuth pros and cons from an IoT perspective. 

OAuth Pros Cons 

Flexibility Coarse grained 

Lightweight Prevent user from freely 

controlling his data 

Scalability Lack of robust Security 

Widely adopted Lack of secure implementation 

Simplicity Lack of implementation 

interoperability 

Revocation Heavy implementation in SP 

side 

Introduction of human users 

role incarnate by resource 

owner. 

Do not support least privilege 

principle 

Identity interoperability Concentrate identity on central 

hub 

Support runtime creation of an 

authorization context 

Not user-driven 

tied to a number of 

assumptions adopted during 

its design 

Table 11 

UMA pros and cons from an IoT perspective. 

UMA PROS CONS 

User-driven New (has not yet a stable version) 

Support claim-based access control centralized 

Pre-arrange rules 

Off line mode 

Externalization of authorization 

Support claim-based policies 
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delegated permissions: Thanks to the approach of refresh token

and expiration of access after some time, the client is enforced to

re-authenticate and re-verify its access. The user is also enabled to

revoke the granted access. (3) Identity interoperability: OAuth and

other OAuth-based protocols such as User-Managed Access (UMA)

[122] and OpenID Connect 1.0 [57] will enable, in IoT, identity in-

teroperability. Indeed, the unbounded numbers of connected de-

vices are created by different manufacturers and belong to differ-

ent identity providers. For example, if a user has a connected car

VOLVO XC90, a Google smart watch, a Fitbit monitoring calories,

and LIFX light bulb controllable with his smartphone, he will be

obliged to create and manage unique credentials (username, pass-

word) for each device corresponding to its provider. Thus, the use

of OAuth will eliminate the need for the user to create an account

for every service provider by enabling these latter to accept, trust

and use an identity created and managed by another, whether

that be another IoT service provider like Google or a social net-

work like Facebook acting as trust hub. But this will concentrate

identity in such a hub and, in the long term, will prevent users

from freely controlling their data. The main cons and challenges

to the adoption of OAuth to IoT are: (1) Difficulty to achieve a se-

cure implementation: There is always a tradeoff between security

and usability. In fact an empirical analysis of existing implementa-

tions of the protocol, conducted by [123] , showed the difficulties to

achieve a secure and reliable implementation given its open spec-

ification and the quantity of security factors to take into account.

(2) OAuth is tied to a number of assumptions adopted during its

design: as a result, OAuth does not cover all security requirements

for systems not complying with those assumptions. Unfortunately,

OAuth was not designed with IoT specific requirements in mind,

and will not consequently cover all its security needs. For exam-

ple, OAuth assumes that the services in need to be protected are

implemented and managed by the same business entity. More-

over, OAuth supposes that the type of resources to be secured is

known at design time, which is not always the case in IoT sce-

narios. (3) Coarse-grained: scopes, which determine the privileges

and the level of access that should be granted to a Client applica-

tion requesting access to the Resource Owners resources, are de-

termined at design time, and are typically coarse-grained. (4) Not

user-driven: Defining authorization scope by the serviced provider

at design time induces a lack of security transparency from the

Resource Owners perspective and prevents him to define his own

access control policies over his resources hosted in a SPs side. (5)

Disclose privacy: OAuth entrusts service providers the responsibil-

ity to define the permissions the consumer can request. However,

most providers solely define an extent set of access rights, such

as complete access to data or read-only, which is contradictory to

privacy preserving objectives [124] .(6) Heavy implementation espe-

cially on Service Provider SPs side: implementing OAuth on the SPs

side is a complex, time-consuming, and computationally intensive

task. In addition, it implies the registration of both users and client

applications, and the permissions that User grants to consumer ap-

plications. This process extremely hinders the implementation of

OAuth logics on constrained devices. we summarized the pros and

cons of OAuth protocol from an IoT perspective in Table 10 . 

4.2.6. Evaluation of access control solutions based on UMA 

UMA can be a promising solution for IoT. More relevant pros

of UMA are: Pre-arranged rules: Unlike OAuth, which is conceived

for synchronous permission, UMA allows asynchronous permis-

sion based on pre-arranged rules. Offline mode: UMA does not re-

quire the grantor access to be online at the time of access request

since it handles granting of entitlements (through scopes), asyn-

chronously. User-driven: UMA brings a novel approach by includ-

ing user as a core part of its model. The proposal relies on the user

to assign access rights to resources that may be hosted at various
esource servers. In fact, the user has the responsibility to define

nd configure his own policies required to make access control de-

isions. UMA uses a centralized authorization server that facilitates

ata sharing in a selective way and based on users own instruc-

ions. Support for claim-based access control in order to enable

ccess decision to be dynamic and to enable the user to impose

ontract terms that control access rights before the authorization

s granted. UMA introduces the notion of claim which is a set of

dentity attributes of a requesting party that an AM may need to

ather in order to satisfy some properties, imposed by the user,

efore access to a protected resource. UMA is based on OAuth and

nherits consequently its drawbacks regarding interoperability and

ecure implementation. The pros and cons of UMA protocol from

n IoT perspective are summarized in Table 11 . 

. Discussion and open issues : authorization and access 

ontrol challenges in IoT 

From the previous state of the art, the major emerging chal-

enges related to access control can be deduced from two funda-

ental questions: (1) Will existing access control technologies and

tandards still be used in IoT or will they just need to be adapted

o the constrained environment imposed by IoT? Do we need to

ome up with new access control mechanisms with IoT specific

equirements in mind? (2) Is it more effective to exploit a central-

zed, distributed or an hybrid approach in order to manage access

ontrol in scalable IoT architecture? 

.1. Challenge 1: adapt existing access control mechanisms versus 

onceive new ones with IoT specific requirements in mind 

The integration of physical objects in the internet infrastruc-

ure requires the application of lightweight security mechanisms

o be used even in constrained environments. However, current se-

urity standards and access control solutions were not designed

ith such aspects in mind. They are not able to meet the needs
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f these incipient ecosystems regarding scalability, interoperability,

ightness and end-to-end security. Consequently, a deep revision

nd adaptation of those mechanisms needs to be considered. These

hallenges have attracted more and more attention from research

ommunity and recently several effort s are st arting to emerge in

his direction. Actually, there are two main approaches that have

een introduced in the literature. The first one consists in adapting

xisting solutions to meet IoT requirements and needs. The second

pproach consists in rebooting and rethinking internet and con-

eiving from scratch specific technologies including access control

olutions with IoT characteristics in mind. In this section, both ap-

roaches are discussed. 

• Adaptability approach : Recently, numerous efforts have

emerged in this direction, and several IETF Working Groups

are focused on the adaptation of existing Internet protocols

that have been developed in (i) the building blocks of the

Internet of Things (e.g. sensor networks, ad-hoc networks) and

(ii) other paradigms closely related to the Internet of Things

(e.g. ambient intelligence, pervasive computing). In fact, some

security mechanisms, such as key Management, have been

successfully adapted to certain IoT scenarios [125] . In this

approach, the answer to IOT security is to not re-invent the

access management experience. The patterns and protocols,

which are now available to protect Web resources, should

be carried over to IOT. Actually, adapting existing techniques

to resource constrained devices, rather than developing new

approaches towards the wider IoT requirements, will save

time and lets developers focus on service logic rather than on

security and authorization issues. 

• The reboot approach: it consists in designing and developing

new technologies specific to IoT requirements and needs based

on the following aspects: (1) Typical security and access con-

trol standards are built around a single logical server and mul-

tiple clients. As a consequence, access control is often done

within the server side application, once the client has been

authenticated. IoT reverses this paradigm by having many de-

vices serving as servers and possibly many clients, taking part

in the same application. More importantly, servers are signifi-

cantly resource-constrained, which results in the minimization

of the server side functionality. Subsequently, access control be-

comes a distributed problem, especially when taking into ac-

count the recent effort s of decoupling the sensor network in-

frastructure from applications [126,127] . (2) IoT has new spe-

cific Business model and characteristics and absolutely differs

from usual computing platforms. Therefore, adopting existing

access control solutions will only lead to complex, expensive

and less adoptable solutions. (3) After Snowden scandal, trust

in the internet is over. Building IoT solutions with centralized

and collaborative system composed of trusted stockholders is

now something of a fantasy. Most access control solutions to-

day enable centralized authorities (e.g. governments or service

providers such as Facebook or Google for example) to gain ac-

cess and control devices by gathering and analyzing user data. 

• Summary : In the adaptability approach, the solutions are

mostly web based. As a result, their adaptation requires implic-

itly the adoption of the web-of-things approach. The question

of “Web” vs. “IoT” can in some cases be considered a contin-

uum and unfenced debate. Significant effort has been made on

securing existing Internet standard authentication and autho-

rization protocols such as TLS, Kerberos [128] , OAuth, and tra-

ditional access control models among others. Although, expand-

ing the feasibility of these solutions to constrained environment

such IoT would save huge effort. These protocols were substan-

tially not designed with constrained environments in mind. As

a result, adjusting an existing solution could arise a far from
optimal one. Commonly used Internet protocols cannot in ev-

ery case be applied to constrained environments. In some cases,

adapting and profiling is required. In other cases, it is advanta-

geous to define new protocols which were designed with the

special characteristics of constrained environments in mind. 

.2. Challenge 2: centralized versus distributed 

• Centralized approach: This approach consists in relieving smart

device from the burden of handling a vast amount of access

control-related information by outsourcing these functionalities

to a back-end server or gateway which is responsible for secu-

rity tasks. This approach presents many advantages: (1) Possi-

bility to reuse existing technologies: Indeed, since the back-

end or the gateway which is responsible for access control is

not a constrained device, it is possible to reuse traditional and

current access control models, security standard technologies

and protocols. But in this case, objects are treated as dumb

devices, which is in contradiction with the essence of IoT that

consists in bringing smartness to the edge of the network. (2)

Ease to manage access control policies: authentication and ac-

cess control policies are easier to manage in centralized IoT ar-

chitectures, all access control policies are stored and managed

within a single central entity. Therefore, data providers do not

need to implement any kind of access control logic. They will

send all their data to those whom they trust. As flip side of this

approach, both data providers and information consumers must

fully trust the central entity. However, several drawbacks arise

with the real deployment of the centralized approach. They are

summarized as follows: (1) End to end security: the inclusion

of a central entity prevents end-to-end security to be achieved.

(2) Single point of failure : due to the fact that a single en-

tity stores and manages all the data from a set of devices, any

vulnerability might compromise a vast amount of sensitive in-

formation and even cause disastrous obstruction to the whole

system. (3) User is not involved in access control over his

own data : When access control logic is located in the cloud or

in a central entity, they have a full control over the hosted re-

sources. As a result, user’s control can be weakened. (4) Expen-

sive management : managing all IoT devices in a centralized

way would be too expensive in the long term. IoT devices are

envisioned as low-cost, low-maintenance devices that should

run for years and even decades. (5) Trust foreign entities: Del-

egating the authorization logic to an external service requires a

strong trust relationship between the delegated entity and the

device. Moreover, all communications between them must be

secured and mutually authenticated, so that the delegated en-

tity security level is at least as high as if the authorization logic

were implemented internally. 

• Distributed approach : The concept of a distributed IoT is a

promising approach to release IoT [8,129,130] . As devices in-

crease their computational capacity, there are more opportu-

nities to bring intelligence on the devices themselves. The de-

velopment of autonomous, decentralized architectures and the

location of intelligence mainly security and access control log-

ics at the very edge of the networks are issues that need to

be addressed. Actually, this approach presents the following ad-

vantages: (1) Data management and privacy : Distributed ap-

proach brings noteworthy impact in this domain. Actually, with

the edge intelligence principle, users have more control over

the granularity of the data they produce as they are more en-

abled to define their own access control policies. (2) Cost : it is

less expensive than providing a cloud back end for each con-

nected smart object, especially those that might need a con-

nection for a decade. (3)User involvement in security mech-

anisms configuration : as more as the intelligence is located
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Table 12 

Access control challenges in IoT environment. 

Challenges Approaches 

Adaptability approach Reboot approach 

Challenge 1: 

Using existing access 

Control mechanism 

vs 

Come up with new ones Pros: Pros: 

(1) Exploit already existing and long experience. (1) Fit the new IoT business model. 

(2) Saving time (2) Comply with the principle of privacy by design. 

Cons: (3) Built with IoT requirements in mind 

(1) Complex solutions. Cons: 

(2) Do not fit with IoT new business model. (1) Need time to be built. 

(3) Existing solutions meet the scalability of IoT (2) Need trust to be investigated, developed and adopted 

Centralized approach Distributed approach 

Challenge 2: 

Centralized access control management 

vs 

Distributed access control management Pros: Pros: 

(1)Possibility to reuse existing mechanism (1) Ensure privacy 

(2)Ease to manage access control policies (2) Less expensive in cost 

Cons: (3) Offline mode 

(1) End to end security is dropped (4) Support trust 

(2)Single point of failure Cons: 

(3) Not user-driven (1) Complex security mechanisms 

(4)Expensive management (2) Fine-grained access control logic not supported by constrained 

devices 

(5)Trust foreign entities (3) Difficulty to manage and update access control policies 

embedded in device side 
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in the endpoints of the network. User-centric networks are

emerging increasingly in IoT. Subsequently, end-users are get-

ting more empowered to create and manage their own access

control policies. Thus, the user-driven feature is a must for an

access control model to fit IoT needs. However, as side effect of

this approach, end-user are not expected to be experts to use

security mechanisms. A simple mistake or a misconfiguration

can lead to huge breaches in their privacy. For this reason, ac-

cess control, mainly within the decentralized approach, have to

be enough usable for ordinary people. Otherwise people cannot

individually protect their IoT devices in their house and would

be obliged, in some cases, to remedy to centralized access con-

trol management. (4) Offline mode : in on-site intelligence ap-

proach, the core functionality continues even if the connection

is lost. (5) Support of trust: Trust could be supported in a better

way with the decentralized approach than the centralized one

because policies can be defined at the edge of the networks and

there will be no need to introduce any central entity. 

Nonetheless, the decentralized approach presents the following

drawbacks: (1) Complex security mechanism : a distributed IoT

needs to implement various distributed mechanisms to man-

age and enforce these policies, which is not evident. (2) Ac-

cess control logic is not supported by constrained devices :

implementing an authorization mechanism on the devices side

is more complicated. It requires intensive and computational

capabilities which are not available, especially in devices like

sensors, actuators or RFID tags etc. (3) Difficulties to manage

and update access control policies: if the access control log-

ics resides in the device locally, it would be highly onerous if

not impossible, to remotely and dynamically update them, es-

pecially when these devices are placed in unreachable or hardly

attended location (e.g. Fastprk1 by World sensing, a smart park-

ing systems, where devices are embedded directly in the as-

phalt). 

By reviewing the advanced analysis, we can conclude that no

approach is better than the other. All of them have various

advantages and disadvantages. We can conclude that both ap-

proaches (centralized and distributed) can complement each

other. 
We summarize the pros and cons of both approaches in both

challenges in Table 12 : 

. Innovation trends and research future directions in IoT 

The nature and the complexity of IoT environment is open-

ng interesting discussions about how the authorization and access

ontrol mechanisms can be applied to this context. Based on the

bove literature review of the current access control models, and

he latest innovations in IoT in general and access control in par-

icular, key future research directions are identified as follows: 

• Smartness shifts from the center to the edge of the net-

work: device-driven democracy : IoT needs a new access con-

trol framework suitable for the distributed nature of IoT, where

power and intelligence is no more exclusively located in the

center of the network. But, it is spread to the edge. In this

model, users control their own privacy and rather than being

controlled by a centralized authority. Devices are the master,

the role of the cloud changes from a controller to that of a

peer service provider (i.e. what IBM refers to as new and flat

devices democracy where Devices and the cloud become equal

citizens). This shift will require researchers to fundamentally

rethink security mechanisms, by mainly building access control

models and protocols with more privacy and autonomy. 

• Decentralized authorization and access control in trustless

network like Bitcoin and Blockchain : Decentralization and

openness of Bitcoin protocol [131] , which has no single point

of trust or failure can lead to a whole wave of IoT inno-

vations. We list below some use cases exploring blockchain

technology in security and IoT field: (1) DOAuth (decentral-

ized OAuth): to avoid OAuth concentrating identity to trust

hubs (like Facebook, Google, etc.), authors propose decentral-

izing identity and authorizations to trustless networks (like Bit-

coin and Blockchain). (2)Authors in [132,133] introduce FairAc-

cess framework as a balance solution and equilibrium that

solve the dilemma of centralized and decentralized access con-

trol management challenges highlighted above by leveraging

the blockchain technology. (3) Adept protocol [134] : IBM has
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spearheaded in CES 2015 the proof of concept of a new protocol

called ADEPT which is a promising technology that combined

Ethereums [135] blockchain-based decentralized platform pro-

gramming language with BitTorrent and some code called Tele-

hash to create an entirely new framework for building software

for the Internet of Things. Conceiving an access control model

for the described framework would be a worthwhile project. 

• Security on chip (hardware level) : We recognize that IoT may

provide an opportunity for hardware-based security thanks to

the fast evolution towards a more powerful computing and

memory in tiny device. Most hardware vendors and even soft-

ware ones had realized that they need to have security so-

lution in a chipset level. They have already started designing

their hardware with security in mind. We list as example the

most relevant innovation in this direction: (1) Vault project :

On the second day of Googles annual conference for develop-

ers, the company has announced Project Vault. It looks at the

thorny issue of encryption and security of mobile data. Vault

consists of a micro SD card that contains all the elements to

encrypt data or real-time communications on any device. The

card works autonomously. It introduces new ways to commu-

nicate securely without the need for entering passwords. There

is no doubt that this kind of engine will make the implementa-

tion of complex access control model in the constrained device

side a reality. (2) Access control shield: building an access con-

trol shield by implementing OAuth protocol as example on IoT

devices like Arduino, Raspberry Pi, Beagelbone, etc. would be

an interesting project. 

• Security through transparency : Current security models based

on closed source approaches (often described as security

through obscurity) are obsolete and must be replaced by a

newer approach security through transparency. For this, a shift

to open source is required. while open source systems may

still be vulnerable to accidents and exploitable weaknesses,

they are less susceptible to government and other targeted

intrusion, for which home automation, connected cars and

the plethora of other connected devices present plenty of

opportunities. 

. Conclusion 

Recently, many effort s have overcome many of the technological

equirements for the integration of smart objects into the current

nternet. However, IoT paradigm has still to face hard challenges re-

ated to the application of security and access control mechanisms

ver constrained environments. In this survey, we have established

 taxonomy of IoT domain applications, ranging from big indus-

ries such as smart grid, to personal and everyday appliance such

s smart homes. Furthermore, an OM-AM analysis of authorization

rocess in IoT was provided. We have also extracted the pros and

ons of existing access control solutions from an IoT perspective

nd their usability in the IoT domain applications already defined.

e evaluated related literature in both quantitative and qualita-

ive ways based on main IoT security requirements. This evalua-

ion is highlighted with graph that shows in a very representa-

ive way how each model meets each requirement. On the light

f our evaluation, we identified the main challenges of applying

ccess control mechanisms to IoT and argued that commonly used

nternet protocols cannot in every case be applied to constrained

nvironments. We also discussed the main advantages and draw-

acks of adopting a distributed or centralized access control man-

gement in IoT. Finally, based on latest innovations in IoT field, we

ave dressed the main future directions of security and particu-

arly those of access control in IoT. Future work consists in imple-

enting a privacy-preserving access control framework based on

he presented OM-AM reference model in order to conceive an ad-

quate access control framework for IoT. 
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