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Abstract

This paper studies the problem of designing a resilient control strategy for cyber-physical systems (CPSs) under denial-of-service
(DoS) attacks. By constructing an H,, observer-based periodic event-triggered control (PETC) framework, the relationship between
the event-triggering mechanism and the prediction error is obtained. Thenjinspired by the maximum transmission interval, the
input-to-state stability of the closed-loop system is proved. Compared*with the existing methods, a Zeno-free periodic PETC
scheme is designed for a continuous-time CPS with the external disturbance and measurement noise. In particular, the objective of
maximizing the frequency and duration of the DoS attacks is achieved without losing robustness. Finally, two examples are given
to verify the effectiveness of the proposed approach.

© 2017 The Franklin Institute. Published by ElsevierLtd. All' rights reserved.

Keywords: Cyber-physical systems; periodie event-triggered control; denial-of-service attack; input-to-state stability

1. Introduction

In recent years, cyber-physical systems (CPSs) have been widely used in various engineering fields owing to
advances in computing and,communication technologies. However, the use of networks and heterogeneous digital
elements has made these CPSs vulnerable to various cyber attacks, such as deception attacks, replay attacks, bias
injection attacks, zero-dynamies attacks, denial-of-service (DoS) attacks and so on. Unlike traditional systems where
attacks limit theirdimpactto.the cyber level, malicious attacks to CPSs can impact the physical world [1].Thus these is
a strong demand for analysis, synthesis and design methods to guarantee the security and reliability of CPSs despite
the presence’of malicious attacks[2, 3].

Among the various malicious attacks, DoS attacks make the actuator and sensor data to be blocked rather than
reach _their respective destinations and lead to the absence of data for the related components. Such kind of attack is
very common in network communications, and a lot of works have been made for the CPSs under DoS attacks [4-8].
A basic research field on security problem of CPSs is the stability analysis under DoS attacks. In [9], the authors
characterize frequency and duration of the DoS attacks under which input-to-state stability of the closed-loop system
can be presented, and the transmission times is scheduled. A resilient control method is presented in [10] to maximize
frequency and duration of the DoS attacks under which closed-loop stability is not destroyed. In [11], based on the
studies on [10], a control architecture that approximate co-location while enable remote implementation is designed.
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Email addresses: dksyc2940126.com (Yuan-Cheng Sun), yangguanghong@ise.neu.edu. cn (Guang-Hong Yang)
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The input-to-state stable (ISS) control problem for CPSs with multiple transmission channels under DoS attacks is
concerned in [12]. In [13], a systematic design framework for output-based dynamic event-triggered control (ETC)
systems under DoS attacks is proposed for a class of nonlinear systems using a hybrid model.

The traditional control methods are implemented in a time-triggered method where the sampling and the sig-
nal transmission are executed periodically, such as sampled-data control [14]. Usually, the wireless communication
units of CPSs are power restricted, and the network is often shared with multiple devices. Hence communication
resource utilization is needed to be considered. ETC scheme which helps reduce the network utilization has been
widely investigated on networked control systems [15-19]. In [20], a state-dependent triggering method is proposed
for network-based interconnected systems with delays and packet losses. In [21], periodic event-triggered control
(PETC) strategy for linear systems is proposed. By combining time-triggered control and ETC, theievent-triggering
condition is verified periodically in PETC, and whether or not to compute or to transmit new measurements and con-
trol signals is decided at every periodic sampling instant. In [22], a model-based PETC strategy for linear discrete
systems is presented, and both sensor-to-controller channels and the controller-to-actuator,channels of the systems are
communicated through networks. However, the ETC scheme for CPSs under DoS attacks has.not been fully investi-
gated. On the other hand, the DoS attacks occurred at the event-triggering intervals aré'invalid, thus the tolerable DoS
attacks can be increased by using the ETC strategy. These are the major motivations of this study.

In this paper, a CPS which the sensor-to-controller channel is networked under DeS attacks is concerned, and both
the disturbance and measurement noise are considered. An H,, observer-based’ETC framework is constructed for
the linear continuous-time plant, and the event-triggering mechanism (ETM).is verified periodically. The relationship
between the event-triggering coefficient and the lower bound of inter-event times is given. Based on the input-to-
state stability analysis framework, the stability is proved whether or not,the/DoS attacks are presented. The main
contributions of this paper are characterized as follows: First, the.advanced PETC method is used to continuous-time
CPSs under DoS attacks, communication resources are saved, and'the lower bounded of inter-event times is proposed
to guarantee that the ETM is triggered at most once at eachsperiod: Second, the traditional static state feedback
control using in [9] requires the availability of full-state information, and this is a strong assumption. In this paper, the
assumption is relaxed and the influence of disturbance and.noise can be restrained by using the H,, observer. Besides,
compared with the method in [10], the measurement.noise will not be amplified. Third, the maximum prediction error
is calculated, and based on the convergence of the error, the objective of tolerating DoS attacks as much as possible is
achieved without compromising the robustness:

The rest is organized as follows. In Section 2, the process is described, and the problem formulation is presented.
In Section 3, input-to-state stability of.the PETC/strategy is proved without DoS attacks. Section 4 gives the PETC
strategy under DoS attacks, and the main theorem is obtained. In Section 5, a numerical simulation and a batch reactor
system simulation are provided. Section 6 concludes this paper.

Notation: Donate by R the set,of reals, R"” denotes the n-dimensional Euclidean space, and given o € R, let
R, be the set of reals greater than or equal to . Let N denote the set of natural number and Ny is defined as
Ny = N U {0}. Given a vector x € R", ||| indicates its Euclidean norm. Given a matrix A, let AT denote its
transpose, ||A|| its spectral normy, 1, its logarithmic norm [23], and p4 = max {/llxl € spectrum {A+2A7 }} Given two sets
S| and S, let S;,\S,; be'the relative complement of S| in S,. For an interval T = [f, 1), its length is defined as
|T(t,1,)| = o — £;. Givenia measurable time function f(f) and a time interval [0, 7), the L, norm of f(-) on [0,7) is
formulated as ||fillo, = €85 sup o, lF (SIl-

2. Preliminariesiand Problem Statement

2.1. System description

Consider the CPS process shown in Fig. 1. The sensor system transmits the measurement information to the
controller system over a shared wireless network, where communication resources (the batteries for the wireless
devices, for instance) are limited. At the same time, the network of the CPS may be attacked by DoS attacks. The
linear continuous-time plant is described as follows

x(1) = Ax(t) + Bu(t) + w(t)

y(@) = Cx(t) + v(1) (D

2
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where x(f) € R” is the state variable of the physical plant, u(f) € R™ is the input from the feedback controller.
y(t) € R™ 1is the output of the physical plant sending to the sensor system. w(f) € R” is a bounded disturbance,
v(t) € R™ is bounded measurement noise, where ||w(?)|| < k,, |[V(?)|| £ k,. The bounds are known constants. A, B and
C are matrices of appropriate sizes. Assume that the system is observable, and there exist no time-delay or random
packet loss in the network communication, and the computation time is zero.

Remark 1. The noises considered here includes non-Gaussian noises [24, 25]. The only constraint is that the noises
are bounded.

Fig. 1. The framework of PETC systemunder DoS.

In order to reduce the transmissions over the network as much, as possible while still guaranteeing the desirable
closed-loop behavior and stability, a smart sensor system with, PETC)strategy is designed. The smart sensor system
consists of an observer O and an ETM that determines when/information should be transmitted to the controller
system. Besides, the controller system consists of a predictor,#r which can predict the state information using the
transmitted signals. There is a copy of the controller systemymaintained in the sensor system to provide information
for the decision of ETM. The observer is given as

O x4 = Ax,(?) + Bu(r) + Ly(z) 2)

where x,(f) is the estimated state of the sensorsystem, and y(¢) = y(t) — Cx,(¢). The predictor is given as

P - X.(1) = Ax.(t) + Bu(t), xs(t) is not sent 3)
| xe(®) = x45(0), x4(1) is sent
Whether x,(%) is sent is decided by the ETM given as follows
xs(D)is sent < ||x5(2) = x (Dl > o5 |lx; (DIl + ocp )

where p = A||C||k + «,, 0y > 0, 0. > 0 and A are suitable parameters to be designed later, k = «,, + «,. Besides,
an acknowlédgment'signal (ACK) is needed to confirm the success of the transmission attempt when the ETM (4) is
satisfied.

Let T'p bethe'verification period of the ETM (4), and {;},e, be the sequence of data update transmission attempt,
then the interval A; between two consecutive signal transmission attempts satisfies

0<é§l‘k+1—tk:AkSA (@)

where A and A are the lower and upper bounds of the transmission attempts interval, respectively.

Remark 2. The transmission attempts interval A; is determined by the ETM (4). Because of the feature of PETC
strategy, the ETM is verified periodically, and the period T is defined less than or equal to the lower bound A which
is obtained later. The upper bound is used to compel the sensor system to transmit a signal to the controller system
when the ETM is not triggered for a long time. The pre-specified upper bound can also be seen in [17].

3
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2.2. Control objective

Definition 1 [26]. System (1) under a control input u(¢) is said to be ISS if there exist a K L-function f; and a
K-function f, such that

IxOll < filx(O)II, ) + f2lldilloo) (6)

holds for all # € R, ¢ > 0, and each d(t) € L(Rsg), x(0) € R, where d(¢) = [w!(t) vI (®)]T. If (6) holds for d(f) = 0,
then the system (1) is said to be globally asymptotically stable (GAS).

The objectives of this paper are as follows: First, design the observer-based control framework and the ETM (4)
to guarantee that the system is ISS with both the disturbance and measurement noise, and that the PETC strategy can
save the communication resources. Then, design the advanced PETC strategy that can tolerate the DoS attacks as
much as possible without loosing the closed-loop system stability.

3. Stability analysis of PETC strategy

In order to restrain the disturbance and noise, an H, observer is designed. For any ¢ € R, the observation error
is defined as e (1) = x(t) — x4(¢), then

é5(1) = Dye5(1) + Yd(1) (7

where ®; = A - LC, Y =[I - L],d® = [w"(®) vI(#)]". By employing the bounded real lemma for continuous-
time systems [27], the observer gain matrix L can be obtained from the\following LMI (8), and the H., performance
lles(D)] < A)|d(?)|| is achieved, where P; is a positive definite symmetric matrix, A is a positive number.

P]‘I)l +®{P1 PlT 1
* - 0 |<0 ®)
* * -Al

The sensor system sends the current estimated state to the predictor by network to update the prediction state at
{1 ken,» yields xc(fx) = x4(t). When t € [tg iy 1)3X(t) = x5(f;) is the initial value for the predictor, then x.(7) can be
predicted by (3) dynamically, the control input can be calculated by the following state feedback controller

u(t) = Kx.(9) )

where K is the controller gain matrix. Let ®, = A + BK, where K is designed in such a way that all the eigenvalues
of @, have negative real paut.
Define the error betweenithe current state x(f) and the prediction state x.(¢) as

e(t) = xc(t) — x(2) (10)
where 1 € R, then the closed-loop system is formulated as
x(1) = px(?) + BKe(t) + w(?) (11)

Choose"W(t) = xT(t)Px(t) as the Lyapunov function [9], where P is the unique solution of the following Lyapunov
equation

PO, +DIJP+Q=0 (12)
and Q is an any given positive definite symmetric matrix. Then for any 7 € Ry, it can be obtained that

@ Xl < V(1) < a1 [Ix(@)] 13)
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V(0) < =yillx@IP + y2 @Il le@ll + 3 @l @)l (14)

where @) and @, represent the largest and smallest eigenvalues of P, respectively. y; is the smallest eigenvalue of Q,
v> = |[2PBK]| and y3 = ||2P||. For any ¢ € [y, tx+1), ||x5(®) — x:(0)|| < o7 ||x5(0)|| + oo always holds, then based on the
triangle inequality and |les(?)]| = [|x(#) — x5(?)|| < 2]|d(?)]|, it can be obtained that

1x(2) = x(Dll < o5 XDl + Tep + (D)l (15)
then ||d(?)|| < ko + &y = K yields
lle@®Il = l1x(2) = x| < o5 ||x(@)| + oxk (16)

where oy = Ao ||C|| + A+ 0. Then substituting (16) into (14) yields V(1) < —(y1 — sy )XW+ Y3+ 0cy2) 10| &,
it can be proven that when y; — oyy, > 0 is satisfied, and

V(x() < e V(x(0)) + yar® A7)

2
where, 6, = %, Y4 = % vs =1 — 05ys. Then for any A <t — fy =4\, it can.be concluded from Definition
1 that the system is ISS. The use of the predictor allows the controller to prediet'the System state value, and the error

generated during the transmission interval is reduced. For any ¢ € [#, #;+1), iticansbe obtained from (10) that
e(t) = Ae(t) — w(t) (18)

then x.(t) = x,(t) yields [le(t)ll = lles(t)l, and by employing |[e**||. < 4" for t € R, it can be obtained that

lle@Il < f,; O (|A] leg(oll + llw(ldT
< f(t = t)(A[All k + k) (19)
= (A ||Allk + k)

Ak& HA <0

where f(t — ;) = fl; e =9dt, iy is the logarithmic norm of A and & = { L(emb _ 1), 1y >0 -
Ha ’

Because the ETM (4) is verified periodically'while the system process is continuous, the triggering time sequence
{tx}xen, 1s needed to study to exclude continuous triggering of each verification period.

Theorem 1. Consider the control system (1) with the observer O and the predictor Pr, and the control input (9) with
the ETM (4), the inter-event times Ay, k € Ny defined in (5) are lower bounded by A which satisfies

7 4 <0
4= { llélllog("m" + 1),ZA >0 @0)
where o is defined in (4).
Proof. Denote e () = x4(t) — x.(¢), then it can be obtained that
ec(t) = Aec(1) + Ly(1) 2y

where 5(#) = Cey(t) + v(¢t). For any t € [t, tx41), ec(#) = 0, then

lec(oll < [} s LY 1[50l dr
<L [ eI dr(ICl le 0l + V(1))

[ G-wlllp.  pa<0
= e~ Dp, s > 0

5
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where p = A||C||« + «, as in (4). Then it can be seen that for any o, > 0, the ETM (4) cannot be triggered if
t € [, t + A), which completes the proof. O

4. Resilient control under DoS attacks

4.1. DoS attack

In this paper, a general DoS model is considered that constrains the attacker action in time by only restricting the
frequency of DoS attacks and their duration. Let {/,},cn, With hg > 0 be the sequence of DoS off/on transitions, which
are the time instants at which DoS transforms from zero (transmission attempts can be successful) to-one (transmission
attempts fail)[10]. The nth DoS time-interval is given by H, = {h,} U [h,, h, + T,), with 7, € R, being its length.
If 7, = O, then H, degenerates to a single pulse. Suppose that {H,},y, has no overlap, then forany interval [, 7],
0<1 <t let

D(Zlvtz) = g\! Hn m [tlstz] (22)
nelNo

H(t1, 1) = [t1, b\D(t1, 1) (23)

be the subset of [71, 2] when the network is in DoS status and healthy status;respectively. Let n(z, ;) be the number
of DoS off/on transitions over [?1, f2].

Assumption 1. [9] For any 0 < #; < 1, there exist 7 € Ry and #p.€ R>p such that

H—1
n(ty. 1) < 2 (24)
Assumption 2. [9] For any 0 < #; < 1, there exist ¢ € Rogoand' T € R such that
Hh—t
D 1) < 6+ F— (25)

Remark 3. It is necessary to limit the frequency and duration of DoS attacks. Consider the worst situations without
these assumptions: first, if n(z, #;) isfsufficiently large, every transmission attempt may be covered by DoS pulses;
second, if |D(1, 1,)| is sufficientlydarge; a DoOS attack may fully occupies the interval [z, ,]. In either case, all the
transmission attempts may failsthe control performance cannot be guaranteed. On the other hand, the two assump-
tions can be explained from the,viewyof energy. It is reasonable to suppose that the adversaries have limited energy
to implement DoS attacksythe available energy is direct proportion to the length of time interval [¢, #;], and the pro-
portionality coefficient.€an be set as 1. The energy consumed for each DoS off/on transitions is 7p, and for per unit
of time, the energy consumed of maintaining a DoS attack is 7. Besides, n and ¢ can be regarded as regularization
parameters to guarantee the existence of (24) and (25).

4.2. Control'updatepolicy under DoS attacks
Let

Ty = inf{t € Ry | lx5(1) = x| 2 o [|x,(DI| + e} (26)

be the first time instant which the ETM is satisfied after a successful transmission attempt at f;, and 7 = {t €

Ror | 1xs() = x. Ol = o5 |lx5(0)I] + op}. If a transmission attempt at T} is presented in a DoS interval H,, it will fail.

Denote by F = {k € Noltxy € U H,} the set of integers related to a transmission attempt occurring under DoS. During
neNy

DoS intervals, the system is transformed to use the periodic update policy, and the periodic control update interval is



Y.-C. Sun et al. / Journal of the Franklin Institute 00 (2018) 1-17 7

smaller than the ETC update interval in order to reduce the transmission delay caused by DoS. For each k € Ny, the
transmission attempt times is given as follows

et A, ifkeF AN t(eT
et =8 b+ A, ifkeFANA<T -1 27
Ty, otherwise

where A, is the periodic data update interval during DoS intervals, and 0 < A, < A.

Remark 4. (27) gives the PETC update policy under DoS attacks. The sensor system sends the updateidata x,(#) at
1, if the control system receives the data, it will send an ACK back to the sensor system, the transmission attempt at f;,
is successful. Then the ETM (4) is verified at #; + Tp, the next transmission attempt will occur at Ty when A>Ti—t.
Otherwise, the next transmission attempt will occur at #; + A. If the sensor system does not receive the ACK, it means
that a DoS off/on transition occurred in the interval (#_, #;], the transmission will be attempted-at a periodic update
rate specified by A, from #; until the sensor system receives an ACK again or the ETM s, violated.

Fig. 2. An example of DoS attacks.

For any 0 < #; < 1, the interval [#,%] is the disjoint union of ﬁ(tl,tz) and D(t,, 1), where ﬂ(tl,tg) is the
union of sub-intervals of [#;, #;] overwhich the,ETM (4) is not satisfied, that is the union of healthy sub-intervals of
[t1,1]. D(t1, 1) is the union of valid DoS sub4intervals which is defined as the intervals leading to (4) be satisfied, and
Dy, 1) = [, n\H (t1, 11). The'valid DoS’sub-interval means that there is at least one transmission attempt occurs at
the DoS sub-interval. On the©ther hand, the invalid DoS is that the DoS interval has no influence to the transmission
attempts, such as the DoS<ccurs during [#1, #12] in Fig. 2. But consider the worst case, the DoS on/off instant may
cover the transmission inistant such as #1, leading to a delay A.. Define

1,=10 if ¥ =0 (28)
tsup{keNolkET} - hm otherwise
then the nth valid DoS sub-interval is as follows
I:In = {hn} U [hns hn + /ln + A*) (29)

Notice that A, and H,., may overlap each other in that 4,,; may belong to H,, as shown in Fig. 2. For convenience,
the overlapping sub-interval can be regarded as a single valid DoS sub-interval. Denote by {£,,},.en, the sequence of
off/on transitions of the mth valid DoS interval as follows

50 = hOa §m+l = lnf{hn > §n1|hn > hn—l + /ln—l + A*} (30)
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and the length of the mth valid DoS interval is v, = 3 |I-_1,,\I-_1,,+1 |, then
fmSh’:i§2+]
Ditr, 1) = ) &+ vi) N [11,12] (31)
meN,
H(tr,0) = | &+ v &) N [11,12] (32)
mENf)

From Assumption 1 and 2 it can be obtained that

|D(t1, 12)] < 1D(t1, )] + (n(t1, 12) + DA,
< bty (33)
S« t T.

where ¢, = ¢+ (7 + DA, + = f—D + k.

Lemma 1. Denote by {z,,}men, the sequence of successful transmission attempts. Consider a transmission policy as
(27), and the DoS attacks satisfying Assumption 1 and 2, then {Z,,}men, satisfiesszo < ¥ and z,y11 — 2 <Y + A, where
W= (c+nA)l -2 -7

Remark 5. A similar lemma is proved in [10]. In this paper, the event-triggered time interval during H, is unknown,
but the upper bound of the transmission attempt interval A is knewn. Obviously, = L < 11is needed, and it is the best

bound for which closed-loop stability can be achieved under any DoS attacks as dlscussed in [10].
Based on Lemma 1, it can be obtained from (18) and (19). that for any ¢ € [z, Zy+1)
lle@)lles < ECAAI & + ko) (34

¥+ A, ) pa <0
LD 1)y >0
x(#) is bound under DoS attacks. Exploitingi(34), the following result is obtained.

where £ = { . Itdmplies that the error between prediction state x.(#) and the actual state

Theorem 2. Consider the controlsystem (1)with the observer O (2) and the predictor Pr (3), the control input (9)
with the ETM (4) and (5), and y1.— oyya> 0 is satisfied. For any DoS attacks satisfying Assumption 1 and 2 with
arbitrary ¢ and n, and with Tprand Tysuch that

Ao 1

T | 35
TD+T< ()

where A, is a nohnegativeséonstant satisfying Tp < A, < A, the closed-loop system is ISS under the transmission
policy (27).

Proof. For clarity of exposition, the following part is divided into two steps.

Step 1. Stability analysis of the closed-loop system in the healthy sub-interval [£,, + V,, €,41) and the valid DoS
sub-interval,[&,,, &, + Vi) 1S proposed, respectively.

Choose V(t) = x”(t)Px(t) as the Lyapunov function, the matrices P and Q are obtained as in (12). For any
t € [En + Vi, Eme1), m € Ny, notice that ||x(7) — x.(?)|| < o ||x(?)|| + oo holds, then it can be obtained from (17) that

VD) < e E Y (x(En + v)) + 72k (36)
where 0 = A0 IICH + 07y + 1) + 07, K = ki + Ky, 0y = 25,74 = L5220 s =y — 0y,

Consider any valid DoS interval t € [&,, &, + Vi), m € Ny. In this interval, [|x(¢) — x.(®)|| < o ||x(?)]| + oo may
not hold, but the time instant when the ETM is satisfied cannot be known. Notice ||e(?)|| < &(1]|Al| k + k,,) from (34),

8
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then it can be obtained from (14) that

V() < =yillxIF + 728 @Il (ANl & + k) + 73 IO o @)

_ 37
< IKOIE + (323 +v3) XDl ©7
where «, = A||A| k + k. Using the following inequation
_ Y1 » pE+y3) ,
(728 + y3) lIx®ll k. < EIIX(I)II + Tkg (38)

one can obtain

V() < - L@ + %T”KZ (39)
< =L V(x(@) + vk,

— g+y3)’
n

where 6, = 2%’ Y6 . Then for any ¢ € [£,,, &y + Vi), m € Ny,

V(x(0) < eV (x(ER) + 1K, (40)
holds, where y; = Z—Z.
Step 2. Stability analysis for any ¢ € R..
For any interval [0, ¢), by iterations, we have

V(x(1) < e |‘I?(0,t)|e—02|1')(0,z)|V(x(o)) +y.(1+ Z 6—01|‘I_{(§m+v,,,,t)|6—02|D(§m,t)|)Kz (1)
meNy;
Enst
where vy, = max{yy,y;} and k. = max{x, «.}. Using (33), we have
r— fm
T

*

[ D&, D), < 5. + (42)

holds for any ¢ € R, 7 > &,,. Then noticethat'D(r, £) = [t1, 1,]\H (1, 12) and H (&, + Vi, 1) = O when 7 < &, +v,, , it can
be obtained that

H(En + v 1) = 1 = &y = | DEn. 1) (43)

For any t € R,t > &, +%,, notice that |Z_)(§m + vm,t)l =0, |Z_)(§m,t)| = v,, holds, then it can be obtained that
H(Ep + Vs 1) = 1 = Egi V=t &y — | D&, 1)] . Thus,

Z e~ HEn+vm D] =0 DEn0)| < p=(02-01)s. Z o~ =€n) (44)
meNy; méeNo;
Em<t Ens<t

where a = 0.+ gzie' , 6« = ¢+ (n+ 1)A,. Itis obvious that TL < 1 ensures a > 0. The same as (44), the first term of

the rightthand side of (41) can be bounded by e~®>~0)s- ¢4V (x(0)), then we have

V(x(n) < e @5V ((0) + a1 4+ B0 N ey (45)

meNy;
Enst
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From the result in [9], we have Y, e~“(~#w) < -“Z0- then it can be obtained that
mEN();
g[”Sl

x| < 1/%? T o))+ \/—<1+ e sk (46)

Notice that the parameters of (46) are independent of the process initial condition and the disturbance, thus the closed-
loop system is ISS, which completes the proof. O

Remark 6. The conservativeness of the results in [9] comes from the decomposition of the time.axis. ‘As is shown
in Fig. 2, the intervals [h, ;) and [A], t5) are regarded as the sub-intervals of valid DoS interyals in [9]. In fact, in
these sub-intervals the ETM is still violated, that is ||Jx,(f) — x.(?)|| < o ||xs(®)|| + o¢p. Theaeal valid DoS intervals
should be [#1,#3) and [ts, #0), where the ETM is satisfied and the transmission attempts fail:, Because the time when
the DoS off/on transition occurs is unknown to us, the conservativeness cannot be reduc¢ed by decomposing the time
axis. Employing the maximum disturbance-induced error which is obtained from (34), the process can be reversely

understood as the error converges from the maximum value to o ||x;(t)|| + ocp, k= inf{k.€F |ty € U H,}, then the
neNy

best bound of the tolerable DoS attacks can be obtained.

5. Simulation Examples

5.1. Numerical Simulation

In this section, a simple numerical simulation is given to verify the proposed results. Consider an open-loop

unstable system which the parameter matrices is given as A'= [ _02 :13 ,B= (1) ,C = (1) (1) ] The disturbance
w(?) is arandom signal with uniform distribution in [-0.5, 0.5] and the noise v(¢) uniformly distributes in [-0.3, 0.3].
The initial conditions are x(0) = x.(0) = [2, —2]". The Hy, performance index A = 1.67, the observer gain matrix L and

3l

the state-feedback gain matrix K are given as L = Y 3

], K = [ -2 -6 ] By solving the Lyapunov equation

(12) with Q = [ (1) (1) ], it can be obtained that y; = 1, y, = 12.2927, y3 = 2.4474, a1 = 1.2237, @, = 0.1929 and

s = 3.0811. Thus o, must be selectéd such that o, < 0.0813, and o~y = 0.08 is chosen. Let A = 15 and A = 0.06s,
A, and Tp are selected as A, = Tpr= 0.01s, then o, can be obtained from (20) that o = 0.0326.

When the DoS attacks are absent, the closed-loop state response, the evolution of the inter-event times and the
values of ||x4(f) — x.(?)|| and.o ||x;(H)Ih+ ocp are given in Fig. 3, Fig. 4 and Fig. 5, respectively. As shown in Fig. 5,
because the ETM is verified\periodically, the event error may exceed the threshold at the period intervals.

When the DoS attacks are presented, the PETC strategy is as (27). Over the simulation horizon of 10 s, the DoS
attacks yield |D(0, 10)h=6.54s and n(0, 10) = 9, randomly. This corresponds to values of 7p ~ 1.111 and T = 1.529,
and 2= + 7 ~ 0.663. Then’the closed-loop state response, the evolution of the inter-event times and the values of
IIxS(t) xc(t)ll and o ||x4(9)|| + o.p are given in Fig. 6, Fig. 7 and Fig. 8, respectively.

From Fig. 6, it can'be seen that the PETC strategy proposed in this paper has strong robustness to the disturbance,
noise and DoS attacks. In Fig. 7 and Fig. 8, it can be seen that when the DoS attack stopped, the successful
transmission makes ||x,() — x.(0)|| < o ||xs(®)|| + o0 hold again. When a new DoS off/on transition is occurred ,
[|xs()'= XDl < o ||xs(D)|| + ocp is still satisfied, the sensor system is unconscious of the occurrence of the DoS
attack. " Until the ETM (4) is satisfied during the DoS interval, the transmission attempt failed, the sensor system
begins to transmit signals periodically, and the shorter transmission attempt interval leading the shorter delay. Then
the transmission attempt interval is A, = 0.01s as the selection. Then the first transmission attempt after the DoS
on/off transition is successful, the system returns to normal.

10
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5.2. Batch Reactor System Simulation

In this section, a batch reactor model proposed in [28] is considered. The open-loop unstable process is a coupled
two-input , two-output network control system. The system matrices are shown as follows

138 —0.2077 6.715 -5.676 0 0

A= -0.5814 —4.29 0 0.675 B 5.679 0 C:[l 0 1 —1]
1.067 4273 -6.654 5.893 |’ 1.136 —3.146 |’ 01 0 0|
0.048 4273 1343  -2.104 1.136 0

The disturbance w(¢) is a random signal with uniform distribution in [—-0.2, 0.2] and the noise v(¢).is. v(f)i= a sin(gt),
where a is a random number defined on [0, 0.02]. The initial conditions are x(0) = x.(0) = [0.8/—1, 0, 0.5]7. Setting
A =5.19, then the observer gain matrix and state-feedback gain matrix can be obtained as follows

10.7992 -0.9969
L= 2.3459  2.7804 K= -0.7299 -0.5116 -1.2459_0.1511
| 12.6039 11.1471 [ 7 7| 23638 0.1773  1.6615 27389 |

11.8514 10.3365

The relative parameters can be obtained that ||®,|| = 19.1481, a; = 215815 a, = 0.0466, y;= 1, y,=33.3192,
v3 = 4.3162. Thus o, must be selected such that oy < 0.03, and oy = 0.02%is chosen. Let A = 1.5s and A = 0.02s,
A, and Tp are selected as A, = Tp = 0.01s, then o can be obtained from (20) that o, = 0.011, then the closed-loop
state response and the evolution of the inter-event times are given in Fig. 9%and the top of Fig. 10, respectively, when
the DoS attacks are absent,and the average inter-event time is 0.385s=The bottom of Fig.10 gives the inter-event times
of the PETC strategy of [22], where the ETM is the same as (4) in [22] with oy = 0.135, and the disturbance and the
measurement noise are the same as in this paper. The average inter-event time is 0.014s. As the contrast, the advanced
PETC method has stronger robustness and saves muchanore communication resources.

0.8

0.6 I3 1

0.4
0.2

Off>=s
-0.2

-0.4
-0.6
-0.8f

t/s

Fig. 9. State responses without DoS attacks.

When therDoS attacks are presented, the PETC strategy is as (27). Over the simulation horizon of 15s, the
DoS attacks yield |D(0, 15)] = 10.93s and n(0, 15) = 12, randomly. This corresponds to values of 7, = 1.25 and
T ~ 1.3724, and 73% of communication failures (the same as in [10]), then f—lj + % ~ 0.7367. Then the closed-loop
state response, the evolution of the inter-event times and the values of ||x(¢) — x.(?)|| and o ||x,(?)|| + oo are given in
Fig. 11, Fig. 13 and Fig. 14, respectively.

Fig. 12 shows the simulation results of the algorithm in [10] with the same disturbance, noise and DoS attacks,
meanwhile, the used observer gain matrix is the same as obtained in this paper, the feedback gain matrix is as in
[10]. In [10], the measurement noise is neglected because of the noise will be amplified by the algorithm. Compared
with the existing simulations in [10], the disturbance considered in this paper is much bigger, and the noise-induced

13
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error can be restricted by the H., observer. In [9], because of the limitation of inequation (22), only a small part of
communication can be jammed. In this paper, this limitation is reduced as shown in the examples. From Fig. 6 and
Fig. 11, it can be seen that the PETC strategy proposed in this paper has stronger robustness to the disturbance, noise
and DoS attacks. In Fig. 7 and Fig. 13, it can be seen that the PETC strategy in this paper can greatly saving the
communication resources, at the same time, the control effect is not compromised.

6. Conclusions

In this paper, the periodic event-triggered control strategy for CPSs under DoS attacks is investigated. An H,,
observer is used to relax the assumption of full-state information available and restrict the influence of the disturbance
and noise. A predictor is designed to predict the system state in the interval between any two continuous event-
triggering. Besides, the lower bounded of the inter-event times is obtained to exclude continuous triggering of each
verification period. In this way, the transmission interval is extended, and the communication resources are saved.
Input-to-state stability analysis is proposed when sufficient condition on the duration and frequeney of the DoS attacks
is satisfied, and using the upper bound of the prediction error, the conservativeness/of the tolerable of DoS attacks is
reduced. Finally, a simple numerical simulation and a batch reactor system simulation have been given to illustrate
the effectiveness of the proposed control strategy.
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