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Abstract

The secrecy throughput capacity (STC)sperformance study of mobile ad hoc
networks (MANETS) is critical for supperting their applications in security-
sensitive scenarios. Despite much work on the scaling law results of MANET
STC, the exact STC study of sueh.networks remains an open problem. This
paper, for the first time, investigates the exact STC of a cell-partitioned
MANET with group-based’scheduling scheme from the physical layer (PHY)
security perspective. We fitst propose two secure transmission schemes based
on the PHY security{technology, i.e., secrecy guard zone based and cooper-
ative jamming based schemes. The secrecy guard zone based scheme allows
transmissions to.be‘eonducted only if no eavesdroppers exist in the secrecy
guard zone around transmitters. The cooperative jamming based scheme
utilizes non-transmitting nodes to generate artificial noise to suppress eaves-
droppers insthesame cell, such that transmissions can be conducted only if
all eavesdroppers in the transmission range are suppressed. We then derive
exactianalytical expressions for the STC performance of the concerned net-
work under both secure transmission schemes based on the analysis of two
basicSecure transmission probabilities. Finally, extensive simulation and nu-
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merical results are provided to corroborate our theoretical analysis and also
to illustrate the STC performance of the concerned MANET.

Keywords: Mobile ad hoc networks, secrecy throughput capacity, physical
layer security.

1. Introduction

As wireless communication technology evolves continuously,/mebile ad
hoc networks (MANETS) have been highly appealing forsSupporting lots of
critical applications such as military battlefield, emergency rescue, disaster
relief, etc. However, due to the open nature of wireless medium, wireless com-
munication is vulnerable to eavesdropping attacks By unauthorized receivers
(eavesdroppers), posing a great threat to the seeurity of MANETS.

Traditionally, the security of wireless communications is guaranteed by
cryptography, which relies on solving various*eemputationally difficult prob-
lems (e.g., RSA problem [1], CDH problem [2];, DLP problem [3]). Recently,
another promising security approach, calledwphysical layer (PHY) security
[4-6], has been proposed to provide,a Sstronger security guarantee by ex-
ploiting the inherent physical preperties of wireless channels, such as noise,
interference, and time-varying fading. As adversaries (eavesdroppers) may
have no enough computing power, they can hardly solve the difficult prob-
lems in the cryptographytas of today. Thus, cryptographic approaches are
still the main practical and effective security methods for wireless networks
nowadays, and inmost cases the PHY security technology is regarded as a
complement for €ryptography to improve the achieved security. However, as
the computing power of eavesdroppers develops (for example, they can con-
duct the gaantum computing [7]), current cryptographic methods may face
the incréasingly.high risk of being broken. By then, the PHY security tech-
nology may'bé widely applied to provide a strong form of security guarantee
for_wireless networks. Compared to cryptography-based methods, the PHY
security technology can provide an everlasting security guarantee without
the need of costly secret key management/distribution and complex crypto-
graphic protocols. Therefore, although the PHY security technology usually
comes with a reduced throughput, it is still envisioned to be a promising
security mechanism for MANETSs.

This paper focuses on the secrecy throughput capacity (STC) issue in
MANETS, which is essentially equivalent to the fundamental and long-standi-



ng throughput capacity problem (see [8, 9] and the references therein) under
the consideration of PHY security. This metric characterizes the maximum
achievable rate per node at which a source packet can be transmitted to the
destination both reliably and securely. Extensive research efforts have heen
devoted to the STC study of wireless ad hoc network [10-16] (Please refer to
Section 2 for related works). It is notable that these works focus onderiving
the scaling law results, which are certainly important to characterize how the
STC of a MANET scales up as the network size tends to infinity,, However,
as the above scaling law results are usually functions of only the nétwork size,
they can hardly reflect the impacts of other key parameters of proetocols and
schemes on network performances. In addition, scaling Jaw results are usually
regarded as a retreat when exact results are out of reach [9], which reveals
that exact STC results are more deserved and criticalito facilitate the design,
development and commercialization of MANETS. Unfortunately, such exact
STC study for MANETS remains an open problemin the literature.

As the first step towards the exact studywof STC for MANETS, this paper
explores the exact STC of a cell-partitioned MANET [17, 18] with the group-
based scheduling scheme [19-23]. The resultsin this paper are envisioned to
inspire subsequent theoretical researches continuously devoted to the exact
study of the fundamental and impertant MANET STC issue. We consider a
MANET consisting of multiple legitimate nodes and multiple eavesdroppers
moving according to the independent and identically distributed (i.i.d.) mo-
bility model. We first gonsider a scenario where each transmitter can detect
the existence of eavesdroppers in a region around itself, called secrecy guard
zone [10, 24-26]. At is netable that the idea of secrecy guard zone has been
widely adopted.as a security-achieving approach in the study of other security
metrics like the secrecy transmission capacity [24, 25] and secure connectivity
[26], which differ, to a large extend, from the STC metric considered in this
paper. We thensconsider a new scenario where each transmitter can know the
exact locations of eavesdroppers in its transmission range [27]. Note that the
aboeve,assumptions on the knowledge about the eavesdropper locations are
reasonable, as a passive eavesdropper can be detected and located from the
local-6scillator power leaked from its RF front-end [28, 29]. Notice that this
paper extends our previous study in [30] by introducing the second scenario
and deriving the exact STC for this scenario. The main contributions of this
paper are summarized as follows.

e For the first scenario, we propose a secrecy guard zone based secure



transmission scheme, in which the transmission of a selected transmit-
ter will be conducted only if no eavesdroppers exist in its secrecy guard
zone. For the second scenario, we propose a cooperative jamming based
secure transmission scheme, which allows non-transmitting legitimate
nodes to send artificial noise to suppress eavesdroppers in the.same
cell. The transmission of a selected transmitter will be conducted only
if all eavesdroppers in the transmission range of the transmitter are
suppressed.

e With the help of the theoretical framework for throughput capacity
analysis of MANETS in [31], we derive exact analytical expressions for
the STC of the concerned network under both scenarios, based on the
analysis of secure (resp. source-destination)“ransmission probability,
i.e., the probability that a secure (resp. source-destination) transmis-
sion can be conducted between the nodesiin a.given active cell and the
nodes in the transmission range of this-eell.

e Finally, extensive simulation and numerical results are provided to cor-
roborate our theoretical analysis and also to illustrate the STC perfor-
mance of the network.

The rest of the paper is organized as follows. In Section 2, we introduce
the related work. In Se¢tion'8, we introduce the system model and the
proposed secure transmission schemes. In Section 4, we study the exact STC
for the first scenariot, The exact STC for the second scenario is derived in
Section 5. Simulation/mwmerical results and the corresponding discussions
are provided insSection 6. Finally, we conclude this paper in Section 7.

2. Related /Work

Séme scaling law results on the network STC have been reported in [10-
13}for static ad hoc networks and in [14-16] for MANETSs. For the STC
study dn static ad hoc networks, the authors in [10] explored the STC of
a*Poisson network with legitimate nodes and eavesdroppers distributed ac-
cording to Poisson Point Processes. The authors assumed that the locations
of eavesdroppers are known and applied the secrecy guard zone to guaran-
tee secure transmissions of legitimate transmitters. In addition, the authors
also investigated the STC of an arbitrary network with multiple legitimate
nodes and eavesdroppers. The STC of a Poisson network was also studied
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in [11], while, different from [10], the authors assumed that the locations
of eavesdroppers are unknown and each receiver has two extra antennas for
generating artificial noise to suppress eavesdroppers. This work was later ex-
tended in [12] by introducing social relationships among legitimate netwerk
nodes. For a stochastic network with eavesdroppers of unknown locationy
the authors in [13] investigated the trade-off between the network ghrough-
put and the maximum number of eavesdroppers that can be tolerated by the
network. Similar to [11] and [12], the authors in [13] adopted‘the axtificial
noise generation technique to improve security, while the differenceris that
the noise is generated from other helper nodes instead of extra antennas of
receivers.

For the STC study in MANETS, the authors in [14] studied the scal-
ing law results of delay-constrained STC of a MANET under both passive
attack where eavesdroppers only overhear legitimate transmissions without
actively sending signals and active attack where eavesdroppers actively at-
tack legitimate transmissions by injecting jamming signals. The results in
[14] showed that the presence of eavesdroppers has a significant impact on
the network STC and in general the ST ainder active attack is less than the
STC under passive attack. In [15], theiscaling law result of delay-constrained
MANET STC was also investigated, while the authors considered static and
passive eavesdroppers, and adopted, the artificial noise generation technique
in [11] and [12] to suppreéss the eavesdroppers. The scaling law result of
delay-constrained STC#Ain MANETSs with passive eavesdroppers under vari-
ous routing policies such/as Spray-and-Wait was examined in [16].

It is notable that the significant difference between the above works and
this paper is that this paper derived the exact STC of MANETSs while the
above worksdocused on the STC scaling laws of static ad hoc networks [10—
13] or MANETS,[14-16]. In addition, the above works applied the technique
of either secrecy guard zone [10] or artificial noise generation [11-13, 15] to
provide security guarantee, while this paper adopted both.

3. System Model and Security Scheme
3.1. System Model

As shown in Figure 1, we consider a torus network with unit area [20, 21,
32], and the network is evenly partitioned into M x M cells. The network
consists of n legitimate nodes and m passive and non-colluding eavesdroppers.
We consider a time-slotted system and each node (both legitimate node and
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Figure 1: Illustration of a cell partitioned MANET: the ciréle represents legitimate node,
the cross represents eavesdropper and the arrow represents the'moving direction of nodes.

eavesdroppers) moves around in the netwérk=according to the independent
and identically distributed (i.i.d.) mobility medel [8, 17, 33]. In this model,
each node randomly and independently moves into a cell at the beginning of
each time slot and stays in this cell during the whole slot. We assume that
all legitimate nodes occupy thessame wireless channel and have the same
transmission range. As illustrated in Figure 1, the transmission range of
a legitimate node (say S)sCovers a set of cells (called coverage cells) with
horizontal or vertical distance of no more than v — 1 cells away from the cell
containing S, where '< » <Lt | and |.| is the floor function. We assume
that n is even and the traffic flow follows the permutation model [34, 35],
where the sourcé-destination pairs are determined as 1 <> 2,3 <> 4,--- ,(n—
1) <> n, i.e., each legitimate node is the source of a traffic flow and at the same
time the destination of another traffic flow. Each source node i is assumed to
generate‘logal packets according to an i.i.d. process A;(t), which represents
the nimberof'generated packets of source node i at time slot . It is assumed
that ‘4;(t) has a constant mean \ (i.e., E{A;(t)} = \) and a bounded second
moment A2 = (i.e., E{A?(t)} < A% .. < 00), where E{} is the expectation
operator. This represents that all source nodes have the same average packet
input rate A packets/slot. To coordinate the simultaneous transmission of
source nodes, we adopt the widely-used group-based scheduling scheme [19—
23]. This scheme divides all the network cells into o groups with each
group consisting of K = [ M?/a?| cells and becoming active (i.e., allowed
to transmit packets) alternately in every o time slots. As shown in Figure



2, the distance between any two horizontally (or vertically) adjacent cells in
the same group is of « cells, and « is given by

a = min{[(1 + A)V2v +v], M}, (1)

where [.] is the ceiling function and A is a guard factor to prevent interference
from other concurrent transmitters in the same group. We refersto the eells
of the active group in the current time slot as active cells throughout this

paper.

u j
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Figure 2¢ Group-based scheduling.

3.2. Secure Transmission’ Schemes

We consider two seenarios in this paper regarding the knowledge of le-
gitimate nodesyabout the eavesdroppers. In the first scenario, we assume
that each transmitter can detect the existence of eavesdroppers in a region
around itself, ¢alled secrecy guard zone [10, 24-26]. As shown in Figure 3(a),
we model the secrecy guard zone of a transmitter (say S) as a square region
with g €ells centered at the cell containing S. We refer to this scenario as
Scenario 1. In the second scenario, we assume that each transmitter can
know the exact location of each eavesdropper in its transmission range. We
refer to this scenario as Scenario 2.

To ensure secure transmission in the above two scenarios, we propose two
security schemes. For Scenario 1, we propose a secrecy guard zone based se-
cure transmission scheme, in which the transmission of a selected transmitter
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Figure 3: Secure transmission schemes.

can be conducted only if no eavesdroppers exist in the secrecy guard zone,
and suspended otherwise. For Scenario.2, we propose a cooperative jamming
based secure transmission scheme,[36,,37], in which we use non-transmitting
legitimate nodes (say jammers) in the same cell of an eavesdropper to gen-
erate artificial noise, such that the eavesdroppers cannot intercept any in-
formation. We assumeé thewother legitimate nodes in the same cell cannot
correctly receive pagkets'as well due to the heavy interference from jammers.
Thus, the transmission of the selected transmitter can be conducted only if
each eavesdroppér in‘its transmission range is suppressed by the jammers in
the same cell.

4. Secrecy. Throughput Capacity for Scenario 1

Inithissection, we derive the exact STC for Scenario 1. Similar to [38, 39]
the word exact is used to emphasize that the results derived in this paper are
clesed-form expressions rather than order-sense or scaling-law expressions,
and that the results are also exact ones rather than upper or lower bounds.
We first give the formal definition of STC as follows.

Secrecy Throughput Capacity: Consider a cell-partitioned MANET
under the group-based scheduling and the proposed secure transmission sche-
mes, the secrecy throughput capacity (STC) is defined as the maximum input
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rate \ (packets/slot) that the network can support stably and securely. The
term stably means that for a given input rate A, we can find a packet delivery
algorithm to ensure that the average delay of the network is bounded. The
term securely means that all transmissions are secure against the eavesdrop-
pers under the proposed secure transmission schemes.

Notice that the STC characterizes the fundamental limit on the achievable
end-to-end secrecy throughput per source-destination pair of the @onsidered
system.

4.1. STC Analysis Framework

The STC analysis in this paper is based on the theeretical framework in
[31]. Following this framework, we first need to derive am™upper bound p on
the STC, and then prove this upper bound is achievable,#vhich means that
for any input rate A\ < u, the network is stable, fie., the average packet delay
D is bounded, under a given packet delivery algorithim.

The derivation of the upper bound p issbased on the fact that the total
output rate of packets must be less than theytotal input rate to stabilize
the network. When the total output rate is arbitrarily close to the total
input rate, we can obtain yu. Consider a time interval [0,77], it is easy to
see that the average number of input, packets into the network is nA\T. To
see the average number of output packets, we define py (p;) the probability
that a (source-destination) transmission can be securely conducted between
the nodes in a given active cell ¢ and the nodes in the coverage cells of
c. According to the gréup-based scheduling, there are K active cells in
each time slot. Thus, ‘during T time slots, the average number of secure
(source-destinagion )“transmission opportunities is KpyT (Kp;T). In order
to deliver as¢many packets as possible during the T time slots, we use the
KpT source-destination secure transmission opportunities to deliver Kp;T
packets._Since the other packets must traverse at least two hops to reach their
destinations;¥which means that at least two transmission opportunities are
consumed for each packet, the remaining KpyT — Kp;T opportunities can be
used to deliver at most (KpyT— Kp,T)/2 packets. Thus, the total number of
output packets during 7" time slots is no more than Kp, T+ (KpyT—Kp,T) /2.
Te stabilize the network, there should exist sufficiently larger 7' such that
the difference between the total input rate nA and the total output rate
Kpy + (Kpy — Kp1)/2 should be within an arbitrarily small € > 0, that is

nA — [Kp1 + (Kpo — Kp1)/2] < ¢, (2)



or equivalently

K
2n n

When € is arbitrarily small, we can derive the upper bound pu as

#:K(p;;pl)' ()

_ Next, we prove that for any input rate A < p, the average packet delay
D of the network is bounded. According to [31], with prebabilities py and
p1, we can bound the average packet delay D as

— By
DL ————— 5
~ Bi(1—p)n )
where p = ﬁ denotes the system load,
By = (nAfnax + K — 2K}\)<p(2) - p%) & 2npu(po + npr — p1), (6)
and
By = 4(po + npa—p1)(po — p1)- (7)

Therefore, according to the above, the upper bound p is the exact STC.

4.2. Ezact STC Result

We present the following theorem regarding the exact STC result for
Scenario 1.

Theorem 1. Consider a cell-partitioned network with n legitimate nodes, m
eavesdroppers’and M? cells, where nodes move according to i.i.d. mobility
model, thesgroup-based scheduling is adopted to coordinate simultaneous link
transmission’ and the secrecy gquard zone based secure transmission scheme s
utilized to ensure secure transmissions, the exact STC p of the network is
given, by

[M?/0?]

Ve

(M- By (M 28+ 1>’5], ®)

where g denotes the size of the secrecy guard zone and 3 = (2v — 1)? denotes
the size of transmission range.
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Proof. According to the framework in Section 4.1, we only need to derive py
and p; to obtain the STC. We focus on a given active cell ¢ and derive p, as
the first step. First, we calculate the probability that the transmission is on,
which is equivalent to the probability that there are no eavesdroppers in_the
secrecy guard zone of ¢, i.e., (1 — ;%)™. Next, we define py the probability:
that there are at least two legitimate nodes existing in the coverage cells of
c and at least one of those nodes is within ¢. According to [31], we have

1
M2n

Finally, based the probability that transmission is on and py, we have

Po = 7z | M* = 2 = 1) = n(0? = 8" | (9)

1 g m n n n—

POZWO—W) [M2 — (M? = 1)" — (I —P) 1] (10)

The second step is to derive p;. We define, piithe probability that there

are at least one source-destination pair in the coverage cells of ¢ and at least
one node of such pair is in ¢. According to [31], we have

. 1 n n

B = o [ M (MF =25+ 1)2]. (11)
Finally, based on the probability,that transmission is on and p;, we have

1 g \m n n
After deriving py and pyf the exact STC in (8) for Scenario 1 then follows
according to (4). O

5. Secrecy T'hroughput Capacity for Scenario 2

In this section, we derive the exact STC for Scenario 2. Similarly, we
only need to. determine the corresponding probabilities pg and p;, which are
given in the following lemma.

Lemma 1. For the concerned cell-partitioned MANE'T with the secure trans-
massion scheme for Scenario 2, the probability pg that a transmission can be
securely conducted between the nodes in a given active cell ¢ and the nodes
in the coverage cells of ¢ is given by

-1

po = Wa(0)2(0) + T (B)(B) + Y [Wa(k) (k) + Calk) (k)| (13)

1

=

B
Il



m k—1 : J m—j
xvluc):ZM% (Mﬁ) (1-2) (14)

j=k

"o [CIS(LR)K! — COES( - 1,k — 1) (k — 1)!] - (B — &)™

-y >

i=k+2 l=k+1 - ‘ ﬁl
() (1-12) (15)
" Ck SRk J m=j

wat) =y e (2) (- ) (16
=k

A [CES(L kK] O (8 — k — 1)
0, (k) = E:[z( )]zgﬁ )

.C (% | (1 — %)n_ (17)

Proof. We divide the derivation of pgeinto two cases, i.e., the first case where
the active cell ¢ contains eavesdroppers and the second case where ¢ does not
contain eavesdroppers.

For the first caseg we, fitst/discuss the distribution of eavesdroppers in
the transmission range/of ¢ We use Ay (1 < k < () to denote the event
that there are kscells containing eavesdroppers (say eavesdropped cells) in
the transmission tange. To derive the probability of Ay, we first consider the
event that ghere@are j eavesdroppers in the transmission range of c. It is easy
to obtain'the’probability of this event as

(L) (- 8)” as

The probability that these j eavesdroppers are exactly located in the k eaves-
dropped cells is given by
CE=1S(j, k)k!
B ’
where S(j, k) is the Stirling numbers of the second kind and the term C Tlis
due to the fact that we only need to select k—1 cells from the §—1 cells of the

(19)
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transmission range, provided that the active cell ¢ is an eavesdropped cell.
Thus, applying the law of total probability, we can determine the probability
of Ay as the ¥y (k) in (14).

We then discuss the distribution of legitimate nodes in the transmission
range of ¢ such that the transmission can be securely conducted given the
event Ay. We first consider the event that there are 0 < ¢ < n legitimate
nodes in the transmission range of ¢, the probability of which is given by

ct (%) (1 — %)n_ (20)

Next, we assume that [ out of the ¢ nodes are located in_the"k eavesdropped
cells. To ensure secure transmission, the distribution of legitimate nodes in
the transmission range must satisfy the following conditions:

a) i >k+2;

b) the active cell ¢ contains at least two legitimate nodes, one for jamming
eavesdroppers and the other for sending packets;

c) each of the other k — 1 eavesdropped cells must contain at least one
legitimate node for jamming eavesdroppers;

d) there exists at least one legitimate node in the other 8 — k cells for
receiving packets (i.eqa<l i —1).

Base on conditions b) andic), we have [ > k + 1. Thus, the probability of
secure transmission €an be given by

[CLSA, Bk! — C}CLZ1S(L— 1,k — 1) (k — 1)1] (8 — k)i
i—1 ~~ ”

> — e

I=k+1

where the term () is for ensuring condition b) and c¢). Thus, applying the
law” of\total probability, the secure transmission probability under the event
Ay is the Qy (k) in (15).

Applying the law of total probability in terms of Ax, we determine the
probability py in the first case as

D (k) (k). (22)

B
k=1
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Now, we consider the case where the active cell ¢ does not contain eaves-
droppers, i.e., ¢ is not an eavesdropped cell. Thus, we need to select k
(0 <k < p—1) cells from the 5 — 1 cells of the transmission range as the
eavesdropped cells. Thus, the probability of A, can be determined as_the
Uy (k) in (16).

Given that there are 0 < i < n legitimate nodes in the transmission
range, in this case, the conditions for secure transmission becomeas follows:

i) i >k+2;
ii) each of the k eavesdropped cell must contain at least one legitimate
node;
iii) there exist at least two legitimate nodes in the ¢ther8=F cells and at
least one of these nodes is in the active cell ¢

Thus, assuming [ out of the 7 nodes are located in the k£ eavesdropped cells
and defining d the number of legitimate nodes in the active cell, the secure
transmission probability under event Ay is the Q5(k) in (17).

Applying the law of total probability=in terms of A;, we determine the
probability py in the second case as

B2
S R0 (k). (23)

Finally, combiningsthe results in (22) and (23) yields the pgy in (13).
]

Lemma 2. Forthe concerned cell-partitioned MANET with the secure trans-
mission scheme for Scenario 2, the probability py that a source-destination
transmission .cam, be securely conducted between the nodes in a given active
cell ¢ andithe nodes in the coverage cells of ¢ is given by

-1

p1 = U3(0)02(0) + W1 (8)P1(8) + [‘Pl(k’)q’l(k) + Ua(k)P2(k)|.  (24)

1

=

i

Proof. Similar to the proof of py, the proof of p; is also divided into two cases
depending on whether c is an eavesdropped cell or not. Notice that, for both
cases, the distributions of eavesdroppers in the transmission range of ¢ (i.e.,
U (k) and Wy(k)) are same to those in the derivation of pg. Thus, we only

14
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discuss the distribution of legitimatenedes such that the source-destination
transmission can be securely conducted for a given number of eavesdropped
cells (i.e., the event Ag).

For the first case whére ¢ i3 an eavesdropped cell, we consider an event
that there are 0 < ¢ <'n legitimate nodes in the transmission range of ¢ and
these ¢ nodes contain t/source-destination pairs, where 0 < ¢ < |i/2]|. The
probability of thisevent ¢an be given by

. . ﬁ 7 B n—i
C%C%_QZZ 2 (W) <1_W> : (27)

Undeér this, event, we calculate the secure source-destination transmission
probability. In addition to the conditions a) — d) for a secure communi-
cationrin the derivation of pgy, another critical condition for a secure source-
destination transmission is that the transmission must be conducted between
one of the ¢ source-destination pairs, which makes the calculation of p; highly
complex.

We still assume [ out of the ¢ nodes are located in the k eavesdropped
cells. According to the locations of the two nodes in a source-destination
pair, we classify the ¢ source-destination pairs into four categories: 1) one
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node is located in the active cell and the other is located in the 5 — &k non-
eavesdropped cells; 2) both nodes are located in the k eavesdropped cells; 3)
one node is located in the other k — 1 eavesdropped cells except for the active
cell ¢ and the other is located in the 5 —k non-eavesdropped cells; and 4) beth
nodes are located in the g — k non-eavesdropped cells. We use t1, t5 and't; to
denote the number of source-destination pairs of the categories 1), 2)‘and 3),
respectively. Obviously, t; +to+1t3 <t and | > t; + 2ty +t3. Notiee that the
remaining [ — (¢ + 2t +t3) nodes in the k eavesdropped cells are&elected from
the other ¢ — 2¢ unpaired nodes in the transmission range. Next weuse s to
denote the number of nodes in the active cell except for the ¢; nodes. Notice
that these s nodes are selected from the [ —t; —t3 nodes*Now, we have s+t
nodes in the active cell, [ — (s+t1) nodes in the other k—4"eavesdropped cells
and 7 — [ in the § — k non-eavesdropped cells. Baseden these definitions and
assumptions, in order to ensure a secure source-destination transmission, we
must have s+¢; > 2 (condition b)), | —(s+t;) =%k —4{condition ¢)), [ <i—1
(condition d)) and an additional condition¢ >*1v Thus, the probability of
a secure source-destination transmissionscan be given by

lft]
i—1 mfm{t,l—k+1}L 2 Jl7t1—2t2 I—t1—k+1

2.2 N\ >

I=k+1 t1=1 to=0  t3=0 s=0,5+t1>2
Clsftlftg:g (l — S tl? k - 1) (k - ]‘)1 (6 - k>l_l
Y
Bi
RO Oy, 20O T, (28)

where the term Y is to satisfy the condition c). Thus, applying the law of
total probabilityy the probability p; in the first case under the event Ay is
the @ (k)in (25). We then apply the law of total probability in terms of Ay
to determine 'the probability p; in the first case as

S0 ()3 (k). (29)

B
k=1

Now, we consider the second case where the active cell ¢ does not contain
eavesdroppers, i.e., ¢ is not an eavesdropped cell. We use t, and t5 to denote
the number of source-destination pairs where both nodes are in the f—k non-
eavesdropped cells (i.e., category 4) ) and the number of source-destination
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pairs where one node is in the k eavesdropped cells and the other is in the
B — k non-eavesdropped cells (i.e., categories 1) and 3) ), respectively. In
addition, we use tg to denote the number of source-destination pairs where
one node is in the active cell and the other is in the § — k non-eavesdropped
cells. Notice that these tg pairs can be used for secure source-destination
transmissions. Obviously, tg < t4 and there are 1 + 2(8 — k — 1) (resp.
(8 — k — 1)?) kinds of distributions for each of the tg (resp. t; <.ts) pairs.
Again, we assume ¢ nodes are located in the transmission range’ofithe active
cell ¢ and [ out of the ¢ nodes are located in the k eavesdropped cellsr Based
on the conditions i)—iii) in the derivation of py under the second case and
an additional condition tg > 1, the probability p; umder the event A in
the second case is given by the ®5(k) in (26). Applyifig the law of total
probability in terms of Aj, we determine the probability’ p; in the second
case as

B-1
W () ) (30)
k=0
Finally, combining the results in (29) and(30) yields the p; in (24). O

Based on py and py, we can give thewexact STC for the concerned network
under Scenario 2 in the followingitheorem.

Theorem 2. Consider accell-partitioned network with n legitimate nodes, m
eavesdroppers and M?/cells, where nodes move according to i.i.d. mobility
model, the group-based_scheduling is adopted to coordinate simultaneous link
transmission andsthe cooperative jamming security scheme s utilized to en-
sure secure tramsmissions, the exact STC p of the concerned MANET under
Scenario 2 is.given by

LM*a”|

" 21

{\IIQ(O)QQ(O) + U (B)Q(B) + Yo (0)DPo(0) + Wy (5)P1(5)

=1

+ [\Iﬁ(k)ﬂl(k) + Wa(k)Qa(k) + W1 (k)P (K) + ‘I’z(k)q’Q(k)} }7 (31)

1

=

=~
Il

where Wy, Wy are given by (14) and (16), Q1, Qs are given by (15) and (17),
and @y, @y are given by (25) and (26), respectively.

Proof. The theorem directly follows from (4) and Lemma 1 and 2. O
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Remark 1. The results in this paper are computed for relatively non-practi-
cal models, which makes them not of significant practical values. Although
these results fail to reflect the actual STC performances of networks in the
real world, they may still be able to provide us some insights on the funda-
mental trends of system STC performances as some key system paranieters
change. Notice that assuming highly academic non-practical models has been
one of the basic research methodologies for network performance‘valuation
in the literature, like [40, 41] for network throughput study, [44-16;324] for
network secrecy throughput study.

6. Numerical Results and Discussions

In this section, we first provide simulation results,to yalidate our theoret-
ical analysis for the STC performance of the concerned network under both
scenarios. We then explore how the STC performamnce varies with the pa-
rameters of the proposed secrecy guard zone and-¢ooperative jamming based
secure transmission schemes.

6.1. Model Validation

To validate our STC analysi§ya, dedicated C++ simulator was developed
to simulate the packet delivery progess in the concerned MANET under the
proposed secure transmigsion schemes, which is now available at [42]. Ac-
cording to STC framework,in Section 4.1, we conduct extensive simulations
to calculate the simulated results of the average packet delay for our STC
analysis validationd Similar'to [42], in each simulation, we fix the guard factor
as A = 1 and focus the packet delivery process of a given source-destination
pair during 407 time slots. The expected packet delay in each simulation
is calculated as.the ratio of the total delay of all packets delivered to the
destinationdn 107 time slots to the number of these packets.

For Scenario 1, v is fixed as v = 1 and hence « is determined as o = 4. We
conduct simulations under the network scenarios of (n = 100, M = 8, m =5,
g =9)pand (n =100, M =8, m = 10, g = 9), respectively. The simulation
results of the average packet delay and the corresponding theoretical ones are
summarized in Figure 4. We can see from Figure 4 that for any input rate
A < p (i.e., system load p < 1), the average packet delay D of the network
can be bounded by our theoretical delay upper bound in (5) under both
network scenarios, which implies that the network is always stable whenever
A < p. Another observation from Figure 4 indicates that when the system
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load p approaches 1, i.e., the input rate A is infinitely close to the STC u,
the expected packet delay increases drastically. According to the framework
in Section 4.1, these two behaviors indicate that our theoretical STC result
for Scenario 1 is efficient to exactly model the network STC performance’of
the concerned network.

Scenario 1
n=100, v=1, M=8, m=10, g=9

Scenario 1

n=100,v=1, M=8, m=5,9g=9

bound for i.i.d. mobility

bound for i.i.d. mobility !

- — —1i.i.d. simulation

- - - ii.d. simulation /

Average packet delay (slots/packet)

10°

0.2

03 04 05 06 07 08
System load, p

0.9

1

Average packet delay (slots/packet)

10

0.2

03 04 05 06 07 08
System load, p

0.9 1

(a) Average packet delay vs. system load
under network scenario of n = 100, v = 1,
M=8 m=5g=09.

(b) Awerage packet delay vs. system load
under network scenario of n = 100, v = 1,
M=8m=10,g9g=9.

Figure 4: Model Validation for Scenario 1.

For Scenario 2, we set #=,2 (hence o = 8) and conduct extensive sim-
ulations under the network scenarios of (n = 100, M = 8, m = 10) and
(n =100, M = 8, m.~= 20), respectively. We provide plots of the simulated
average packet delay and the theoretical delay bound in Figure 5. Similar
behaviors of the‘average packet delay versus the system load p can be ob-
served from Figure 5 which indicates that our theoretical STC result for
Scenario 2.s algo efficient to exactly model the network STC performance of
the concerned network.

6.2. \Performance Discussion

Withthe help of our theoretical results, we now explore how the STC p
varies/with the network parameters. We first focus on Scenario 1 and examine
the impacts of the number of eavesdroppers m and the secrecy guard zone
size g upon the STC u. For the fixed setting of (n = 100, M = 8,v = 1),
we show in Figure 6 the relationship between p and m under three different
settings of ¢ = 1, g = 9 and g = 25. We can see from Figure 6 that as
m increases, the STC p decreases in Scenario 1. This is intuitive since as
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Scenario 2
n=100, v=2, M=8, m=20

Scenario 2
n=100, v=2, M=8, m=10
bound for i.i.d. mobility

bound for i.i.d. mobility

- - -i.i.d. simulation - - -ii.d. simulation !

07 -

Average packet delay (slots/packet)
Average packet delay (slots/packet)

4
10 10 L L L L L L L ,
0.2 03 0.4 0.5 0.6 0.7 0.8 0.9 1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

System load, p System load, p
(a) Average packet delay vs. system load (b) Average packet delay vs. ‘system load
under network scenario of n = 100, v = 2, under network seénario of m = 100, v = 2,
M =38, m=10. M =8, m = 20.

Figure 5: Model Validation for Scenario 2.

more eavesdroppers are located in the networks=the probability that there
exist eavesdroppers within the secrecygguard zone of an active transmitter
increases, resulting in decreased secure transmission probabilities py and p;.
It can also be seen from Figure 6 that a larger secrecy guard zone leads
to a decreased STC, which is beeause that as the secrecy guard zone size
increases, more eavesdroppers will appear in the secrecy guard zone and thus
the secure transmission probabilities py and p; will decrease.

0.019f
n=100, M=8, v =1
2 :
2 0008
ﬁ H
g
=
=8
. 0.006
2 \
% .
% \\ — g =1
£ 0004F |
5 | N - 9g=9
gﬂ : N
£ U g9 =25
‘4:" N
> AN
8 0002 % N
5 g N
b : -~
0.000 L \ e
0 5 10 15 20 25 30

Number of eavesdroppers, m

Figure 6: Secrecy throughput capacity p vs. the number of eavesdroppers m for varying
secrecy guard zone size g under Scenario 1.
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We then focus on Scenario 2 and investigate the impacts of the number
of eavesdroppers m and the side-length of transmission range v on the STC
w. For the fixed setting of n = 100 and M = 8, Figure 7 illustrates how p
varies with m under three different sizes of transmission range, i.e., v =2,
v =3 and v = 4. We can observe from Figure 7 that the STC decreases as
m increases, due to the reason that more eavesdroppers result in more eaves-
dropped cells in the transmission range of an active cell and thus more nodes
will be sacrificed for suppressing these eavesdroppers, reducing the chances
for an active cell to schedule two nodes to do packet (or souree<destination
packet) transmissions. Another observation from Figure 7 shows'that, p de-
creases as v increases. This can be explained as followsr ‘as v increases, the
size of transmission range increases, which leads to aninerease in the number
of eavesdropped cells. Thus, more legitimate nodesyare.réquired for secure
transmission, resulting in a decrease in the secure transmission probabilities.

0.005
0.004
0.003[,

0.002

Secrecy throughput capacity, u (packets/slot)

0.004

0000

I I I | |
5 10 15 20 25 30

Number of eavesdroppers, n

Figure 7: Secrecy throughput capacity p vs. the number of eavesdroppers m for varying
v undersScenario 2.

Finally, we compare the secrecy guard zone based security scheme for
Scenario 1 with the cooperative jamming based security scheme for Scenario
24in.terms of the STC u. To make these two schemes comparable, we set the
size of secrecy guard zone in Scenario 1 equal to the size of transmission range,
i.e., g = (2v—1)% Under the setting of n = 100,v =2, M = 8 and g = 9, we
illustrate in Figure 8 how the p varies with m under both schemes. We can
see from Figure 8 that under the setting of g = (2v — 1)2, the cooperative
jamming based security scheme can achieve a larger STC p than the secrecy
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guard zone based security scheme. This is because that for g = (2v — 1)? if
there exists eavesdroppers in the secrecy guard zone (i.e., transmission range),
the secrecy guard zone based scheme cannot provide secure transmission
opportunities, while the cooperative jamming based scheme may still be able
to ensure secure transmissions by suppressing these eavesdroppers.

0.005

n=100, v=2, M=8,9g=9
0.004 -\,
Scenario 1

- — — — Scenario 2
0.003 -

0.002 -

0.001

Secrecy throughput capacity, # (packets/slot)

0.000 . L L L
0 5 10 15 20 25 30
Number of eavesdtoppers, m

Figure 8: Secrecy guard zone based security seheme vs. cooperative jamming based secu-
rity scheme with guard zone size g = (20" =.1)2.

7. Conclusion

This paper studied the exact secrecy throughput capacity (STC) of a
cell-partitioned MANETwwith the group-based scheduling scheme. We first
proposed twoSeeure ‘transmission schemes based on the physical layer se-
curity technolegy, i.e., secrecy guard zone and cooperative jamming based
schemes,respectively and then provided analytical expressions for the ex-
act STE of theconcerned MANET under both secure transmission schemes.
Finally, we provide simulation and numerical results to illustrate the effi-
giencyef.our STC analysis as well the STC performance of the network. The
results in this paper showed that the cooperative jamming based scheme
outperforms the secrecy guard zone based scheme with respect to the STC
performance when the secrecy guard zone is equivalent to the transmission
range. The theoretical framework (exact capacity) in this paper is developed
for the group-based scheduling schemes, so one possible future work is to
study the STC under more flexible time sharing schemes. Since this paper
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considered a non-practical model, another interesting and also important re-
search direction is to study the exact STC under some relatively practical
network models. Also, performing experiments or simulations in real-world
networks or on testbeds will be a possible research direction to obtain STC
results of practical significance.
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