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Abstract—This paper considers a two-way relay network, in
which two sources exchange data through a relay and a cooper-
ative jammer transmits an artificial noise (AN) while a number
of nearby eavesdroppers overhear to recover data from both
sources. The relay harvests energy from the two source signals
and the AN, and then, uses this harvested energy to forward
the received signals to the two sources. Each source eliminates
its own signal from the relaying signal by self-cancellation and
then decodes the data signal received from the other source.
For this wireless-powered two-way relay system, we propose
two secure relay protocols based on power splitting and time
switching techniques. The two protocols are power splitting-based
two-way relaying (PS-TWR) and time switching-based two-way
relaying (TS-TWR), in which the relay respectively controls the
power splitting ratio (p) and time switching ratio (a), in order
to achieve a balance between the data receiving and the energy
harvesting. The optimal values of p and « for each protocol are
found analytically to maximize the minimum guaranteed secrecy
capacity (Cg"") considering multiple eavesdroppers in high
signal-to-noise ratio environments. Numerical results show that
both the PS-TWR and TS-TWR protocols using the optimized
values of p and « achieve the near-optimal C'g"" no matter how
many eavesdroppers exist anywhere. Comparisons of the two
protocols in various scenarios also show that PS-TWR achieves
better Cg"" than TS-TWR because PS-TWR inherently has a
shorter vulnerable time for eavesdropping than TS-TWR.

Index Terms—Energy harvesting, physical layer security, se-
crecy capacity, two-way relay, power splitting, time switching

I. INTRODUCTION

The demand for high-speed mobile communications contin-
ues to increase rapidly with recent emphasis on the emergence
of real-time multimedia services. According to a recent report
[1], mobile data traffic is expected to grow at a compound
annual growth rate (CAGR) of 46% between 2016 and 2021
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and global video traffic is predicted to account for 82% of
total Internet traffic by 2021. As a result, improved spectral
efficiency is currently considered one of the main objectives
for future mobile systems.

There has been extensive investigation of relay networks to
meet the performance requirements of next-generation wireless
systems. Typically, these are based on one-way relaying, in
which the relay can forward a single message at a time. How-
ever, with recent advances in self-interference cancellation
techniques, two-way relaying has begun to attract considerable
attention, as a means of improving the spectral efficiency of
one-way relay networks [2]-[4]. A two-way relay forwards
received signals from each of two transceivers at the same
time, and each transceiver is able to recover the desired mes-
sage from the relaying signal via self-interference cancellation.
Given that two independent messages are transferred at a time,
a two-way relay network approximately provides a two-fold
increase in spectral efficiency compared with conventional
one-way relaying.

Wireless communication security is also one of main issues
in the development of the Internet of things (IoT) because
wireless channels are inherently vulnerable to eavesdropping;
this problem likely to become more severe as the number of
wireless devices increases. As one of the more promising tech-
niques enabling secure wireless communication, physical layer
security has been widely investigated [5]-[8]. Considering the
fact that relays are more susceptible to eavesdropping than
any other node, physical layer security techniques in two-way
relay networks were recently considered in [9]-[14]. Relays
can be classified into two different types; in the first, trusted
relays are authorized to facilitate secure communications be-
tween sources [9]-[11]. In the second, untrusted relays are
not permitted to decode confidential information even though
they are required to forward source signals [12]-[14]. In
[9], a joint trusted relay and jammer selection was proposed
under the constraint of secrecy rate in two-way cooperative
networks with multiple intermediate nodes. Moreover, in two-
way trusted relay networks in which all nodes are equipped
with multi-antennas, the impact of three different antenna
selection schemes on the trade-off between secrecy and system
complexity was analysed [10], and precoding designs for
user signal and jamming signals were proposed for secure
communication [11]. In two-way untrusted relay networks,
the effect of external friendly jammers on physical layer
security was studied [12], and a joint transmit design and relay
selection was investigated [13]. In [14], secure beamforming
designs, together with an asymptotic analysis of secrecy sum
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rate, were provided for two-way untrusted relay networks with
multi-antennas.

The additional power consumed in relaying signals makes
it hard for the relay to keep operating, and energy deficiency
is thus considered another main challenge in the realization
of relay networks. One approach for mitigating this problem
involves energy harvesting (EH) from radio frequency (RF)
signals; this has seen extensive investigation in various wire-
less networks, based on the technique of simultaneous wireless
information and power transfer (SWIPT) [15]-[18]. In [15],
[16], two mode switching techniques were proposed, namely
opportunistic time switching and dynamic power splitting, to
perform information receiving and EH on the receiver side.
n [17], [18], two relaying protocols based on time switching
and power splitting were suggested to enable both information
processing and EH at the relay.

Furthermore, in some recent works, EH has been considered
in two-way relay networks to deal with the energy scarcity of
the relay, providing assistance with the transmission of sources
[19]-[23]. In [19], the performances of two-way relaying
protocol for SWIPT were analysed with respect to the outage
probability, the ergodic capacity, and the finite-SNR diversity
multiplexing trade-off. In [20], a hybrid relaying scheme that
alters the relaying strategy depending on instantaneous trans-
mit powers was proposed to maximize sum throughput with
causal energy arrival, while in [21], a transceiver and relay
design for SWIPT with distributed energy beamforming was
studied in a two-way relay channel. An optimal power splitting
at wireless-powered relay was derived in [22] to maximize the
end-to-end transmission rate in two-way relay networks, while
[23] contained an investigation of the performances of analog
network coding, in terms of system outage, ergodic sum-rate,
and sum symbol error rate, in two-way relay networks, where
the sources had multiple antennas and the wireless-powered
relay had a single antenna.

Despite these advances, however, there is still a need for
research on both physical layer security and EH in relay net-
works, to satisfy the requirements of future wireless networks
in terms of spectral efficiency, security, and energy efficiency.
With this in mind, we consider secure two-way relay networks
using EH in the presence of multiple eavesdroppers. Specifi-
cally, two sources try to exchange data with each other via a
wireless-powered two-way relay using a cooperative jammer,
without any information leakage to eavesdroppers. The relay
harvests energy from some portion of the received signals and
utilizes this harvested energy to forward the received signals to
the sources without consuming the relay’s own energy. Each
source then decodes the signal transmitted by the other source
from the relaying signal using the self-interference cancella-
tion technique. In this system, we attempt to optimize the
amount of harvested energy at the relay in order to maximize
the secrecy capacity, defined as the difference between the
capacity of the legitimate link and that of the wiretap link
[6]. To the best of our knowledge, wireless-powered two-way
relaying strategies for maximizing secrecy capacity have not
previously been investigated, although several authors have
considered physical layer security [9]-[14] or EH [19]-[23]
in two-way relay networks. Our main contributions can be

summarized as follows.

o« We present a wireless-powered two-way relay model
for secure communication in the presence of multiple
eavesdroppers and solve the problem of how to maximize
the minimum guaranteed secrecy capacity (CE™).

e We propose two secure relaying protocols: power
splitting-based two-way relaying (PS-TWR) and time
switching-based two-way relaying (TS-TWR). These
adaptively control the amount of energy harvested from
the received signals by means of power splitting and time
switching, respectively, taking account of information
leakage to eavesdroppers.

e In high signal-to-noise ratio (SNR) environments, we
first prove the concavity of the secrecy capacity for each
source with respect to the power splitting ratio (p) and
time switching ratio («), and then derive analytically the
optimal p* for PS-TWR and the optimal o* for TS-TWR
to maximize CE™".

e Our asymptotic analysis corresponds to the results ob-
tained from exhaustive search even in a reasonable
SNR regime, and provides insightful information for
understanding the behaviours of the proposed relaying
strategies. Specifically, both PS-TWR and TS-TWR can
achieve a near-optimal performance in terms of CE®
regardless of the locations and number of eavesdroppers.
Furthermore, the comparison of PS-TWR and TS-TWR
shows that PS-TWR is better protected from eavesdrop-
ping than TS-TWR.

The remainder of this paper is organized as follows. In Section
I, we describe the system model of the wireless-powered
two-way relay network. In Sections III and IV, we describe
the proposed PS-TWR and TS-TWR protocols and derive
their optimal ratios, p* and a* respectively, to maximize their
minimum guaranteed secrecy capacities. In Section V, we
compare PS-TWR with TS-TWR and discuss their behaviours
in various different scenarios. We provide our conclusions in
Section VI.

II. SYSTEM MODEL

Fig. 1 shows the system model of the wireless-powered
two-way relaying networks considered here, in which there
are two sources (S7 and ), a relay (R), a jammer (Z), and
K eavesdroppers (Ej for k € {1,---,K}). The wireless-
powered relay harvests energy from external RF signals,
before forwarding the combined received source signals to
both sources. The K eavesdroppers are randomly located
near the relay to overhear the relaying signal. The channels
for Si-to-R, Sy-to-R, Z-to-R, Si-to-E), Ss-to-E), Z-to-
Ey, and R-to-Ej are denoted hi,, hor, hor, 91k, 92ks Gzk»
and g,, respectively, and the channel between two nodes is
assumed to be reciprocal, e.g., h;; = hj; [19], [20], [22],
[23]. Moreover, we suppose a quasi-static channel fading with
a frequency non-selective parameter, which means that the
channel remains constant over one coherence interval and
changes independently in different coherence intervals [9],
[12]. The noises for S1, S, R, and Fj, are denoted n 1, n 2,
n., and ny, respectively, and are all assumed to follow an

1556-6013 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2018.2847452, IEEE

Transactions on Information Forensics and Security

Information
Receiver

Energy
Harvestor

Source signal (phase 1)

\
@I —--—=» Jamming noise (phase 1)

7 — ——» Relaying signal (phase 2)

Fig. 1. System model of wireless-powered two-way relay networks with
multiple eavesdroppers

additive white Gaussian noise (AWGN) with zero-mean and
variance 02, i.e., ns1 = ng2 = n, = ny ~ CN (0,02).

The considered system operates in two phases. During the
first phase, the two sources transmit their data signals, s; and
S2, to the relay at the same time. When the jammer detects
the transmission of sources, it transmits artificial noise (AN) z
which is generated with a Gaussian pseudo-random generator
to hinder the eavesdroppers from decoding source signals.
The relay is assumed to have no power source and harvest
energy from both its received signal that is a superposition
of source signals and the AN [17], [19]-[23]. In addition, the
AN generator and its seed table are assumed to be shared
beforehand between the jammer and the relay, so that the relay
is able to cancel out the AN from the received signal [24]-
[27].

In the first phase, the relay is able to adopt a power splitting
technique [16] or a time switching technique [15] to balance
the energy harvesting and the information processing. It is
assumed that all the harvested energy is used to forward the
signal in the following phase [16], [17]. On the one hand,
since the eavesdroppers have no information on the AN, the
AN plays a role of additional noise for degrading the signal
reception at the eavesdroppers [28].

In the second phase, the relay cancels out the AN from
the received signal and forwards it to each source with the
harvested energy. Based on the received signal from the relay,
each source tries to recover the information signal of the other
source by using the self-interference cancellation. Here, we
assume the perfect interference cancellation [9]-[14]. On the
other hand, the eavesdroppers attempt to overhear the relaying
signal, but the decoding of each signal is hindered by the other
source’s signal. In other words, the information signal of each
source plays a role of the AN in the recovery of the other
source’s information signal. Although each source is able to
remove its information signal from the received signal with the
self-interference cancellation, the eavesdroppers have no priori

= —— =
51151) R?sT)SZ trans. (1-p)

EH from s;+s,+z at R (p)

P — — — — — —— — —— ——— —

Phase 2: T/2

Phase 1: T/2

Fig. 2. Power splitting-based two-way relaying protocol

information on the source signal and cannot do interference
cancellation [9]-[11].

III. POWER SPLITTING-BASED TWO-WAY RELAYING
PrROTOCOL

A. Protocol Description

Fig. 2 shows the PS-TWR protocol, in which the block
time, 7', is divided into two phases of equal length [16], [17].
During the first phase of length %, the relay adopts a power
splitting technique to harvest energy and receive information
simultaneously from the received source signals, s; and sg
[16]. Specifically, the received RF signals at the relay are split
into two portions: a portion p used for harvesting energy and
a portion 1 — p used for receiving information, subject to 0 <
p < 1. Then, the received signal at the relay, y,., is given by

Yr = /(1 = p)Prhirs1 + /(1 — p)Paha,so

+ V (1_p)chZTZ+nT (1)
—_— ——

cancel out

where Py, P, and P, are the transmission powers at Sy, Sa,
and Z, respectively, and s1, s9, and z have a normalized power,
such that E[|s1]?] = E[|s2|?] = E[|2]?] = 1. In addition,
the relay can remove the AN from y, because it shares the
information on z with the jammer. The harvested energy at
the relay, E}, is represented by

_ Tnp(Pl‘hlrF + P2|h2r|2 + Pz|hzr|2) _ Tanr
B 2 2
where 7 is an energy conversion efficiency within the range
0 < n < 1and E, is defined as P |hy,|?+ P |hoy |+ P.|h. |
On the other hand, the source signals, s; and so, are
wiretapped by eavesdroppers, so the received signal at the
eavesdropper Ej during the first phase, y,El], is expressed as

yl[cl] =V Pigiks1 + v Pagars2 + V Pegarz + 1. (3)

Then, the SNR at Ej, for detecting s; destined for .S; during
the first phase, Fg}i, is obtained as

En 2

i Pjlg;r|?

= : 4)
B1 Pilgikl? + Pilgak? + 0?

Note that the AN from Z as well as the signal from S,
hinder the eavesdropper k from decoding source signal s;.
The achievable rate at Ej, during the first phase is found as
R = Tlogy(1+ 1))

During the second phase with the remaining % duration, the
relay amplifies and forwards the received signal to the sources
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using the harvested energy, Ej,. Thus, the transmitted signal

from the relay, x,., is expressed as

vV Py,

T,

\% PT‘y‘l'

V(@ = p)(Pilhi,? + Polhor [ + P |h..[?) + 02

4

Then, the achievable rate at .S; is given by R; = % log, (1 +
T';). On the other hand, from (9), the SNR at E}, for detecting
s; destined for S; during the second phase, FE]Z., is calculated
as

(1_p)PjPT‘hjr|2|grk|2

= (5) 2] (1—p)Er +0’2
1-— ET + U2 P
= T O BB Pl | Ploale
where the denominator /(1 — p)E,. 4+ o2 is the power con- (1—p)E, + o2 (1=p)E, + o2 o

straint factor at the relay, and P, is the transmission power at

the relay, which is given by

_ np(1=p) By Pj|hjr *|gr1|?
npEyr|grk)?(1=p) Pilhir|? +02) +02(1—p) E; +02)

Ej,
P, = Ti/Z =npE;. (6) an
) ) ) The achievable rate at F; during the second phase is found
Then, the received signal at 51, ys,1, is found as as Rf]l = % log,(1 +Ff’]i). Then, the achievable rate at E}, is
Ys1 = h1r®r +1ns1 calculated as the summation of RLl],i and RLQ]L such as Ry ; =
 A=p)P2Prhivhorss++v/Prhien, R + R forie{l,2} and k€ {1,2,--- K}
A=p)E, + o2
(1—p)PL P12, 51 B. Optimal Power Splitting Ratio
i (1-p)E, + 02 e The secrecy capacity at S; when Ej, overhears s; destined
for S;, Cg ;» 1s expressed as
self —cancellation ’
+ .
V(l_p)PQPrhlrh2r32+\/ Prhypng, + % ng £ [RZ - Rk,i] S {17 2}7 ke {17 2, vK} (12)
= ns’l . . .
(1-p)E, + o2 where []T = max(0, -). Considering the fact that there are k
Similarly, the received signal at So, ¥, 2, is obtained as wiretap links for each source, the minimum guaranteed secrecy
b N capacity for S; is represented by
Ys,2 = N2rTy 7 M52
; A k
_ V(l_p)PIPrhlrh2r51+VPthan CS,z - mk}n {OS,i} ’ (13)
(1-p)E, + o2 Finally, the minimum guaranteed secrecy capacity for both
N /(1_ p) P2 P, hgr S5 N sources is defined as follows [7], [8].
Ms,2 ; .
(1-p)E, + 02 C™ 2 min {Cg,;}
self —cancellation = min mkin {ng}
JI= )P Prhishoysi++/Prhon, Z |
_ (1-p) P 1rfl2rS1 2 + 15 2. (8)

T=p)E, + o

= leln mkin{[Ri - Rk,i]+}

In (7) and (8), each source can eliminate the part related to its

\/(1=p) P, P.h3 s1 \/(1=p) P2 P.h3 52 by the
\/(1—/))ET+¢72 (1—p)E,+02 y
self-interference cancellation. On the other hand, the received

signal at the eavesdropper Ej during the second phase, y,[f],

:mjn{

Ri — Ry ) +}

R — mkaX{R;g,i}] +}

own signal, e.g.,

is expressed as

2
yl[g] = grkZr + Nk

_ (1—p)P1 P hargrisi++/(1—p) PaPrhor GriS2

(14)

K2
min
i
min
i

2

{[
{_T 14T, :

— log
N+l a4+

0—p)E, + 02 where Rji-; £ mkax{Rk’i} and kf = argkmax{Rk,i} for
VPrgriny i € {1,2} and k¥ € {1,2,---,K}. In other words, the
T T - (9)  eavesdropper k; is the one with the largest achievable rate
A=p)E; +o for wiretapping s; destined for S;. Under the assumption of
From (7) and (8), SNR at S; for receiving s; for i, j € {1,2} high SNR, anin can be approximated as
and ¢ # j, [';, is represented by "
(L=p) Py Py i 21y omn s mind | Diog, [ )| 1 ie (1,2
_ (=p)B, +0? 2 T \asrd g,
Fi - Pr|hir‘20—2 2 v v
(1_p)E7‘ + 02 te

This assumption is reasonable because EH technology is
commonly applicable in high SNR environments due to the
low sensitivity of RF EH [29]. We discuss the influence of this

_ ___ np(=p) B Py|hir [*| |
anT|hir|2U2 + 02((1—P)Er + 0'2) '

(10)
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approximation on performance in some detail in subsection V-
A.

Our objective is to find the optimal power splitting ratio p*
that maximizes the minimum guaranteed secrecy capacity un-
der the assumption of high SNR. The optimal p* is expressed
as

+

p* = arg max { min
p B

where 7 € {1,2}. In addition, FE]? is not a function of p, so
the problem is equivalent to '

p* = arg max { min , 1e{1,2}. 17)
P i

L
i
Thus, we define
L

ey

_ ‘hi?”|2{f’7/DE"rIgrlc;k

A
Fs,i =

(=Pl hir |* +0°) +0*(1—p) Er +0°)}

|\grax P{npEr|hir P02 +02((1—p) B +02)}
. ‘hi,,.|2{—p2./4¢+p(Ai+Bi)+'D} (18)
|9rk;f |2{pC; + D}

where
Ai = 77Er131|grk1* 2|hir|2, (19)
B; = E,(n|gri:|* — 1)0?, (20)
Ci = B, (n|hir|* — 1)0?, @21
D = o0?(E, + d?). (22)

To find the solution of p; for maximizing each I' ;, we first
show the concavity of I'; ;.

Lemma 1. I', ; is concave with respect to (w.r.t.) p; subject
to0<p; <L

Proof: The second derivative of I'g ; w.r.t. p; is

0T ;
op3

\9rk: |2 (piCi + D)? .

It is clear that A;(C; + D) and (p;C; + D) are positive. In
addition, A;(C; + D) + C;(B; — C;) > 0 regardless of the
sign of C;(B; — C;) because A;(C; + D) has order o while
Ci(B; — C;) has order 0. As a result, ay;;” <0and I'y; is
concave w.r.t. p;. ’ [

From Lemma 1, we propose the following.

Proposition 1. The optimal power splitting ratio (p;) for
maximizing T's ; for i € {1,2} is given by

. —AD+ \/,A[D{.AI(CZ-‘FID)-FCZ(BZ—CZ)}

, 1€ {1,2}.
(24)

1p
(b) When (o} — pg)(p3 — p5) <0

0 PP 1p 0 P’ Po P2

(a) When pj =0or1

C A
S,i =
G172
7 1
/ |
A NS
| i

1p 0 P P_z* Po’ 1 p

(c) When (p] — pj)(p3 — p3) > 0 (d) When (p] — pj)(p3 — pg) > 0
and Cg.’l < CE’Q and C§,1 > CE’Q

0 P P P2

Fig. 3. Illustration of possible cases for determining p*

Proof: We can find p; for maximizing I's; from the
following condition.

s |hir | AiCip? +2A;Dp; — (A;+B; —C;) D}

_ —0.
Ipi |grkx[?(piCi+D)?

(25)

Using the quadratic formula, the solutions of (25) can be found
as

In (26), C; < 0 because n|h;-|> < 1 in C;. Therefore, the in-
equality, A;(C; +D) < A;D, holds. In addition, A;(C;+ D) is
larger than |C;(BB;—C;)| as discussed in (23). This indicates that
VAD{A;(C; + D) +C;(B; — C;)} takes a value between 0
and A;D. Moreover, p; — > 1 because |D| > |C;| and C; < 0,
while 0 < p; + < 1. As a result, p; . can be determined as
Pi- u

In the high SNR regime, the equations with order o* can
be eliminated so that C;(B; —C;) goes to zero and D ~ o2E,..

Then, p; in (24) is approximated as

. _ —AD+ /JAD{A(C + D)}
i AiC;
—-D++/D(C; + D)
Ci
—0%E, +\/02E,(E,(n|hiy|> — 1)0% + 02E,)
E,(nlhir[* — 1)o?

1

1+ vV n‘hzr|2
This result means that PS-TWR can be optimized for each
source by only the channel information of h,, for i € {1,2}
in a high SNR regime without any knowledge about channel
information to the eavesdroppers (i.e., g,r and g;;). This
property makes PS-TWR more practical because the location
of eavesdroppers is unknown in real environments.

From the result of Proposition 1, we need to determine the
optimal p* for maximizing min{Cs1,Cg2} for high SNR.
Note that Cg,; is derived directly from I'y ; for high SNR.

i+ = (26)

27)
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There exists pj that satisfies I's ; = I' 2 such that we should
consider p; and p; jointly. Fig. 3 illustrates possible cases for
determining p*; a) If there is no crossover point that satisfies
Cs1 = Cgpa (., pj = 0 or 1), p; that achieves smaller
Cg,; is chosen as p*. b) When pj; lies between p; and pj
G.e., (p7 — p5)(P5 — p5) < 0), p§ is chosen as p*. ¢) and
d) When p{ is smaller or larger than both p] and p3 (i.e.,
(p1 — p3)(p5 — p§) > 0), pi that accomplishes a smaller Clg ;
is chosen as p*.

Then, pg can be derived as follows. It is obvious that C; ~
—E,.0? since n|h;|> < 1 in C;. Therefore, the denominator of
s can be approximated as |grk»« HpCi + D} =~ |grk* 21—

)E o2. Then, we can build (28) from I'; ; = I's 2. Using the
quadratic formula, the solution of (28) can be found as

< |h1r‘2 ‘h2r|2 ) 2
— ag
1 1 |grki‘ 2 |grk; ‘2

+ =min [max |- +\|-— ,
P 1Pal by |*— P1|Fepy [

1f.
2 4 0

(29)

Note that pi represents the crossover point where I's; =
I's2 = I's, in other words, Cs; = Cs2 = Cg in the high
SNR regime. Comparing C's at p, with that at p_, pj is
chosen to have a larger C'g, as follows.

p*{ p+ if CS(er) > Cs(p,),
0 p— if Cs(ps) < Cs(p-).

In consideration of p; and p{, the optimal power splitting ratio
for maximizing min{Cyg1,Cs} is finally determined as

(30)

po if (1 =pp)(P2—pp) <0,
p* =4 Pi if (p1=po)(p3—pp) >0 and Cs,1(p7) <Cs2(p3),
s if (p1—p5)(pz—p5) >0 and Csa(p7) > Cs2(p3).

€1V

C. Evaluation of Optimality

For the purpose of verifying the optimality of the proposed
p',weassume T = 1, P = P, = P, = 1, 0% = 107°,
K =10, and n = 0.5 [30]. For wireless channels, we generate
|h1r|%, |harl?, |her|?, and |g.x|? with an exponential random
variable with mean A = 1. Similarly, we generate |g,+|? and
|92k |2 with an exponential random variable with mean )., but
Ae varies from 1 to 3 to show the effects of eavesdropping
channels on the performances. On the other hand, |gi|? is
simply set to be with ;- to reflect an inverse proportional
relationship between | glk\Q and |gaoy|%.

Fig. 4 shows the minimum guaranteed secrecy capacity
(C’gﬁn) versus the power splitting ratio (p) for different A..
Note that the optimal p* is the solution obtained by exhaustive
search to maximize (14) without the high SNR approximation,
while the proposed p* is the analytical result obtained from
(31) under the high SNR assumption. It is obvious that CZ" is
concave w.r.t. p so that the optimal p* for maximizing CZ'"
exists. The performance of CE™ decreases as ). increases
because the increase in ). enhances the rate of the eaves-
droppers. It is clearly shown that the proposed p* are in good
agreement with the optimal p* for each A..

6

Fig. 5 shows the optimal p* and the minimum guaranteed
secrecy capacity versus the transmit SNR ( =), respectively. It
is observed that p* slightly increases as SNR increases, which
means that in the PS-TWR protocol it is beneficial for the relay
to use a larger portion of the received power for harvesting
energy in higher SNR. As shown in Fig. 5(a), the proposed p*
is in good agreement with the optimal p* for all SNR regimes
in spite of the high SNR approximation. Accordingly, there
is little difference in C¥™ between the proposed p* and the
optimal p* in Fig. 5(b). As A\, changes, p* does not change
much. Especially, the higher the SNR, the less the difference
according to A\.. This phenomenon is consistent with the result
of (27), that is, the optimal p* is not affected by the channels
to eavesdroppers (i.e., g, and g;z) in the high SNR regime.!
In addition, the difference in CZ1" according to A is further
reduced, as shown in Fig. S(b) This is because the change
of C™ around the optimal p* is small, as shown in Fig. 4.
Therefore, the proposed p* achieves the near-optimal C'Z"
regardless of ..

IV. TIME SWITCHING-BASED TWO-WAY RELAYING
PrROTOCOL

A. Protocol Description

Fig. 6 illustrates the TS-TWR protocol where the block time
is divided into two phases depending on the functionality of
reception and transmission at the relay. The first phase for
reception consists of two subphases. The first subphase is used
for harvesting energy and its duration is allocated o7'. The
second subphase is used for receiving information from the
source signals. On the other hand, the second phase is used for
the relay to transmit the received signal to the sources using
the harvested energy [17]. The time durations for receiving
z(ulld t)l‘jé}nsmitting information are allocated the same duration

[e3

Durlng the first subphase, the harvested energy at the relay,

E}y, is given by

Eh:Tna(Pl|h1r|2+P2‘h2r|2+Pz|hz7"|2):TnaET (32)

where E,. is defined as Py |hi.|2+ P2|hoy|? + P.|h.,|?. During
the second subphase, the received signal at the relay, vy, is
expressed as

Yr = \/Flhlrsl + \/Eh27'32 + \/thzrz +n.
———

cancel out

(33)

Here, the part related to z can be cancelled at the relay. On
the other hand, the received signal at the eavesdropper Ej
during the first phase, yL }, and the SNR at Ej for detecting
s; destined for S; during the first phase, N ], are the same
as (3) and (4), respectively. However, the achievable rate at
E}. during the first phase is different due to the different
overhearing time and is given by R[l] (1+20‘ )T log2(1+I‘E€1}i).

'From (31), p* is determined depending on the relationship between p; and
p¢- In most cases in our simulations, the condition (p7 — p§)(p5 — p§) > 0
is satisfied, so p} rather than p§ is chosen as p*.
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Fig. 4. Minimum guaranteed secrecy capacity vs. power splitting ratio
During the second phase, the transmitted signal from the £
. . [
relay, x,, using Ej, is represented by S
S 1o} ),/u'/@/#@
vV Py, S~ | B/Z
Tr = 2 2 2. 2 8z "
\/P1|h1T| +P2|h2r| +Pz|hzr| + o ) g_ B/Z
2 o
VPy, 8= / ——2,=1 (Optimal)
I c
 VE F o2 (34) o EQ"’1 //Z O 2,=1 (Proposed) ||
r S ZY‘ —— =)= i
. . X 5} b %,=2 (Optimal)
where the denominator Vv .ET +0? is thc; power constraint E O 1,22 (Proposed)
factor at tl.le r§lay. In addition, the transmission power at the E —--=- =3 (Optimal)
relay, P, is given by = A ), =3 (Proposed)
01 e
p_ Ey _ 2nak; (35) 20 30 40 5 60 70 80 90 100
r (1—a)T/2 o 1l—a Transmit SNR, P/o? (dB)
Then, the received signal at Sy, y1, is expressed as (b) Minimum guaranteed secrecy capacity vs. transmit SNR
Ysi1 = haray + s, ) Fig. 5. Performances against transmit SNR
Vv P2Prh1rh27"52 +v Prhlrnr + Vv PIPrhlrsl
= 1
VE, ¥ o2 VE, fo2 ° T
—— <« >
0 I 1
self—cancellation EH from s;+s,+zatR | S;— R« S, trans. S;4—R—S, trans. }
vV Po P hyhop S0+ Prhypn, () (2 |
= = +MN,1- (36) P - ———— ->
/Er + 0o Subphase 1: oT Subphase 2: (1-o0)T/2 Phase 2: (1-a)T/2
In addition, the received signal at So, ys, is obtained as Phase 1
Ys2 = horx, + Ns,2 Fig. 6. Time switching-based two-way relaying protocol
/D on B 12
_ Plprhlrh2rsl+ Prh2rnr + PQPth»pSQ +n
= 2
VE, + 02 VE, + o2 > . . 2
rt \4,—’__/ signal at the eavesdropper L during the second phase, y,[C ],
self —cancellation is given by
_V Py P.hyrhorsi++/ Prharn, +n 37) 2]
VE, + o2 82 Y = GrkZyr + ng
Similar to the PS-TWR protocol, each source can remove its vV PyPohirgrisi+V P Prhorgrise i vV Prgrim n
2 2 -
own signal, e.g., 7% and Y2Irhars2 Cpyhe self- VE, +0? VE, + 0?2
interference cancellation. On the other hand, the received (38)
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From (36) and (37), the SNR at .S; for receiving s;, I';, is
found as
QUQETlehiTP‘h]’rlQ
(1—a)(E, +0°)
2nak,|hi?0?
(1—-a)(E,+0?)
2B, Pylhir | 2

— . 39
2naEy|hi|?0% + 02(1 — a)(Ey + 02) (39

I, =
+ 0

Then, the achievable rate at S; is obtained as R; =
(= O‘)Tl go(1 +1T';) for i € {1,2}. On the other hand, from
(38) the SNR at E}, for detecting s; transmitted to S; during

the second phase, I‘Ej]i, is represented by

QUO‘Eer|hj7"2|grk|2
2 _ (1-a)(E,+0?)
kg 7. |2 2
27706E7~P1|h“~| |grk| 2naET‘grk
(1—a)(E.+0?) (1—a)(E.+0?)
_ 2naEer|hjr‘2|grk|2

2naEy|grk|2(P|hir |2 +02)+02(1—a)(E,+02)’

(40)

2 2
‘0—1—02

The achievable rate at E}, during the second phase is given
by RL ;= (-t O‘)T log, (1 + I‘[ ]) Then, the achievable rate at

Ey is obtalned as the summation of R,[Cl]i and Rg]i, such as

Ry = RQ]Z + REL forie {1,2} and k € {1,2,--- | K}.

B. Optimal Time Switching Ratio

Similar to the PS-TWR protocol, the minimum guaranteed
secrecy capacity is formulated as

Cgﬂn £ min {CS,i}
1

= miin m]jn {C’gi}

miin mkin {[Ri — Rk,i]+}

= win { {Ri - mgx{Rk,i}} +}

= min {[R; ~ Ri;.] " }

= min 5 08y ]
14T
1+a)T *
- (;‘)logg(HFk?,i)] } (1)
- . (1—0[)T ].—‘1
~ min > 10g2r[2] '
k¥,i
1+ *
- (Ta)logz(l + T3 .)] } 42)

where Rp: ; e ml?x{Rk,i} and kf £ argkmax{Rk’i} for i €
{1,2} and k € {1,2,---, K}. The approximation from (41)
to (42) is obtained by assuming high SNR.
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Our objective is to find the optimal time switching ratio
o* that maximizes this minimum guaranteed secrecy capacity.
Under the assumption of high SNR, we try to find an optimal
«* that maximizes (42), which is expressed as

(1—0{)T Fz

o’ =arg max miln 5 082 ]
kX,
1+a)T * )
,g log, (1 + FE:;J] , 1€41,2}
(43)

Here, we define Iy ; as
r,, & L

Core

b P{2na B gk |2 (Pil i +0%) +0? (1—a) (B, +0°)}

|grix 2 {2naEy | hir 202 402 (1— ) (B, +02)}
_ [hel’(Fi~D)a + D) s
|grk; [2((Gi — D)a + D)
where
Fi = 2By |gri: P (Pi|hir |* + 0%), (45)
Gi = 20E,|hi,[0?, (46)
D = o*(E, +o°). (47)

Now, we show the concavity of Cg; w.rt a; to find the
solution of «; for maximizing each Clg ;.

Lemma 2. Cg; is concave w.rt. a; subject to 0 < a; <1 in
the high SNR regime.

Proof We define h;(«
hz( ) OSZ’f( l)é(
gi(oy) & (Ha )T log, (1 + I‘[ ]2
of h;(a;) wrt o, can be der1ved as

) £ f(ozl)n(
)T

i) — qi(a;), where
> 7"2 051 é

logQ( s,i), and
. Then, the second derivative

"

hi () = f (@i)rilos) + 2 (@i)ri(oq) + flaa)r; (o)
= 2f (ai)ri(es) + fla)r; (ea). (o f (@i) = 0)
(48)
Here, f (a;), 7;(cy), and 7; (a;) are calculated as
/ T
f (ai) = _5’
(. DF -G)
rile) = Ry,
” —D(Fi—-G:){(¢:—D)X;+(F —D)Y;

(o) = DEONODXAFDNY
where X; = (]:1 - D)ozi + D and Y; = (Qz — D)Oéi + D.
Therefore, h; () is represented by

vy —IDFEGR (549454 D) Xt 54F: D)V}
hife) = In2X2Y7? ‘
(50

Since F; > G; and F; > D hold in the high SNR regime, we
can conclude that 2"/ (a;) < 0 and Cg; is concave w.r.t.
for 0 < o; < 1. |
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From Lemma 2, we can obtain the following proposition.

Proposition 2. In the high SNR regime, the optimal time
splitting ratio (o) for maximizing Cg ; for i € {1,2} is given
by
1
a = 0 (51
2nlhir [ (Pilhip [P +0) (1 + T2 )
2

+1

ge-€

where W(-) denotes the Lambert W-function.

Proof: Based on Lemma 2, we can find the optimal o]
for maximizing Cg, from the following condition.

0Cs; T < F Gi v |

2

doy;  2In2 (fFD)aﬁD_(grD)aﬁD_n

\grk;

—In((F; = D)ai+D)+In(g; — D)a; + D) ~In(14+ T} )| =0.
(52)

With the assumption of high SNR, the conditions, F; > D,
F; > G;, and D > G;, can hold. Thus, (52) is transformed to

Filha 21 +TH )
2

i1 l—oy
9Cs, = —+In Y 1n

=0.
oo «; o;

(53)

D‘grk;

By solving (53), the optimal ¢ is obtained as
1

Filhie 21+ T )

2.¢

*

D‘grki*
1
2(Pilhar 2402 hip P (14TE )

277Er|grk::‘

UZ(E’I‘ + UQ)IQT/C;* 2. €
(54)
1
~ & . (55)
20|hir | (Pilhir|® + ) (1 + T2 )
2 = +1
g -e

|

Now we can find oy that satisfies the condition C's ; = Cgs 2

without difficulty by using a binary search method in the range

between o and «. In the same way as the PS-TWR protocol,

considering o and ag, the optimal time switching ratio for
maximizing min {Cs1,Cs2} is finally determined as

ap if (aj—ag)(az—ag5) <0,
a*=<aj if (aj—ag)(as—af) >0 and Cgi(a]) <Cga(as),
o if (af—ag)(a5—ag) >0 and Cs (o)) >CS£(O&(;5)6.

C. Evaluation of Optimality

To evaluate the optimality of the proposed «, we utilize
the same parameters used in Section III-C. Fig. 7 shows the
minimum guaranteed secrecy capacity (C’gni“) versus the time
switching ratio («) for different \.. Here, the optimal o* is the
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Fig. 7. Minimum guaranteed secrecy capacity vs. time switching ratio

solution found by exhaustive search to maximize (41) while
the proposed o* is obtained from (56). As proved, C2'™ shows
the concave shape with respect to o and there is an optimal
a* to maximize C". Similar to the PS-TWR protocol, the
proposed a* is in concordance with the optimal a* for each
Ae-

Fig. 8 shows the optimal o* and the minimum guaranteed
secrecy capacity versus the transmit SNR (%), respectively.
Unlike the optimal p* in the PS-TWR protocol, the optimal o*
decreases as SNR increases. This means that it is advantageous
for the relay to spend more time on information processing
rather than EH in order to improve C’g‘i“ with high SNR. As
shown in Fig. 8(a), the proposed a* is in good agreement
with the optimal a® in most SNR regions, but there is a
little difference between them when U—PQ < 30 dB due to
the high SNR approximation. Nevertheless, the performance
difference in terms of C’g‘in is negligible over all SNR regions,
as shown in Fig. 8(b). In addition, it is observed that both o*
and C’g“’“ are almost unaffected by A., similar to the results
of PS-TWR. This means that in practice we can obtain the
optimal o* without considering the channel information about
the eavesdroppers (i.e., g-r and g;x) and this o* achieves the
near-optimal C" in the TS-TWR protocol.

V. COMPARISON OF PS-TWR AND TS-TWR PROTOCOLS

To understand the advantages and disadvantages of PS-
TWR and TS-TWR protocols, we compare the two proposed
protocols in various realistic environments. We consider the
network environment as symmetric and asymmetric cases
according to the changes of wireless channel and transmit
power. To confirm the performance gain with the conventional
schemes, we also consider the PS-static and TS-static protocols
that utilize the static value of 0.5 for p and «, respectively.
We set the default parameters as follows: 7' =1 [18], n = 0.5
[30], K =10, P, = P, = P, = P = 43 dBm [18], and
0? = —97 dBm [18]. For the generation of wireless channels,
we define the channel between any node 7 and j as h;; = 5%,
where d;; is the physical distance between two nodes, m s
a path-loss exponent, and f;; is a fading coefficient. Here,
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Fig. 8. Performances against transmit SNR

fij is an exponential random variable with mean \;;. We set
Aij = 1 [15]-[17] for all wireless channels and m = 2.7
assuming an urban cellular network environment [31]. The
minimum power level for harvesting energy at the relay is set
as —10 dBm [29], [30]. In addition, the cooperative jammer
is randomly generated at a distance within 5 m from the relay
while eavesdroppers are randomly distributed at a distance
between 5 and 25 m from the relay.

A. Symmetric Case

Symmetric case assumes that the distance between source
1 and source 2 (di2) is fixed at 100 m, the two sources use
the same transmit power, and the relay is always placed at the
mid-point of dyo.

Fig. 9 shows the effects of eavesdropping channels on the
minimum guaranteed secrecy capacity (Cfgm“) according to
(a) the number of eavesdroppers (K) and (b) the maximum
relay-to-eavesdroppers distance (d,). As K and d,, increase,
the eavesdroppers can be closer to any source and thus have
more opportunities to overhear the source signal. As a result,
the C’g‘m of all schemes slightly decreases. It is shown that
in both PS-TWR and TS-TWR, the optimal and proposed
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Fig. 9. Effects of eavesdropping channels on the minimum guaranteed secrecy
capacity (Cg"")

performances match well each other over all ranges of K and
d.r. Thus, we can confirm that the proposed TWR protocols
ensure information security regardless of the number and
locations of eavesdroppers.

Fig. 10 shows the minimum guaranteed secrecy capacity
versus the transmission power of the two sources (P). As P
increases, the relay can harvest more energy from the AN
as well as the source signals and both sources can receive a
stronger signal from the other source, but the eavesdroppers
are still interrupted by stronger source signals and AN. In con-
sequence, the C'2" of both protocols improves with increasing
P.

Fig. 11 shows the minimum guaranteed secrecy capacity
versus the S;-to-S5 distance (dy2). As dpo increases, the signal
attenuation between S; and S, increases, and thus the Ogﬂn
of the two protocols decreases.

From Figs. 9-11, it is shown that PS-TWR achieves a better
C2n than TS-TWR. This is because TS-TWR basically has
a longer vulnerable time for eavesdropping than PS-TWR.
That is, the eavesdroppers can overhear s; and sy from the
sources during the first phase with the length of % in PS-TWR,
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but WTQ)T in TS-TWR. Moreover, PS-TWR and TS-PWR
outperforms PS-static and TS-static, respectively, because they
adapt p and « optimally according to the environmental
change. Namely, they achieve the near-optimal CZ'™ for all
realizations of wireless channels.

B. Asymmetric Case

We consider the asymmetric case by changing the location
of relay and the transmit power of source 2.

Fig. 12 shows the minimum guaranteed secrecy capacity
versus the Si-to-R distance (di,) when di5 is fixed at 100
m. As shown in Fig. 12, Cg‘m deteriorates as relay is closer
to one of the sources because this causes a serious imbalance
between Cg; and Cg . Therefore, both protocols maximize
C2 when the relay is placed at the mid-point of ds.

Fig. 13 shows the minimum guaranteed secrecy capacity
versus the transmission power of source 2 (FP») when P; is
fixed as 43 dBm. Unlike the case of symmetric transmission
power as shown in Fig. 10, as P, increases, not only S
receives a strong signal from Sy, but the eavesdroppers are
also more likely to overhear the signal from S3. As a result,
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the C" of all schemes degrades when P, is greater than 49
dBm.

VI. CONCLUSIONS

We investigated a wireless-powered two-way relay system
with a cooperative jammer to maximize the minimum guar-
anteed secrecy capacity in the existence of multiple eaves-
droppers. We proposed PS-TWR and TS-TWR protocols that
adaptively control the power splitting ratio (p) and time
switching ratio («), respectively, according to the network
condition. We proved the concavity of the secrecy capacity for
each source with respect to p and « under the assumption of
high SNR and derived optimal values of p and « to maximize
the minimum guaranteed secrecy capacity (Osmin). Analysis
and simulation results showed that the proposed PS-TWR
and TS-TWR protocols using the derived p* and o* achieve
the near-optimal C’Z'™ in various network environments no
matter how many eavesdroppers exist anywhere. In addition,
the comparison of PS-TWR and TS-TWR revealed that PS-
TWR is well protected against the eavesdropping than TS-
TWR. We expect the proposed wireless-powered two-way re-
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laying protocols to show promise as alternatives for resolving
not just energy deficiency but also information security in
energy-limited wireless networks. To extend this study, we
can consider the cooperation among multiple eavesdroppers
to decode the received signal together and we leave this issue
for further study.
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