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A Taxonomy of Security and Privacy Requirements for the

Internet of Things (IoT)
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VI. CONCLUSION

In summary, analyzing security and privacy requirements in complex
systems, such as the IoT systems, is essential in pre-venting failures
and ensuring wider customer acceptance. We constructed a simple
taxonomy that provides support for more investigation of expected
privacy and security vulnerabilities and threats in the IoT.

It is worth pointing out that testing before adopting the existing
security mechanisms and policies is a must in order to avoid any
catastrophic failure in the future such as the Heartbleed bug, the
vulnerability which was found in the OpenSSL cryptographic
library in April 2014, and enabled attackers to read sensitive data
from web servers like private keys and users’ session cookies and
passwords [26].
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