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1. Introduction

With the rapid growth in Internet and modern information communication technology, multimedia data are easily stored
and shared between communication parties. Many researchers have come up with several cryptographic schemes in order
to avoid unauthorized access to sensitive multimedia data. Classical encryption scheme such as Rivest-Shamir-Adleman
(RSA), Data Encryption Standard (DES) are not effective for large and highly correlated data. Chaotic system, being the
most commonly used techniques for encrypting data, many researchers have utilized its properties. The properties include
sensitivity to initial conditions and ergodicity to define various encryption schemes. Despite of its benefits in applying
to an encryption scheme, there are certain issues that need to address such as small key size and weak security. Many
chaos-based encryption schemes [2-6] have already been cryptanalysed by various authors [7-11] respectively. ECC is a
strong public key encryption scheme which can provide high security for a given key size compared to other encryption
schemes whose difficulty depends on integer factorization or discrete logarithmic problem [12,13]. Detail explanation about
ECC, mathematical proofs and applications are given in [14,15]. Various authors have used ECC base encryption scheme for
securing multimedia data [16-19]. Hong et al. [20] cryptanalyse the encryption scheme proposed by Ahmed et al. [21] based
on hybrid chaotic system and cyclic elliptic curve using known-plaintext attack. In this paper, cryptanalysis of the encryption
scheme proposed by Tawalbeh et al. [1] is carried out, revealing the private key from the public key. Using the retrieved
private key, the cipher image generated using Tawalbeh et al. encryption scheme is deciphered recovering the plain image
transmitted by the sender.

The rest of the paper is organized as: Tawalbeh et al. encryption scheme is explained in Section 2. Section 3 explains the
concept of attacks applied on ECC (Naive attack, Baby Step, Giant Step attack and Pollard’s Rho attack). The simulation of the
cryptanalysis performed on Tawalbeh et al. chosen elliptic curve is shown in Section 4. Conclusion is given in Section 5.
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2. Tawalbeh et al. multimedia encryption scheme using elliptic curve cryptography

Tawalbeh et al. presented two algorithms for performing encryption of multimedia data based on elliptic curve cryptog-
raphy using the elliptic curve Es333gg39(2, 7) : y% =x3 + 2x+ 7 mod 53330939.

2.1. Joint compression and encryption

The source image is divided into 8 x 8 pixel blocks and Discrete Cosine Transform (DCT) is applied followed by quanti-
zation. Out of each 8 x 8 pixel blocks, only the DC component is processed for encryption using ECC. Each DC component is
encoded onto elliptic curve using Koblitz embedding technique where the elliptic curve is given by:

E53330939(2, 7) . y2 = X3 +2x+7 mod 53330939 (1)
After encoding the DC component into elliptic curve point, ECC is applied to generate the ciphertext K.
Km = {iG, (Tin + iRp)} (2)

whereGgenerator point.irandom integer in the range of (1, n).ncyclic order of finite elliptic curve for a given Generator
G.Tmencoded plain message m using Koblitz embedding technique.Rgpublic key of receiver.Each cipher text consists of two
points iG and points addition of T;; +iRg. As each point consist of x and y coordinate, the ciphertext consists of four values.
These four values are stored in the higher frequency coefficient lower right corner of each block. The DCT coefficients along
with the encrypted data constitute the cipher image. The cipher image is transmitted to the receiver.

2.2. Compression-independent encryption

Given a greyscale image, the image is divided along each bit plane b;, where i ranges from (1 to 8). Bitplane 8 constitute
the most significant bits (MSB) and bitplane 1 constitutes the least significant bits (LSB). The higher bits contain most of
the significant visual information. To achieve perceptual encryption, only the higher bits are selected for encryption. From
a bitplane, 8 bits are grouped to form segments. Each segment is encoded as a point in an elliptic curve Es3330939(2, 7)
and encrypted to generate four cipher values represented by 32 bits. The cipher values are stored in the LSB bitplane. Each
encrypted segment is linked to 4 cipher values each of 32 bits. The 4 cipher values are grouped to form a block of 128 bits.
An 8 bits segment can have values ranging from 0 to 255. So, 256 blocks can store all the segments. Block number is stored
in place of the original segment.

3. Attacks on elliptic curve discrete logarithmic problem

The strength of ECC relies on the difficulty to solve the elliptic curve discrete logarithmic problem (ECDLP). Given a point
R and G such that R=iG where, iG is point multiplication of i and G. It is exponentially difficult to find i given R and G. Here,
three attacks associated with ECDLP are explained.

3.1. Naive attack

In naive approach, the adversary tries all the possible values of i until iG==R. This approach is practically impossible if
the order n of the elliptic curve for a given generator G is very large. There are recommended curves given by organizations
like National Institute of Standard and Technology (NIST) [22], Brainpool [23], etc. Using one of the recommended elliptic
curve parameters will prevent the naive attack.

3.2. Baby Step, Giant Step

Baby Step, Giant Step (BSGS) was developed by Shank [24]. BSGS requires around /7 steps and /7 storage to solve an
ECDLP, where 7 is the cyclic order of an elliptic curve over a finite field. BSGS is performed as follows:

1. Select an integer i > /77 and compute iG.

2. Compute and store a list of jG where, 0 <j<i.

3. Calculate the points R — kiG where, k=0, 1, 2, .. ., i — 1. For different k values, more then one match may be found from the
list of jG.

4, If jG==R — kiG, then I=j+ kimod 1.

5. If multiple I values are obtained denoted as I;, counter check [;G with Rg. If ;G==Rg, then the secret key is I;.

3.3. Pollard’s Rho attack

Pollard’s Rho method is a probabilistic approach and it was developed by Pollard [25]. The procedure for Pollard’s Rho
attack is as follows:
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. Randomly choose «g and By and compute Rg =G+ SgR.
. Define some o number of M; =«;G+ ;R where, ¢; and B; are random integers less than .
3. Compute Rj:q =f(R;) till a match between R+ and any precomputed R; is found. Keep recording how R; is expressed in
term of G and R.
f(R;))=R; +M;
iin M; is chosen such that i=x-coordinate of R; mod o
4. [fR] = U]G + U]R and Rj+1 =Rj +M;, then Rj+1 = (uj + O[,‘)G + (U] + ﬁi)R, NoJ (Uj+1 » Vi1 )= (Uj, l/]) + (O[i, /3,) When, RjO =Rjp we
have,

N =

Ujoc + VjOR = ui()G =+ UioR (3)
Hence,
(ujp — Ujo)G = (vjo — vjo)R (4)

If GCD (vjo — vi0, ) = d,
k = (vjo — vio) ™ (uig — tjp) mod 1/d (5)
The above process requires storing of all previous computed R;. Another approach is to compute pairs (R;, Ry;). This method

does not require storing all the pre computed R; except for the pairs. If R; == Ry;, use the coefficient of G and R in R; and Ry; to
compute the value of k as given in (5).

4. Simulation

Simulation for cryptnalysis of Tawalbeh et al. multimedia encryption scheme is shown in this section. The simulation
was performed on a core i7 processor with 8 GB RAM using Mathematica. The elliptic curve parameters given in Tawalbeh
et al. encryption scheme are:

1]
~ U NN

3330939

a
b
p
G=(503152, 736)

Various algorithms are available to find the order of a finite elliptic curve for a given generator G. Hasse’s theorem [14]
gave an upper and lower bound for the order » of an elliptic curve Ep.

p+1-2/p<n<p+1+2Jp (6)

On computation, the order of the elliptic curve Es3330939(2, 7) was found to be n=53339460. The order of the Tawalbeh et al.
elliptic curve Es3330939(2, 7) is not big enough to provide security. We randomly chose some secret integer nA < (1,7 — 1) and
computed Rg =nAG. Using Rg and the elliptic curve parameters given by Tawalbeh et al., nA is solved using naive, BSGS and
Pollard’s Rho attack. As 7 is not large enough, applying naive approach can solve the private key nB in Rg requiring around
138 min.

4.1. Implementing BSGS attack on Tawalbeh et al. elliptic curve parameter

Using the Tawalbeh et al. elliptic curve parameters given in Table 1. We implement BSGS attack to solve nB from Rp.
Following the procedure given in Section 3.2.

Table 1
Elliptic curve parameters.
Parameter Value
a 2
b 7
p 53330939
G (503152, 736)
n 53339460
Rg (31866363, 21842041)
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Table 2
Elliptic curve parameters.
Parameter Value
a 2
b 7
P 53330939
G (503152, 736)
n 53339460
Rg (10442931, 9599293)

. i=Round[,/n]+1=7304.

. Alist of jG is computed and stored where j ranges from 1 to i.

3. Rg — kiG is computed for k ranging from 1 to i — 1. Rg — kiG==jG holds true at multiple instances of {(k=2404, j=6280),
(k=4839, j=860), (k=7273,j=2744)}.

. Using the values from Step 3, the possible B values are {17565096, 35344916, 53124736} where nB=j+k x i.

5. IG is computed with the values obtained in Step 4 and cross checked with the value of Rg. The correct 1B value is obtained

as 53124736.

N =

N

The whole process just took 13.09 s to successfully find the secret value nB using BSGS attack.

4.2. Implementing Pollard’s Rho attack on Tawalbeh et al. elliptic curve parameter

In this section, Pollard’s Rho attack is implemented on Tawalbeh et al. elliptic curve parameter, solving nB from Rg. The
parameters are shown in Table 2.
Following the procedure given in Section 3.3.

1. Ry=5G+20Rg.
2. Fori=9, M; are set as:
My =69G +226Rg
M; =396G +965R;
M, =2383G +8006Rp
M3 =40710G +60693Rp
M4 =135045G+458013Rp
Ms =779111G +835994Ry
Mg =923726G+3526012Rp
M7 =24491991G+31418134Rp
Mg =37827445G+47379639Rg
3. Keeping tract of the coefficient of G and Rg during the random walk, a match was found at:
29011122658G+37917280635R5 =60461180758G+78801061911Rp
—31450058100G=40883781276Rp
d=GCD(40883781276, 53339460)=12
n/d=4444955
Using Eq. (5), k is computed as: k = 3130058100 mod 4444955
k=2337625.
4. Compute kG and compared with Rg. kG=(10442931, 9599293) = Rp.
5. Hence, k=secret key nB=2337625.

The whole process took just 0.91 s to find the correct key.

Using naive attack, it is possible to determine the private key for the Tawalbeh et al. elliptic curve parameter, but the time
taken is very large compared to BSGS or Pollard’s Rho method. So, BSGS or Pollard’s Rho attack is used to obtain the private
key of the receiver and easily decrypt the cipher data encrypted using Tawalbeh et al. elliptic curve parameter. Security of
an encryption scheme depends on the key/keys used. The algorithm will be known to all. Once the original key is obtained,
any data encrypted using Tawalbeh et al. encryption scheme can be easily deciphered.

4.3. Cryptanalysis of Tawalbeh et al. encryption scheme

In this section, we generate a cipher image using Tawalbeh et al. join compression and encryption scheme with Tawalbeh
etal. elliptic curve parameters. Sample plain images are shown in Fig. 1a-c. Cipher images are shown in Fig. 1d-f. Deciphered
images are shown in Figs. 1g-i. The encrypted cipher images contain some concentrated white pixels in each 8 x 8 which
depicts the outline of the original images. This became one of the disadvantages for the scheme. The private keys are derived
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(9) (h)

Fig. 1. Images showing simulation for cryptanalysis of Tawalbeh et al. encryption scheme. (a—c) Plain images: clock, airplane and cameraman respectively.
(d-f) Encrypted images using public key as (43328336, 28765282), (11459588, 44637139) and (52116656, 32595475) respectively. (g-i) Decrypted images
after cryptanalysis of private key (50780860, 45705293 and 1329512) from the corresponding public key.

by solving elliptic curve discrete logarithmic problem using BSGS and Pollard’s Rho attack. As some of the AC component of
the DCT coefficient are quantised to O before encryption, the deciphered image is degraded.

5. Conclusion

The encryption scheme presented by Tawalbeh et al. depends on ECDLP but the parameters chosen for performing the
encryption operation has got a small order size 7, not large enough to provide efficient security. The BSGS approach took
around 13 s and Pollard’s Rho attack around 1 s to solve the private key from a given public key. Simulation results of the
cryptanalysis of Tawalbeh et al. encryption scheme is presented in this paper. If recommended elliptic curve parameter
supplied by organizations like NIST or Brainpool are used then the attack using naive approach, BSGS or Pollard’s Rho would
be practically infeasible.
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