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Abstract—Recently, the concept of Internet of Things (IoT) is
attracting much attention due to the huge potential. IoT uses
the Internet as a key infrastructure to interconnect numerous
geographically diversified IoT nodes which usually have scare
resources, and therefore cloud is used as a key back-end sup-
porting infrastructure. In the literature, the collection of the
IoT nodes and the cloud is collectively called as an IoT cloud.
Unfortunately, the IoT cloud suffers from various drawbacks
such as huge network latency as the volume of data which is
being processed within the system increases. To alleviate this
issue, the concept of fog computing is introduced, in which fog-
like intermediate computing buffers are located between the IoT
nodes and the cloud infrastructure to locally process a significant
amount of regional data. Compared to the original IoT cloud,
the communication latency as well as the overhead at the back-
end cloud infrastructure could be significantly reduced in the
fog computing supported IoT cloud, which we will refer as IoT
fog. Consequently, several valuable services, which were difficult
to be delivered by the traditional IoT cloud, can be effectively
offered by the IoT fog. In this paper, however, we argue that the
adoption of IoT fog introduces several unique security threats.
We first discuss the concept of the IoT fog as well as the existing
security measures, which might be useful to secure IoT fog. Then,
we explore potential threats to IoT fog.

I. INTRODUCTION

Thanks to the recent advances in the embedded and net-
working technologies, the concept of Internet of Things (IoT),
which is a collective network of various computing objects
namely IoT nodes, has arisen. While most IoT nodes such
as a smart watch have only limited resources, they tend to
have a networking capability as well as both audio and visual
sensors. It is not difficult to imagine that in the near future, IoT
will have a significant impact on our daily lives. However, to
unleash the full potential of the IoT, one significant challenge
to overcome is the fact that each IoT device is with a limited
resource. In particular, most IoT devices are battery-operated
as well as they are constraint in size.

In a cloud supported IoT architecture, which is commonly
referred as IoT cloud, IoT nodes need to exchange messages
with the back-end cloud frequently. Unfortunately, as the size
of 10T cloud grows, the network latency increases, which
is apparently a critical issue to time sensitive IoT cloud
applications. Furthermore, the overheads on the back-end
cloud will grow and the bottleneck nodes on the path between
the ToT nodes to the cloud will be more congested. This

means that the 10T cloud may not be proper to run large-scale
latency-intolerant applications. To address this issue, the new
concept of fog computing has been introduced [1]. In essence,
fog computing is a hierarchically structured cloud computing
in which additional computing buffers, which process the
data between the cloud and the terminal IoT devices, are
introduced. In the traditional IoT cloud, the messages from
each IoT device have been directly destined to the back-end
cloud. In contrast, in case of fog computing powered IoT
cloud, which we name by IoT fog during the rest of this paper,
the messages from the terminal IoT nodes could be processed
by intermediate fog-like computing servers, and the overhead
on the cloud as well as the congestion on the bottleneck nodes
will be leased.

It is expected that in the near future, IoT fog will collect
and process deeply personal information. As a result, without
proper security and privacy-preserving mechanisms, [oT fog
cannot be adopted despite of its usefulness. Clearly, IoT fog
will suffer from the classical security and privacy issues which
are inherited from IoT cloud. In addition, it suffers from
unique threats due to the adoption of fog infrastructure such as
node-compromised attack. Unfortunately, there have been no
serious study conducted on this issue. This paper aims to fill
this void by introducing the concept of IoT fog (Section II), by
discussing about the existing security and privacy-preserving
measures for IoT cloud (Section III), which might be useful
to protect IoT fog, and the security and privacy issues in IoT
fog (Section IV). In addition, we also discuss about future
research directions in Section V.

II. OVERVIEW OF FOG COMPUTING

In this chapter, we describe fog computing environment
and the limitations of cloud as a back-end infrastructure
for IoT environments. Based on the perspective of Cisco,
fog computing is considered as an extension of the cloud
computing paradigm, but is a more highly virtualized platform
that provides computation, storage, and networking services
between end IoT devices and back-end cloud servers [2].
Because a fog client usually off loads its tasks to the nearest
fog node, fog nodes are able to provide location-awareness and
low latency to users. The fog paradigm is well positioned for
real time big data analysis, supports densely distributed data
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Fig. 1: The hierarchical fog computing architecture

collection points and provides advantages in entertainment,
advertising, personal computing and other applications. The
hierarchical fog computing architecture is shown in Figure 1.
Conceptually, fog computing consists of 3 main compo-
nents, (a) IoT nodes, (b) fog nodes, and (c) back-end cloud.
The IoT nodes are with various sensors and generate local
data. The fog nodes are devices with more computing power
than usual IoT nodes. The IoT nodes are connected to the
fog nodes through a short-range communications such as Wi-
Fi, ZigBee, Bluetooth. As it is expensive and time-consuming
to send all of data from terminal IoT devices to the back-
end cloud through the high latency network (i.e. Internet),
fog layer is positioned nearby IoT devices and autonomously
processes data in real time nearby the network edge. Because
fog nodes have more memory or storage ability for computing,
it is immediately possible to process a significant amount
of data from IoT nodes. Those data and computation which
needs more computing power are sent to the back-end cloud
from the fog nodes through high-speed wire or wireless
communication. Situation-awareness information, contextual
information is generated by analyzing data collected from
devices. Analyzing data based on the situational information
can provide more specialized services to users. It can predict
possible future situation that helps user make decisions.

III. RELEVANT SECURITY TECHNOLOGIES

This section examines the state-of-art IoT security tech-
nologies, which are possibly useful to secure fog computing
environment.

A. Security Technologies for IoT Network

The concept of fog computing involves the communication
among a number of IoT devices, fog nodes, and back-end
clouds. Therefore, it is important to make the communications
secure. However, due to the salient features of fog com-
puting, existing solutions for secure communications cannot
be applied directly. A node in fog cloud environment is a
single object that is represented as the personal, site, or IoT
device. Those do not represent the information flow that is
reproduced and passed. The wrong information is spread by

the authenticated malicious users, or devices. The wrong in-
formation causes big problems and leads to a lot of damage. In
addition, it is difficult to properly indicate the information flow
between fog nodes connected to those things. Although some
algorithms establish authentication and securely communicate
with things in IoT fog environment, it requires to develop new
algorithms.

B. Security Technologies for Fog Node

Due to the uniqueness of the fog node, a multi-OS envi-
ronment is essential. Therefore virtualization technology is
basically prevented from access of other operating systems,
but if there is a problem in kernal mode, it does not prevent.
In fog computing environment, much of the information is
gathered into a fog node. If wrong information is spread by
exploiting vulnerability, we expect that it is in a big problem. It
requires to a dynamic analysis technique to monitor fog node
in real time. Typically, the performance overhead of dynamic
analysis is high. Therefore, it is difficult to apply to a OS
that has a relatively low computational power and maintains
a real-time processing.

C. Security Technologies for loT Node

ToT nodes are distributed and work at edge network. The IoT
nodes will face many threats that usually do not appear in well-
managed cloud environment. In IoT fog environment, various
fog nodes provide services that is based on the information
collected from the IoT nodes. When some IoT nodes are out
of order or provides wrong information, it can affect people.
Attacker has many chances to compromise various devices
with sensors. Status information that is analyzed from fog
nodes involves being of aware what is happning. The attacker
is able to predict user behavior and abuse its information.

IV. SECURITY AND PRIVACY ISSUES IN FOG COMPUTING

In this section, we analyze potential security and privacy
problems in fog computing.

A. Man-in-the-middle Attack

In fog computing, there is the potential of a typical man-in-
the-middle. In this attack, gateways serving as fog devices may
be compromised or replaced by fake ones. Traditional anomaly
detection methods can hardly expose man-in-the-middle attack
without noticeable features of this attack collected from the
fog [3]. In some scenarios, it is difficult to protect commu-
nication between fog node and IoT devices using encryption
method. Encryption and decryption methods consume large
amount of battery on mobile device.

B. Intrusion Detection

Intrusion detection techniques are widely deployed in cloud
system to mitigate attacks such as insider attack, flooding
attack, port scanning, attacks on Virtual Machine(VM) and
hypervisor. This intrusion detection system analyzes and mon-
itors access control policy, a log file, and user log infor-
mation in order to detect intrusion behavior. It can be run
on network side in order to detect malicious activity such



as DoS, port scanning. Fog computing based IoT device
has limited computing and resources, therefore it is difficult
to detect the rootkit. An attacker can obtain kernel level
privileges in a specific Operating System(OS) by exploiting
vulnerability by using a hardware virtualization technology.
The rootkits can cause problems to attack a specific system or
export important information by having higher privileges than
embedded hypervisor.

C. Malicious Detection Technique in Fog Computing Environ-
ments

When some fog nodes are compromised, hybrid detection
technique is useful to detect malicious code in fog nodes. It
is combined with signature-based detection technique [4] and
behavior-based detection technique [5]. However, [oT devices
have low computing power. The behavior-based detection tech-
nique costs largely overhead. While signature-based detection
technique is more efficient than it. However, it is difficult
to detect various forms of the malicious code in fog nodes.
In order to complement this problem, some computation of
behavior-based detection techniques that is running on the
cloud is distributed into fog nodes. Suspected malware files
on a fog node are sent to cloud. If the file is new malware,
a result of analysis is stored in the signature database. The
result is transmitted to the fog node and updated signature
information.

D. Malicious Fog Node Problem

In order to provide service to user, fog nodes process data
received from the IoT devices. If the workloads is heavy,
it is divided into several jobs and processed by several fog
nodes. If some fog nodes are compounded by a malicious
user, it is difficult to ensure the integrity of the data. Before
the computation begin, fog nodes must be trusted each other.
An authentication protocol is required. Fog nodes should trust
cloud, because there is no a fog node that manages other fog
node. In order to process a volume of data, fog nodes which
is authenticated by the cloud should be only located in fog
environment.

E. Data Protection

Messages generated from IoT devices is sent to the nearest
fog nodes. It is difficult to process a volume of data on IoT
devices. The data is divided into some parts and sent to several
fog nodes to process it. At this point, the contents of the
data should be analyzed without exposing it. When distributed
and processed data is merged, the integrity of the data should
be guaranteed. Because of limited resources, it is difficult to
encrypt or decrypt data on IoT device. As a result, light-weight
encryption algorithms or masking techniques [6] are required.

FE. Data Management Issues

10T fog will have a significant impact on our daily lives and
process deeply personal information. Fog nodes are geograph-
ically distributed, making it difficult to know data’s location.
The user wants to be provided with the same services in other

areas. It is difficult for user to know whether the node provides
the same service. Some fog nodes by having duplicated files
will cause a waste of resources. Security issues of personal
information is happened on distributed fog nodes by wrong
approach by malicious user.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we explore sensor, a fog node and cloud
which combine to form a fog computing environment. We
also describe security issues in each area. Fog computing
provides the improved quality of services to the user by
complementing shortages of cloud in IoT environment. IoT
technology is utilized in various fields in the future and
have to be protected from security threats. In this paper, we
highlighted the need to configure the secure fog computing
environment through security technologies which we analyzed.
The extended work could be to develop a system to efficiently
collect and analyze various logs generated in fog computing
environment. It provides a meaningful situation information to
users.
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