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VI. CONCLUSION

Compared with physical security for conventional 

substations, and cybersecurity for IT networks, research on 

intrusion detection for IEC 61850 based substations is lacking. 

In particular, published literature lacks validation of solutions 

using data from real electrical substations. Furthermore, and as 

a result, many published approaches do not focus on providing 

solutions that are truly tailored to practical implementation at 

the physical application layer. This research has proposed and 

developed a multi-layered IDS that focuses on the specific 

physical environment and application data of the substation to 

be protected. Key to this is the novel use of configuration 

information from the SCD file in order to automatically 

configure the deployed IDS to the substation where the IDS is 

installed. 
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