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Abstract

With the cloud storage services, users can easily form a group and share data with each other.
Considering the cloud is untrusted, public auditing is needed to ensure the integrity of the shared
data. Once a user is revoked from the group, signatures from this revoked users need to be
re-computed by an existing user, which may incurs heavy communication and computation cost.
Proxy re-signatures can be used here to allow the cloud to compute re-signatures on behalf of the

group. However, a malicious cloud is able to arbitrarily convert signatures from one user to
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another using the re-signing keys. Moreover, collusion between revoked users and malicious
clouds will disclose the secret values of the remaining users. In this paper, we propose a novel
public auditing scheme for the integrity of shared data with efficient collusion-resistant user
revocation. In addition, we extend the proposed scheme to support securely signature and
verification outsourcing, which allow more efficiency for group users and the auditor. The
numerical analyses and experimental results demonstrate that our scheme is provably secure and
highly efficient, the outsourcing algorithms make the signatures generation and verification
process more efficient and affordable for mobile devices.

Keywords: Cloud Storage, Public Auditing, User Revocation, Collusion-resistant, Outsourcing,
Mobile environment.

1. Introduction

Cloud storage is one of the most crucial services of cloud computing, which provides
users with elastic storage space. Users are allowed to modify and share their outsourced data in
the cloud anywhere and anytime [1]. However, data security has become a critical problem that
prevents this new paradigm of data hosting service from widespread adoptions. One of the
biggest concerns of the data security is the integrity of the outsourced data in the cloud. Although
the cloud storage providers commit a reliable and secure storage service to users, the integrity of
outsourced can still be corrupted due to carelessness of humans or failures of hardware/software
[2, 3]. Besides internal threats, external adversaries may also destroy the integrity of the
outsourced data in the cloud. Therefore, public integrity auditing is needed to convince the users
that the outsourced data is correctly stored in the cloud.

To ensure the integrity of outsourced data in an untrustable cloud, a number of protocols
have been proposed based on various techniques [4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16]. In all
these protocols, the data owner computes a signature on each block of the data and outsources
the data together with the corresponding signatures to the cloud, which allows not only the data
owner, but also a third party auditor (TPA) to check the integrity of data in the cloud without
downloading the entire outsourced data. However, most of the previous works only consider the
case of personal data, which means that there is only one modifier, namely the data owner, who
holds the secret key and can modify the data.

Different from these works, Wang et al. [12, 13, 14, 15] focus on how to audit the
integrity of the shared data. In this scenario, users can easily modify and share data as a group
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with the cloud services, every user in the group is able to not only access and modify the shared
data, but also share the version that he/she has modified with the rest of the group. In Ref. [12]
Wang et al. proposed Qurta, a public auditing scheme for shared data in the cloud utilizing ring
signature-based homomorphic authenticators, which preserves identity privacy of group users
from the TPA during auditing. However, this scheme suffers from an inefficient user revocation
and the size of the signature is linear to the group size. To overcome the shortcomings of their
previous work, Wang et al. [13] utilized the advantages of group signatures and proposed Knox,
which can preserve the identity privacy of users from the TPA. Besides, the size of the
verification information in Knox, as well as the time it takes to check the verification information,
are independent from the group size. However, Knox needs users to share a secret value with the
TPA and the user revocation of it is also costly. Recently, Wang et al. [15] improved their public
auditing scheme to support efficient user revocation using proxy re-signatures, which allows the
cloud to convert the signatures that were previously computed by a revoked user into signatures
of an existing user in the group. However, the cloud in [15] needs to know all the re-signing keys
between any two users of the group in advance since the revoked users may not corporate to
generate the re-signing keys for re-signatures. This may lead to two serious security problems.
First, a malicious cloud may arbitrarily convert signatures of one user into signatures of another
using the re-signing keys. Second, collusion between the revoked users and the cloud may
disclose the secret keys of all the remaining users in the group. Apart from the two problems
above, the computation cost of auditing in [15] is linear to the group size, which limits the
scalability of the scheme.

For the sake of secure user revocation and efficient integrity checking, Yuan et al. [16]
proposed a public integrity checking scheme utilizing polynomial-based authentication tags,
which is collusion-resistant and of a constant computational cost on the user side. However, this
scheme suffers from two serious secure vulnerabilities. A malicious cloud server is able to
discard all the shared data and generate a valid proof of data possession by reserving some
intermediate results or a previous valid proof, which we refer to as replace attack and replay
attack, respectively. The details can be found in the appendix. As far as we know, it is still an
open challenge to design a public integrity auditing scheme for shared data with efficient

auditing and secure user revocation.
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To solve this challenging problem, we propose a novel public auditing scheme for the
integrity of shared data with efficient auditing and secure user revocation. By leveraging the
concept of Shamir Secret Sharing, our scheme splits the re-signing process into a number of parts
and deploy them to different proxies. Thus the re-signing keys do not need to be computed in
advance and stored in the cloud as the previous works [15] does, and this new design prevents
the cloud from arbitrarily converting signatures between any two users in the group. In particular,
the decentralized re-signing process makes the collusion attacks practically infeasible. Besides,
the utilization of our improved polynomial-based authentication tags, which is free from the
replace attack and the replay attack mentioned above, makes the auditing of our proposed
scheme secure and efficient. In addition, we devise two algorithms to securely outsource the
signatures generation and integrity proof verification to untrusted cloud servers, respectively.
This allows more efficiency for the client side, namely the group users and the auditor. As we all
know, exponentiations and bilinear pairings in ECC group are computation costly, which
dominates the computation overhead of the signatures generation and integrity proof verification
processes. To speedup the two processes, we investigate on offloading these costly computations
to an untrusted cloud server in a privacy-preserving way.

Our research contribution can be summarized as follows:

1) Leveraging the concept of Shamir secret sharing, we propose a public integrity
auditing for shared data in the cloud with efficient auditing and collusion-resistant user
revocation.

2) We improve the security of polynomial-based authentication tags, the utilization of
which makes the auditing of our scheme efficient and secure.

3) We devise algorithms to securely outsource the signatures and verification process to
an untrusted cloud server, which allows more efficiency for the client side and makes the scheme
more affordable for mobile environments.

4) We evaluate our scheme in numerical analysis and experiments, the results of which
demonstrate that our scheme is of provably security and highly efficiency.

The rest of this paper is organized in the following way: Section 2 defines the system
model, security model and our design goals. Section 3 introduces several cryptographic

primitives. Section 4 presents the design details of our proposed scheme and its security analysis.
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Section 6 presents the numerical analysis and experimental results. Section 7 discusses related
works. Section 8 concludes the paper.
2. Problem Statement

In this section, we first give a description of the system model and framework for shared
data integrity auditing. Then, we define the security model and discuss the security challenges to
design a public integrity auditing for shared data with secure user revocation and computation
outsourcing. Finally, we give the design goals of the proposed scheme.
2.1.  System Model and Framework

As illustrated in Fig. 1, we consider a cloud storage auditing system with four entities: the
cloud, the third party auditor (TPA), the group and the proxies. The cloud provides data hosting
and sharing service to the group. The TPA is able to publicly audit the integrity of the shared
data in the cloud for the group. The group is an entity consisting of users, who create data and
share with each other. Users in the group trust each other and are able to manage the group
cooperatively. With the services provided by the cloud, users of the group can easily modify the
shared data and share data within the group. The shared data is further divided into a series of
blocks and each block is attached a signature computed by its modifier.
2.2.  Security Model

Generally, there are three sources of threats for the integrity of shared data in the cloud.
The first is the cloud servers, which may unawarely corrupt shared data due to human errors and
hardware/software failures, or intentionally hide data lose from the users for reputation. What’s
worse, a malicious cloud may try to convert signatures of an important user into signatures of
another less important user since the blocks signed by the former will be accessed more
frequently than the latter, which will cut down the operation cost. The second is the external
adversaries, who may try to prevent the group users from using the shared data correctly by
destroying them. The third is the revoked users, who may still try to generate valid signatures of
the group or collude with the cloud to disclose the secret keys of other users in the group through
the re-signature keys that are used in re-signing process.

To ensure the integrity of the shared data, users need to compute signatures for the blocks
that are modified and outsource the blocks together with their corresponding signatures to the
cloud. When a user leaves the group for some reasons, such as misbehavior, the blocks previous

signed by this revoked user need to be re-signed such that the integrity of shared data can still be
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audited and only be audited with the public keys of the existing users in the group. During the
re-signing process, a re-signing key is needed. However, we can not always expect that the
revoked users will cooperate in the re-signing key generation process, which involves the secret
keys of the revoked user and an existing user of the group. Thus, a direct and trivial solution,
which is adopted by the previous work [15], is to compute the re-signing keys for any two users
of the group in advance and store these re-signing keys in the cloud. This gives the chance for
the revoked users and the cloud to collude to reveal the secret keys of the other users in the
group.
2.3.  Design Goals

To provide an efficient public integrity auditing for group data with efficient auditing and
collusion-resistant user revocation, the following goals are kept in our mind throughout the
design: (1) Correctness: The TPA is able to verify the integrity of shared data with the public
keys of the existing users in the group even if user revocation happens. (2) Efficiency: The
scheme should be efficient for the client side. In other words, the signatures generation and user
revocation processes are efficient for users side and the integrity proof verification process is
efficient for the auditor side. Besides, the storage overhead of our scheme is small. (3)
Collusion-resistance: The user revocation is collusion-resistant and the integrity auditing process
is secure against replace attack and replay attack.
3. Preliminaries

In this section, we introduce some cryptographic techniques that will be used in this
paper, including bilinear maps, threshold secret sharing and proxy re-signatures.
3.1.  Bilinear Map

Let G; and G, be multiplicative cyclic groups with the same prime order p, and g is the
generator of group G;. A bilinear map isa map e : G; X G; — G; such that for all u, v e G; and

a,beZ a by _ ab . .
., e(u®, v) =e(u, v)*. Of course, the map e must be efficiently computable and

non-degenerate: e(g, g) # 1.
3.2.  Shamir Threshold Scheme

Threshold scheme, first proposed by Shamir et al. [17], is able to distribute a secret
among a group of participants, each of whom is allocated a share of the secret. The secret can be

easily reconstructed with sufficient shares. Besides, it is impossible to recover the secret value
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without sufficient shares. Suppose that there are n participants P;(i =1, ..., n) in the group and
Z
the secretis ° < v , the procedure of a (x, n) threshold scheme is as follows:

Z
Firstly, the dealer random choose x — 1 random elements &< fori= 1,....,k—1,

and construct an interpolation polynomial:

L(X)=s+ax+---+a_ x""

K—

Secondly, the dealer computes y=txpez,lsgs<n

y;j) to Pi. Note that s = L(0).

with different x; and sends (X;,

(CTET0) o

Thirdly, given a set of at least « different points J in the L(x), the dealer is

able to reconstruct the secret value as follows:

NOED WA

i=1

ﬂ"j (x) = Hlsfg;«,frj(x
where i f . Then the secret is recovered

s=LO =X 4 O
Using the Shamir threshold scheme, the secret key of users can be split and distributed among
the groups, which can be recovered for computing the re-signing keys when user revocation.
3.3.  Proxy re-signatures

Blaze et al. [18] first proposed the concept of proxy re-signatures, which allow a
semi-trusted proxy to convert signatures from one user to signatures from another. Meanwhile
the proxy itself does not learn any signing keys and can not arbitrarily compute signatures on
behalf of both of the users. In [19], Chow et al. investigated the security of bidirectional schemes
and showed how to design a generic unidirectional proxy re-signature scheme using
homomorphic compartment signature. Instead of the above two schemes, our scheme is based on
the proxy re-signatures proposed by Ateniese et al. [20]. However, direct adoption of the proxy
re-signatures of Ateniese will lead to serious security problems, namely collusion attacks.
3.4.  Algorithm for outsourcing multi-exponentiations

The algorithm GExp, proposed by Wang et al. [21], allows a client to compute product of

a series of exponentiations with the help of an untrusted cloud server. It takes ALy and ui
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s A s

. - l-l ceey P -
e G ASISNISSS) asinputs, and outputs ML L) g algorithm can be
described as follows:
Step 1: The client invokes BPV+ or SMBL [21] to generate four random pairs

{CVIN) FE , where #i =9 . Pick a random value y with respect to the security parameter and

b4jeZ

i ,(A<i<r,l
a series of random number " (<<

p S<9) Then the client computes the following

values:

Cij =& _bi,jZ

Y]

Wi = U I uy

hy = u /o,

1)

(9i = (alz j=1bivj B 052)1 + (0!32 J'=1Civj N 0l4)

t
Step 2: The client invokes BPV+ or SMBL to obtain (%9 Va2 and queries the

cloud server U in random orders as:
U, /t,g")—> B, fori<i<r
lr+ -_— r
U(o/t,,.g™)—> A whered=t_,-> 6
U, w, )—>C  forlSisrilsjss

1
U(c,, h;)—> D, forlSisri1s jss

i ij’

When receives a query U(a, b), the cloud computes and returns b® to the client.

Step 3: The client checks whether ATl Bi=0 . If it holds, then the client computes

<<
the results as follows, for 1 S1S T

l_s[”iéifj = (u, S Ci,j)lBiﬂz:l_S[Di,j
j=1 j=1 j=1

Although the algorithm allows the client to compute the product of a series of
exponentiations via secure computation outsourcing, it still needs the client to composite the
final result. This incurs quite a number of multiplications and additions for the client side.
3.5.  Algorithm for outsourcing single bilinear pairing

The algorithm of Chen et al. [22] allows a client to compute e(A, B) with the help of two

untrusted cloud servers in a privacy-preserving way. Let U;j(A1, A2) — e(A4, A;) denote that cloud

https://freepaper.me/t/aPrres 1 S dasyi Cusgd =l

Page 8 of 34



server U; takes as inputs (A1, A;) and ouputs e(A, A;). Their algorithm can be described as
follows:

(1) The client invokes a subroutine named Rand [22] to obtain three six-tuple (X, Yi, xiX;i,
YiYi, 4i), where 4; = e(xiX;, yiY)and i =1, 2, 3.

(2) The client queries Uy in random orders as

U (A+xX,,B+yY)—>e(A+xX,B+yY)=a,

U, (%X, + Y, X,,Y,) = e(X,,Y,)r " =
U,(x,X,,y,Y,) > e(x,X,,y,Y,) = 5,
U (X X5, Y5Y5) = e(X X5, y,Y,) = 7,

2

(3) The client queries U, in random orders as
U,(A+ X, yY)—>e(A+X,,yY,)=a,
U,(x,X,,B+Y,)>e(x,X,B+Y)=a,
UZ(XZXZ’ yZYZ) - e(XZXZ’ yZYZ) = ﬂz
UZ(XSXS’ y3Y3) - e(x3x3’ y3Y3) = 7/2

? ?

inally, the client checks the responses of U; and U by 7+~ 72 and 71+~ 72 If they
(4) Finally, the client checks th fUrand Uy by A =P and 71772 Ifth

_ 1 fa,M
hold, the client computes (A B) = @1@,2s a4

The above algorithm uses an offline subroutine Rand to speedup the online computations.
However, it does not support batch outsourcing of multiplications of a series bilinear pairings,
which are the cases in integrity proof verification process.

4. Our Scheme

In this section, we first give an overview of our scheme and then we present the design
details. Last but not least, we enable our scheme to support data dynamics.
4.1.  Overview

To achieve the design goals, we proposed a new public integrity verification scheme for
shared data utilizing the concept of Shamir threshold, which requires the users to distribute their
secret values among the group and allows the group to compute a re-signing key for a revoked
user after revocation. Thus our scheme does not need to compute all the re-signing keys between
any two users of the group in advance and store the re-signing keys in the cloud as [15]. Besides,
the proposed scheme is able to limit the capacity of the cloud and make the collusion between

the cloud and revoked users practically infeasible. Moreover, we have improved the
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polynomial-based authentication tags [16] with resistance against replace attack and replay
attack mentioned above. By adoption of our improved polynomial-based authentication tags, our
scheme is able to reduce the communication cost and the computation overhead of TPA during
auditing process.

Specifically, we assume that there are d users {Uhias inthe group. In the GroupSetup
procedure, every user Ui in the group generates his/her secret value and distributes it among the
group with a threshold x. When user uy creates or modify a data block, he/she computes a
signature on this block in SignGen procedure. After u, is revoked from the group, the group is
able to generate a re-signing key rka_.», which is used for converting signatures previously
computed by this revoked user into signatures from an existing user uy in the ReSignature
procedure. In the Chanllenge procedure, the TPA generates a challenge message (CM) and
sends it to the cloud. Given the challenge message, the cloud is able to generate a proof of
possession of shared data in the ProofGen procedure. Finally, the TPA is able to verify the
integrity of shared data in the cloud by checking the correctness of the proof in the ProofVerify
procedure.

4.2.  Scheme Description

We now describe the design details of our scheme. Let G;, G, be two multiplicative
cyclic groups of prime order p and g be the generator of G;. e : G; x G; € G, is a bilinear map as
introduced in preliminaries and H : {0, 1}* — Gy is a secure hash function. The shared data is
split into n blocks, each has s segments: {m;}, 1 <i<n, 1 <j <s. The proposed scheme is
described as follows:

Syslnit. In this procedure, system parameters are produced. The founder of this group

ol
{g }1sj§s

Z
randomly selects “ < » and computes . Thus, the public system parameters are

ol
{p.g.n 50" b} and « is shared with the TPA.

Z
GroupSetup. For every user u; in the group, he/she generates a random 1€ as

his/her secret value and computes his/her private key ski = & and public key P<i = 9" Then

user u; distributes his/her secret value among the group as follows:
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a, ez, iell, k-1]

1) The user u; randomly selects and constructs an interpolation

k-1

<X obviously 1/¢ = L(0).

polynomial “(X) V& +ax+.-+a

X, eZp,k =1,...,d and

2) The user u; first generates d different random values
computes the secret value shares yx = L(xx). Then the user u; sends (xx, Yk) to user uy to distribute
the secret value of user u; among the group.

SignGen. When u; creates or modifies a block my of the shared data, the user computes a

signature on the block as:
N s aj me e,
o, =(H(@d)[J(e") “)" eG,
j=1

where idy is the block identifier for my and the detailed design of idy is described in the next part.
Then the user updates the corresponding block and its signature in the cloud.

ReSignature. When user u, is revoked from the group, the signatures previously
computed by this revoked user need to be transformed into signatures of an existing user in the
group as the following steps:

1) The cloud first randomly selects an existing user uy, to be responsible for the blocks
that were previously signed by the revoked user u,. Meanwhile the cloud randomly selects an

Z
element < €"¢ and sends it to up. Receiving the random R from the cloud, the user uy
computes &,/R and sends it to the group. Note that there is no particular restriction for the
choosing of user up, as long as up is an existing user in the group.

2) Given the &,/R and the secret value share (X, yx) of ug, user uk of the group computes

4

S =Y 8R s the re-signing key share and Pe= 0" asthe public key for this re-signing key
share. Then user ug sends (X, &) to one of the proxies and sends Py to the cloud for verifying the
re-signature share generated by the selected proxy.

3) Given the block m; and its signatures o previously computed by the revoked user u,,

N ajm .
e(c,,g)=e(H(@d)[Jg " pk,)
the proxy first verifies the signature 1= . If the equation holds, the

K

(k)
e I with the received re-signing key share (xx, &)

I =0

proxy computes the re-signature share

(k)
and sends the result <1 ) tothe cloud as a re-signature share.

Page 11 of 34
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(k)
(X»91) " from the proxies and the random R, the

4) Given at least « re-signature shares
cloud is able to compose the re-signature. For simplicity, we denote the indexes set of the

received re-signature shares as ¢. First, the cloud verifies the correctness of the received

(k) :
re-signature shares by checking ¢(@1 +9)=€(e.P). K €@ £ 411 the equations hold, the cloud

composes the re-signature as:

o/ =[] ()
1)

Challenge. To audit the integrity of shared data, the TPA first randomly select ¢ blocks

2 (O-R

out of all the blocks of the shared data, denote the indexes of the selected blocks as L. Then the
/
TPA generates two random number TS and computes X = g%, R = ¢'. After that, the TPA

( CM ={L,R'{xaj}1gjss}

ol
computes X" hicies . Finally, the TPA outputs the challenge message

and sends it to the cloud.

ol
ProofGen. On receiving the challenge message CM ={LRAXT iy

, the cloud
generates a proof of possession of shared data as follows:

1) The set L of selected blocks is divided into subset Ly, ..., Lq, where L; is the subset of
selected blocks that are signed by user u.

2) For each subset L;, the cloud computes

)

. ajZmlj
7, =[Je(e, R)=e([TH G )[Ts "

I
.9)
IeLi IeLi j=1

3) The cloud compose the proof as

N (lj .

o, =[] X fil1<i<d 3)
j=1

and
d

T = Hﬂ'i
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Then the cloud outputs a proof Prf = {{wi}i<i<q, 7} as the response to the challenge
message from the TPA.
ProofVerify. Given the auditing proof Prf = {{wi}i<i<4, 7} together with the challenge

ol
CM ={L,R,{X }1Sj§5}

message , the TPA can verify the integrity of shared data by checking

the correctness of the following equation:
d ?
[Te@/ pk[)-e(w, pk/)=7"(4)
i=1

n,=[]H(d)1<i<d
where et . Note that, the above equation can be further rewrited as

d X r i X
([L..eti@ pk)) == . If the equation holds, the TPA outputs TRUE, otherwise it returns

FALSE.
4.3.  Support Data Dynamics

To support data dynamic operations, the identifiers of data blocks need to be carefully
designed. This is because that the idnetifiers of blocks are included in the computation of
signatures. If we directly use the block indexes in the computation of signatures, the indexes of
blocks after a inserted block or a deleted block will be all changed. This requires to re-compute
the signatures of all these blocks even if the content of them are not changed. To solve this

problem, we design a data structure called dynamic data table (DDT), which allows a user to

modify a single block without changing the identifiers of the other blocks and their signatures, as

shown in Table 1.

The DTT is stored in the cloud and the TPA. More concretely, a block identifier is unique

id, ={B AV EBAHSY \where By is the

in the dynamic data table and is described as
logical index of this block, V is the update counter of this block with —1 representing that this
block is deleted, Ey is the record for block insertion, S; is the signer id of this block and Hy is

Hy = Hash (m, [ B IV IEIS1) | Every time a data block is updated, the

computed as
responding Vi will be increased by 1, as illustrated in second sheet of Table 1. When V is set to
—1, as shown in the forth sheet of Table 1, it means that the data block is deleted. When inserting
a data block after By, the inserted block has the same logical index as its former block, but the

value of E is increased by 1, that is Ex + 1, as demonstrated in the third sheet of Table 1. Besides,
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Si is needed to distinguish the signer of every blocks in the shared data. Mention that the DDT
can be split into several parts and accesses to it can be balanced among these parts.
4.4.  Analysis of our scheme

In this part, we analyse the correctness and security of the proposed scheme.
4.4.1. Correctness

We first prove the correctness of our scheme, which is concluded in the following
theorems:
Theorem 1. In our scheme, the group together with the cloud and the proxies is able to convert
the signatures from one revoked user into signatures from an existing users after the revocation.
Proof. To prove the correctness of this theorem is equivalent to prove Equation (1) is correct.

Based on the properties of Shamir Secret Sharing, the correctness of Equation (1) is presented as

the following:
_ (k) ;Lk (0)-R _ éklk (0)-R
o/ =]](e") =[1e
kep kep
a gbz Yk ©)
Y K (OR kep
=[1e, =0

ke

> AO =LO = e

From the Preliminaries section above, we note that . Therefore, we

canget o/ =o' = (H (id )] (9 a! ) 9y* which is a valid signature of user up. Thus, the
j=1

correctness is proved.

Theorem 2. In the proposed public auditing scheme, the cloud passes the auditing iff all the
selected data blocks and their corresponding authenticators are correctly stored in the cloud.
Proof. We first prove that if the selected data blocks and their corresponding signatures are
correctly stored in the cloud, then the cloud will pass the auditing. The proof lies in the following

equations:
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He(ﬂix, pkir) 'E‘(a)i, pkir)

d s Uszm”
:He((HH(id.))x,gg‘r)%(H(gz) g

d , s ajzm” -
=[TeH Gd). )" eTg ™ o)™

d s ajzm” -
=[TeqIHGd[Ta ™ )™

lel.
i

On the other hand, if the selected blocks in the challenge is corrupted, the cloud is not
able to generate a valid proof. Thus, the cloud will fail to pass the auditing process launched by
the TPA. m
Theorem 3. In the proposed scheme, the TPA is able to verify the integrity of outsourced data in
the cloud with a very high probability.

Proof. Based on Theorem 1 and Theorem 2 is equivalent to prove that the TPA is able to detect
the data corruption in the cloud with a very high probability through the auditing process.
Assume that ¢ blocks out of n blocks of the shared data are damaged. Let y be the number of
damaged blocks that are selected by the TPA during the auditing process and P, be the
probability that at least one damaged block is selected by the TPA. According to the “sampling”

strategy of the auditing process, we have

P(x=0)=1-P = .

n n-1 n-c+1
n-g ‘ n-c+1-¢ ’
1- nggl— _—
Thus n n-c+1

. As shown in Table 2, the TPA is able to detect the
error in the shared data with a extremely high probability by asking proof for a constant amount
of randomly selected data blocks. Besides, the error detection probability is independent from the
total number of data blocks. For example, if 1% of the shared data blocks are corrupted, the TPA
is able to detect the corruption with a probability of 95% by challenging about 300 blocks, or 450

blocks for 99% error detection probability. o
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4.4.2. Security Analysis
We now give a brief analysis of the security of our scheme in the following theorems.

Before that, we’ll introduce some assumptions first.

Definition 1 (Discrete Logarithm (DL) Problem). The DL problem is that, for ach, , take g, g°
€ G as inputs and output a.

If it is computationally infeasible to solve the DL problem in a group G, we say that the
DL assumption holds in the group G;.
Definition 2 (Computational Diffie-Hellman (CDH) Problem). The CDH problem is that, for

Z
ab ey takeg, g7 g° e Gy as inputs and output g,

If it is computationally infeasible to solve the CDH problem in a group G;, we say that
the CDH assumption holds in the group G;.
Theorem 4. For the cloud, it is practically infeasible to extract a re-signing key if the security of
Shamir’s secret sharing holds.
Proof. We prove this theorem based on the security of Shamir’s secret sharing scheme [17].
Since the secret value 1/g; of the users are split into d shares using interpolation polynomial and
distributed among the group, an adversary needs to compromise at least « users in the group to
obtain sufficient secret value shares to generate a re-signing key, which is practically infeasible
considering the cost. Suppose that there are 100 users in the group, for a threshold value of 50, it
means that the adversary needs to compromise at least 50 users, which is costly and practically
infeasible. Therefore, our scheme hides the re-signing keys from the cloud, which makes it
practically infeasible for the collusion attacks from the cloud and the revoked users.
Theorem 5. For the cloud, It is computational infeasible to produce a forgery of an auditing
proof in our proposed scheme.
Proof. First, we prove that a probabilistic polynomial time adversary is computationally
infeasible to generate a forgery signatures through forging a re-signing key to pass the auditing.
Assume that an adversary is able to forge a re-signing key to generate a valid re-signature in a
security game, named Game 1, then we can find a solution to solve the Discrete Logarithm
problem in G; with a non-negligible probability. The Game 1 is defined as follows:

Game 1: The group together with the cloud can generate a correct re-signing key rka_p,

which is able to convert the signatures of a revoked user u, into ones of an existing user uy, in the
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group and the results of this converting should pass the verification with Equation (2). However,

a malicious adversary may generate a forgery of re-signing key rkeso for the transformation. If
the results of transformation using the forged re-signing key still pass the auditing of the TPA,

then the adversary wins this game, otherwise, it fails. For simplicity, we denote o as the

s aJm .
e(H(id )", pk)-e(JTX “.pk/)=e(o,.R)"
signature of user u, and verify the equation = that

represents Equation (2).

We first assume that the adversary wins the game. Then we can get the following results:
e(n”, pk;) (@, pk;) = e(o, =, R)"

and
e(n”, pk;)-e(w, pk;) = e(a, =" ,R)"

Based on the properties of Bilinear Map, we can learn that

I'kaab — rka

—b
Oy -0y

rk
c.,0,"eG

Koo , which contradicts the

Obviously, it means that given 1 we can output
assumption that DL problem is computationally infeasible to solve in G;.

Then, we prove that the adversary can not pass the auditing through replace attack or
replay attack. To launch the replace attack, the adversary cloud must be able to combine
computations of Eq. 2 and Eq. 3. However, the challenged blocks set L = {Li, ..., Lqg} and the
base X = g* are both randomly generated in every challenge. Thus, it is computational infeasible
for the cloud to pre-compute some intermediate results for incoming challenges. As to launch the
replay attack, the cloud must able to compute #”. Assume the cloud is able to compute #*, then

we can find a way to solve the CDH problem, which is computationally infeasible to solve in G;.

= H (id G ; Y/
d” [T, Hd)e ' then there exists ¢ € ¢ that

Specifically, since G; is a cyclic group an
n = g”. According the assumption, the cloud is able to compute g™, which indicates that the cloud
can output g™ by taking g, g’, g* € G as inputs. This contradicts the CDH assumption in G;.
5. Extension with Secure Computations Outsourcing

In this section, we extend our scheme described in the previous section with secure
computations outsourcing, which allows more efficiency for the client side in our scheme and

makes it more affordable for the mobile computing environment.
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As we know, exponentiations and bilinear pairings are very costly computations, which
are the main computations for our scheme and other cloud storage integrity auditing schemes [15,
16]. To reduce the computation overhead for the client side, we extend our scheme to allow
secure computations outsourcing. Specifically, based on the protocols proposed by Wang et al.
[21], we extend the SignGen to allow the group users to generate a signature on a block of the
shared data with the help of the untrusted cloud servers. Besides, based on [23], we devise a
verification outsourcing algorithm to allow the auditor to verify the correctness of the auditing
proof with the help of the untrusted cloud servers.
5.1.  Signatures Outsourcing

As described above, the SignGen procedure of our scheme requires the group user to
compute the product of a substantial number of modular exponentiations, which imposes heavy
computation burdens on the group users. To improve the efficiency of signatures generation, we
intend to offload the multi-exponentiations of the computations below to two untrusted cloud

Servers:

o, :[H(idk)lj‘_[l(g“'] 'J

Unlike the scheme of Wang et al. [21], our signatures outsourcing algorithm is in the two

o)
(0"},

untrusted servers model, where collusion is not allowed. Note that, the bases s are

public system parameters. Thus we only needs to preserve the privacy of My hge and the
outputs.
5.1.1. Description of Signatures Outsourcing Algorithm

= 24 .
Step 1: The group user selects two random values y1, y» such that %+ 42 2 , Where 1 is
a security parameter. Then the group user pikcs two series of random values bj.b; €r 2y , for

< js .
IS 0SS After that, the group user computes the following values:

C;=my —bx

—_ ’
c;=m,-biy,
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! — - ! —_— (ZJ
Step 2: Let B = {bj}1§i<51 B = {bj}lﬁés C= {Cj}lgjgs C'= {Cj}lggs and H _{g }KKS

the group user separately queries the two cloud servers U; and U, in random orders as follows.

b
]

ul(B,u)»f[[ 1 =0,

u,(c, u)»H[g ')

u (B’y)—)H(g jjb’j:
(o)

u,(c, ﬂ)—>ng

Step 3: The group user verifies the results by checking bt = 0,0 . If it holds, the
group user computes the signature as:

oy = (H (id k )¢1¢1Zl) i
5.1.2. Discuss of Signatures Outsourcing Algorithm

The correctness of the signatures outsourcing algorithm lies in the above equation, which
can be proofed as below:

The inputs and outputs are blinded by y1, x> and {0, b} . The checkability is 1. Intuitively,
the above signatures outsourcing scheme has greatly reduced the number of exponentiations that
the group user have to perform. Experimental results in the next section has shown the efficiency
gain.

5.2.  Verification Outsourcing
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In the ProofVerify procedure, the auditor needs to perform 4d pairing operations, which
dominates the computation cost of the auditor side. Utilizing the concept of outsourcing
computation [24], we extend our scheme to support secure verification outsourcing. By
outsourcing, the auditor is able to efficiently compute a series of bilinear pairings and obtain the
product of them with the help of the untrusted cloud servers. Specifically, the verification is
divided into two parts, namely, a trusted part which is performed by the auditor and is efficient
compared with the original verification, and an untrusted part U which is invoked by the auditor
and carried out by the untrusted cloud servers.

d
. e . . i e(n‘m., pk.)"
The left side of the verification equation (2) can be rewritten as [1,.e0r/@: pk.) :

where pk; are public constants since they are public keys and 7i “i are secret variables due to

that they contain random value x that is kept private by the auditor. Let ASio0 ang Bi = pk;,

<i< . Lo . . .
where 15759 The main challenge to outsource the verification is to compute the following
product of bilinear pairings with the help of the untrusted cloud servers in a privacy-preserving
way, where A; are secret variables and B; are public constants.

[Te(A.8)

5.2.1. Description of Verification Outsourcing Algorithm

Similar to [23], the auditor is equipped with a series of constants y; = e(g, Bi), where

<< : , ,
1Sisd 1 speedup the online computations, we also adopt a subroutine named Rand (e.g.

Z
BPV+ and SMBL [21]), to generate random pairs (v, g'), where Y€ The algorithm consists
of the following steps:

Precompute: The auditor computes y; = e(g, B;) for 1Sisd . Considering that B;,

<< : : . :
1Sisd e public constants, this procedure can be computed offline by a trusted server in

advance.

X

Request: The auditor first computes A =1:@ and then invokes Rand to generate a

a. b.
series random pairs (39 Vhaw ang P9 Dhaw  Atter that, the auditor computes
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b ~

A = . i << = A A ~: A
Ai Ai g for 1 | d Let A {A11 1Ad} A {Al' ’Ad}

B={B,.... Bd}, the auditor queries U; and U, as follows:

Ul(A,B)aﬁe(Ai,Bi):a

U,(A,B) > []e(A.8,)

i=1

B

Verify: To verify the responses of the cloud servers, the auditor retrieves the results as

follows:
d d
’11 = anyiiai = He(Ai’ Bi)
|=dl i(:jl
A, = A[17 " =T]e(A.B,)

and verifies the results by checking whether A=Ay

Hid:le(Ai' B,)=4,=2

wrong response, and thus the auditor rejects the results.

. If it holds, the auditor accepts

2, Otherwise, it indicates that at least one of the cloud servers has produced

?
X
=T

Output: Finally, the auditor checks whether A and outputs the result as the
verification report.

5.2.2. Discuss of Verification Outsourcing Algorithm

The secret variables $4}<i<s are random blinded by a series of random pairs

{29 hass gng (B9 s , which preserves the privacy of the inputs from the untrusted
cloud servers. Intuitively, the verification outsourcing algorithm is able to significantly improves
the efficiency at the auditor side since it offloads all the bilinear pairing operations to the cloud
servers. Although the outsourcing algorithm requires some more multiplications in G; and G,
these operations are much more efficient than pairing operations of e : G; X G; — G,. The
efficiency improvement is demonstrated by the experimental results in the next section.

As for the correctness of the algorithm, if the two cloud servers perform honestly, we
have
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= ge(Ai.gbi,Bi)l;[le(g,Bi)_b‘

= [Te(A.B)ITe(9.8) " = AT]7." = 2,
i1 i1 i1

6. Performance Analysis

In this section, we first numerically analyze the primary scheme in terms of
communication cost, computation complexity and storage overhead, and then compare it with the
two extensions. Finally, we implement a system prototype of our proposed scheme and evaluate
it in experiments.
6.1.  Numerical Analysis

In this part, we numerically analyze the proposed scheme. A brief comparison between
our primary scheme and previous works is presented in Table 3. The detail analysis is described
as follows.
6.1.1. Communication Cost

The communication cost of our proposed scheme mainly comes from the auditing process,

which consists of two parts: challenge message and possession proof. For the challenge message

ol
CM ={L RAX" hajssd it is of a constant size c|n| + (s + 1)|G4| with respect to the number ¢ of

challenged blocks, where |n| is the size of an element in set [1, n] and |G is the size of an
element in G;. For the auditing proof Prf = {{wi}1<i<q, 7}, its size is d|G4| + |G|, where |G| is the
size of an element in G,. Therefore, the total communication cost of the auditing process is c|n| +
(s +d + 1)|Gy| + |Gy|. From Table 3, we can see that the communication cost of our scheme is
relatively smaller than Wang’s [15] since s is usually much smaller than c.
6.1.2. Computation Complexity

We compare user revocation and proof verification with previous works. Since the secret

sharing process is very efficient [17], the mainly computation cost of user revocation is to re-sign
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., . EXP _ L . .
a block, which is °1, one exponentiation operation in G;. According to Equation (2), the

computation cost to verify the possession proof is

dEXP, +cMUL ¢ +dPair +(d ~1)MUL ; +2EXP

G

2 where 1 denotes one multiplication

G

operation in Gy, Pair denotes one pairing operationon e : G; X G; — Gy, 2 denotes one

PG

multiplication operation in G, and =P, denotes one exponentiation in G,. From Table 3, we
can see that our user revocation is more efficient than Yuan’s [16] and our proof verification is
much more efficient than Wang’s [15].
6.1.3. Storage Overhead

In our scheme, there are two kinds of data need to be stored, namely the secret value
shares of the group users and the signatures of the shared data blocks. For the secret value shares,

the total storage overhead is d(d — 1)|p| and each user in the group only has to store (d — 1)|p|

extra data, where |p| is the size of an element in “ . For the signatures, the storage overhead is
|G1|IMJ/(s|Seg]), where the |[M] is the size of the shared data, |Seg| is the size of a segment in a
block. From Table 3, we can see that the total signatures storage overhead is much smaller than
Wang’s [15] for data files of the same size.
6.1.4. Comparisons

We discuss the efficiency improvements of the extensions for the client side. A brief
comparison of computation cost for the client side is shown in Table 4. It takes the group user

G

(s +1) EXP, +sMUL . . : .
1 1 to compute a signature in the primary scheme while it only takes

2sMUL , +2(d ~1)SUB, +3EXP, +3MUL
p p

G

t for the group user to generate a signature with

MUL , . ... = SsuB, |
the help of the untrusted servers, where P is one multiplication in  » and s

one substract in “ . Note that the multiplications in “ are much more efficient than
exponentiations in G;. For the auditing proof verification, the auditor needs to perform d pairing
operations in the primary scheme, while it requires no pairing operation for the auditor in the
verification outsourcing extension. Although the extension scheme incurs some extra operations
in G, they are much more efficiency than pairing operations. Experimental results in the next

subsection has demonstrated the efficiency improvements of the extensions.
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6.2.  Experimental Results

Now we evaluate our proposed schemes in experiments. We implement a system
prototype of our scheme using Pairing Based Cryptography (PBC) library [25] and deploy it in
the Alibaba Cloud. We initiate the cloud server with the ECS instance “ecs.snl.medium” in
Linux (Ubuntu Server 16.04), which is equipped with 2 cores (Intel Xeon E5 2682 v4 2.5GHz
CPU) and 4 GB memory. In the following experiments, the security parameter is set to 160 bits.
All the experiment results in this paper represent the mean of 10 trials.
6.2.1. Evaluation of GroupSetup

We first evaluate the performance of GroupSetup with respect to the group size, namely
the number of users in the group, and the results are presented in Fig. 2. Note that we have set
the ratio of threshold value and user number to a constant number when the user number varies
in this experiment. Then we evaluate the effect of threshold value on the performance of
GroupSetup and the results can be found in Fig. 3. Since the secret value generation and
distribution procedures of different users are parallel, we only consider the time cost of one user
in the GroupSetup. From the two figures, we can draw the conclusion that the group setup time
is linear to the threshold value and has a positive correlation with the group size. Nevertheless, it
is worth to note that the GroupSetup procedure is one-time and does not affect the real-time
performance of our scheme.
6.2.2. Evaluation of User Revocaiton

We argue that our scheme supports efficient and collusion-resistant user revocation. From

the security analysis above, we know that the user revocation in our scheme is collusion-resistant.

Now we demonstrate the high efficiency of user revocation in our scheme. As a comparison, we
consider a straightforward way to revoke a user in the group, which needs an existing user in the
group to retrieve the data blocks that were previously signed by the revoked user, compute new
signatures on these blocks and upload the new signatures to the cloud. Compared to the
straightforward way, our scheme does not introduce heavy communication cost to download data
blocks and upload signatures. Moreover, our scheme does not cause much computation on the
user side, which is usually resources-limitted. Obviously, the user revocation in our scheme is
highly efficient. In this experiment, we measure the performance of user revocation on different
threshold value. As shown in Fig. 4, the time to re-sign a data block is positive related to the

threshold value and rarely affected by the group size. This is because that the larger the threshold
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value is, the more users the re-signing key generation involves and the higher the security of user
revocation is, but the longer the time of user revocation takes. To balance the security and
efficiency, it needs to choose an appropriate threshold value according to the group size.
6.2.3. Evaluation of Auditing

In the experiment, we evaluate the performance of integrity auditing in our scheme on
different challenged blocks and user numbers, respectively. It can be seen from Fig. 5, the more
data blocks challenged, the longer it takes the TPA to conduct the integrity auditing, while the
higher probability that the TPA is able to detect errors in the shared data (as shown in Table 2).
Although the auditing time of our scheme also suffers a linear relationship with the group size as
shown in Fig. 6, the computation overhead of our scheme is much smaller than [15] according to
Table 3. From the evaluations above, we can draw the conclusion that our scheme supports
efficient integrity auditing.
6.2.4. Evaluation of Signatures Outsourcing

In this experiment, we compare the signatures generation of the primary scheme and the
signatures outsourcing algorithm in terms of computation overhead for the user side. Table 5
illustrates the time cost of the group user to generate a signature in SignGen and the signatures
outsourcing algorithm, respectively. It can be seen that the signatures outsourcing algorithm
considerable saves the computation cost of the signers and the savings increase with the number
of segments in a block.
6.2.5. Evaluation of Verification Outsourcing

This experiment tests the verification outsourcing algorithm and compares it with the
ProofVerify algorithm in the primary scheme. Fig. 7-9 show the verification time of the two
algorithms on varied group size with different number of challenged data blocks. When the
auditor challenges 300 data blocks, Fig. 7 shows that the verification time for the two algorithms
are both increase with the group size. However, the outsourcing algorithm is much more efficient
for the auditor side than ProofVerify. This happens similarly when challenging 349 and 460 data
blocks, which indicates that the speedup is independent of the group size.
7. Related Work

Provable Data Possession (PDP), first proposed by Ateniese et al. [5], which allows a
verifier to verify the integrity of the data stored at untrusted servers without retrieving the entire

file. Utilizing RSA-based homomorphic authenticators, PDP first achieves public auditing (also
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referred to as public verifiability). However, it only supports static data. To support data dynamic
operations during auditing, Ateniese et al. [26] improved their PDP based on symmetric keys.
Unfortunately, this improved scheme only supports partially data dynamic operations. What is
worse, this scheme can not support public verifiability and the number of verification requests is
also limited.

Based on the PDP model, many schemes have been proposed to meet all kinds of
properties: public auditing, efficient auditing, privacy-preserving, data dynamic operations etc.
Among them, Shacham and Waters [27] proposed the first public verification scheme in the
literature that use the BLS signature [28], which produces much shorter signature than RSA
signature at the same security strength. Erway et al. [29] proposed the Dynamic Provable Data
Possession (DPDP) that first supports full data dynamic operations. To achieve full daynamic,
they employ authenticated skip list to eliminate the index information in the tag computation.
However, the DPDP scheme is not public verifiable and the efficiency of it is still in question.

In a similar way, Wang et al. [7] utilized Merkle Hash Tree (MHT) to eliminate the index
information and proposed a scheme that can support public auditing and full data dynamics.
Based on the work of Wang, Liu et al. [30] proposed a scheme that supports authorized auditing
and fine-grained update requests. Their enhanced scheme can extremely reduce communication
overheads for small updates. However, users still have to retrieve the unchanged parts of the
block modified to re-compute a new signature. At a recent work, Wang et al. [8, 9] first
introduced the random masking technology to ensure that the auditor can’t get any knowledge of
the data content during the auditing. Besides, their schemes also supports batch auditing for
multiple challenge requests.

In [31], Zhu et al. proposed a cooperative provable data possession scheme that allows
multiple cloud providers in hybrid cloud to cooperatively prove data integrity to data owners and
also extend it to support dynamic auditing. In [13], Wang et al. proposed a scheme to audit the
integrity of shared data in the cloud for large groups and preserve the identity privacy of users
from the auditor during the auditing. Then, they extended their scheme to support public auditing
using ring signature in [12] and efficient user revocation using proxy re-signatures in [20]. In
another work [32], Wang and Chow et al. introduced a security-mediator to generate signatures
for data owners, which preserves the anonymity of data owners. However, the scheme can not

support traceability for revealing the identities of users when necessary. In [33], Chow et al.
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designed a secure cloud storage with dynamic user numbers, which supports anonymity of users
and traceability simultaneously.
8. Conclusion

In this paper, we propose a novel public integrity auditing scheme for shared data in the
cloud with efficient auditing and collusion-resistant user revocation. Utilizing the concept of
Shamir secret sharing, our scheme allows the group together with the proxies and cloud to
convert signatures from revoked users into ones from the existing users after their revocations.
Meanwhile, collusion attack is practically infeasible during the re-signing process. Besides, the
signatures outsourcing and verification outsourcing algorithms significantly save computations
for the group users and the auditor, which makes our scheme more suitable for mobile computing
environments. The numerical analysis and experimental results demonstrate that our scheme is
secure and efficient, the total overhead of our auditing scheme is relatively small.
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Figure 1: System model of public integrity auditing for shared data

Figure 2: Group Setup Time On Different User Number (t/u represents the ratio of threshold
value and user number)

Figure 3: Group Setup Time On Different Threshold Value with Different User Number
Figure 4: Resign Cost Per Block On Different Threshold Value

Figure 5: Verification Time On Different Number of Challenged Blocks

Figure 6: Verification Time On Different Group Size

Figure 7: Verification Comparisons with 300 blocks challenged

Figure 8: Verification Comparisons with 349 blocks challenged

Figure 9: Verification Comparisons with 460 blocks challenged
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Table 1: An Example of Dynamic Data Table

a. Initial State b. Data Update Operation
No. B \Y E S No. B V E S
1 1 0 0 S1 1 1 0 0 S1
2 2 0 0 S2 2 2 0 0 S
3 3 0 0 S3 3 3 1 0 s
n n 0 0 Sn n n 0 0 Sn

c. Data Insertion Operation b. Data Deletion Operation
No. B \Y E S No. B V E S
1 1 0 0 S1 1 1 0 0 S1
2 2 0 0 S2 Null 2 -1 0 S2
3 2 0 1 s, 2 2 0 1 s}
4 3 1 0 s; |3 3 1 0 y
n+1 n 0 0 Sn n n 0 0 Sn
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Table 2: The error detection probability

pin 3% 2% 1% 0.5%
PX
0.95 99 149 299 598
0.97 116 174 349 700
0.99 152 228 459 919
Table 3: A brief comparison among previous works and our scheme
Communication Cost Computation Complexity Storage
Overhead
Challenge Proof Revocation Verification Signatures
Storage
Wang’s[15] | c(n| +[q]) 2d|p| + rEXP . (c+d)EXP, | [GulIMI/([Block])
clid| +(c+2d)MUL,
+(d +1)Pair
+dMUL,
Yuan’s[16] | c[n[+(d + (Gl +[Cl | rEXP, +rPair | 1EXP, +2Pair | [Gil[MI/(s|Seg])
DIG4|
Our Scheme | ¢|n|+ (s + diGy| + rEXP ¢ dEXP, + |G1||MJ/(s|Seq])
DG4 Gl cMUL, +dPair
+(d -1)MUL,
+2EXP,_

Notes: |q| is the size of one element in

Z
¢, |id| is the size of a block identifier in [15], r is the

number of blocks signed by the revoked user, |Block| is the size of one data block in [15], which

is comparable to |Seg|, the segment size in [16] and our scheme. The item of user revocation in

this table only involves the computation of re-signatures but the generation of re-signing keys.
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Table 4: Comparison of primary scheme and extensions

Comp.Cost (Client Side)

Signatures without Outsourcing

(s +1)EXP, +SMUL ¢

Signatures with Outsourcing

2sMUL,; +2(d -1)SUB; +3EXPG1+3MULG1

Verification without Outsourcing

dEXP, +cMUL, +dPair + (d ~1)MUL,_+2EXP,

Verification with Outsourcing

dEXP, +3dMUL, +(2d +1)EXP, +2dMUL,_

Table 5: Comparison between outsourcing signatures computation and local signatures

computations

Segments Signatures with Signatures without speedup
Outsourcing (ms) Outsourcing (ms)
50 36 74 2.06
100 67 145 2.18
150 97 218 2.23
200 128 290 2.26
250 159 362 2.27
300 185 435 2.35
350 215 507 2.36
400 245 579 2.37
450 275 652 2.37
500 305 723 2.37
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