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Self-Protection in a Clustered Distributed System
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5 CONCLUSION

Today, distributed computing environments are increas-
ingly complex and difficult to secure. Following the
autonomic computing vision, a very promising approach
to deal with this issue is to implement a self-protected
system which is able to distinguish legal (self) from illegal
(nonself) operations. The detection of an illegal behavior
triggers a counter-measure to isolate the compromised
resources and prevent further damages. In this vein, we
have designed and implemented a self-protected system
whose main characteristics are: 1) to minimize the
perturbation on the managed system while providing a
high reactivity, 2) to automate the configuration (and
reconfiguration) of security components when the system
evolves, 3) to keep the protection manager (which
implements the protection policy) independent from the
protected legacy system.
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